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1 Literature Overview

1.1 Symmetric Searchable Encryption (SSE)

The notion of keyword search across encrypted data was introduced by Song et al. [1]. In their work, authors presented an
encryption algorithm where each input document is uploaded onto cloud storage server in terms of encrypted keywords.
Subsequently, data user asks server to search across document by issuing a search token. Though the scheme is practical,
it incurs search overhead linear to total keywords for all documents i.e. O(}>,.,<,, |Di|). In addition, the scheme [1]
reveals information about keywords to be searched to server. The issue was later addressed by Goh et al. [2] where a
secure index (list of encrypted keywords) is associated with a ciphertext of original document. Additionally, Goh et al.
defined the first formal security model for searchable encryption in [2]. Subsequently, several schemes discussed in [3-7]
with the improved security and efficiency have been proposed. However, schemes in [1-7] focus on a single keyword search
and return several irrelevant results that ultimately consume more resources. To address this issue, numerous schemes for
multi-keyword search have been proposed with either conjunctive keyword search [8-13] or boolean keyword search [14,15]
functionality.

From literature, we observe that most SSE schemes [3-7,12,14] use II search structure where a secure common
index prepared from the available collection of documents and set of keywords, is uploaded onto server along with actual
document ciphertexts. However, such II search structure would lead to inefficient search operation in case of multi-keyword
SSE [12,14]. The reason behind such inefficiency is the usage of either of the approaches i.e. set intersection operation at
server (that leaks keyword-data relationship) or storage of O(2") meta-keywords at server for V keywords (that introduces
exponential storage overhead) [8,9]. More precisely, with II search structure, the server-side storage overhead for both
the schemes [12,14] is O(|D| + V + > |Dy|) for |D| number of documents, V' number of keywords and |D,,| number of
documents containing keyword w € V' (Note that V is defined in Table 1). In addition, the size of token in [14] is linear
to the size of query i.e. O(|Q]). On the other hand, though the scheme [12] with conjunctive search offers lesser query
expressiveness than boolean search of [14], it provides constant sized token. Recently, Hu et al. offers two II-based SSE
schemes [13] using bloom filter and Inner Product Encryption (IPE) respectively. Besides conjunctive keyword search, both
the schemes provide forward secure SSE where document insertion does not leak information about keywords contained
in that document. However, the first scheme may have false positive problem - an inherent issue of bloom filter. On the
other hand, though the second scheme avoids such problem, it suffers from high computational complexity due to the
usage of IPE mechanism where complexity is O(V'). Contrast to II-based SSE schemes, the SI-based schemes could offer
multi-keyword search without any leakage or additional storage overhead onto server. However, in literature a very few
schemes exist with SI search structure [8-11].

1.2 SSE with dynamic index update

The initial SSE schemes [3,4,7,8,14,16] work for the static data collection. However, support of dynamic data update is
indeed essential in real world applications. As mentioned previously, in SI-based SSE schemes, each document has its own
index containing keyword fields and thus insertion of a new document in collection does not affect the other documents or
their indexes. Correspondingly, update (insert/delete of a document) in data collection does not require any index update
operation in such SI-based SSE schemes [8-11]. However, most SSE schemes have been defined based on II-search structure



and so index update becomes a crucial research topic since the last decade. Several works concerning dynamic SSE have
been proposed in [5,6,17-24]. Kamara et al. have defined the first dynamic SSE scheme [5] where insertion/deletion of
a document is performed by updating a table-based II. The scheme provides adaptive security against chosen keyword
attack and sublinear search time. Furthermore, an advanced dynamic SSE for multi-processor system has been proposed
in [6] using red-black tree-based II. However, the size of II in both the schemes [5,6] is O((V 4 P|D,,|). Cash et al. [14] have
proposed dynamic SSE for large data collection with the reduced storage overhead i.e. O(P|D,,|) at server. Furthermore,
the schemes [18,21] allow document insertion /deletion/modification by updating matrix-based II. The schemes [19, 22]
offer dynamic SSE for link-list based II. In such schemes, document insertion/deletion needs modification in search list,
search array and corresponding link list as well as delete table (in case of deletion). However, document modification
(insertion of keyword(s)) is not supported by [19,22]. The generalized update complexity for the schemes [18,19,21,22]
is O(V - |D]). Recently, Ge et al. [20] have offered dynamic SSE with the list and array based inverted index as that
in [19,22] with the improved index update complexity of O(V). On the other hand, Xia et al. [23] offers dynamic SSE
for tree-based II with update complexity O(V2log|D|). Note that for all dynamic SSE schemes, the user is responsible to
compute update token of size linear to the number of keywords included by the document to be inserted or deleted.

1.3 SSE with result verification

Majority of SSE schemes assume that the cloud server is semi-honest-but-curious that honestly executes the search
operation across the available ciphertexts and sends the search result intact to the requesting data user. From the search
result, the server only attempts to learn plaintext [25]. However, in practice, the search result may be corrupted due
to hardware/software failures. Moreover, even though the server executes the protocol honestly, it may be attacked
by a dishonest user who may direct the server to modify the search result. Ultimately, the server behaves maliciously
and outputs an altered or tampered search result. Thus, it is indeed essential for data user to check the correctness
of the available search result. In order to attain such a requirement, several SSE schemes [3,18-20,25-35] have been
defined with provision of query result verification at user side. Amongst them, the schemes in [28-30] support relational
databases and the corresponding query operations (viz. Projection, Selection, Join etc.). The other schemes [3, 18-
20,2527, 31-35] support keyword based search queries for the unstructured dataset (i.e. document collection). Note
that in all verification enabled SSE schemes, besides collection of encrypted documents and search index, a server-side
verification component is uploaded onto server. The server after performing search operation computes a proof component
from such a verification component. More precisely, the scheme [18,19,25-27, 31-33] offers result verification using
tree-based verification component. Amongst them, the schemes [25-27,31-33] support a single-keyword search only.
Additionally, in all these schemes, the proof component includes subtree computed from the original tree and thus, the
size of proof component is of significant overhead for these schemes. Furthermore, user-side result verification requires tree
reconstruction that would be computationally expensive in case of large number of keywords in system. On the other hand,
the state-of-the-art works given in [18,19] offer II-based verification enabled SSE with dynamic data update. Both schemes
use bilinear map accumulator based verification tree and offers multi-keyword search with set-intersection operation at
server side. A proof component in [18,19] includes accumulation values for all nodes from the search keywords to the root
node of tree. Thus, the size of proof component and its computational complexity is linear to query size. Another multi-
keyword ranked searchable encryption scheme has been proposed by Jiang et al. [35] where a special data structure known
as QSet is uploaded onto server as a verification component. With QSet, this scheme offers multi-keyword search with
sublinear search time. A more efficient and privacy preserving multi-keyword scheme with result verification is proposed by
Wan et al. [34] where adapted homomorphic MAC based authentication tag is used as a server-side verification component.
With such tag, cloud server can homomorphically execute the search function over the authentication tags to derive the
result with a proof, which can certify the search result. Recently, Ge et al. have proposed II-based multi-keyword
SSE [20] with result verification based on a novel approach of Accumulative Authentication Tag (AAT). In this scheme, a
Verification List (VL) which is a link list of nodes for each keywords is uploaded onto server as a server-side verification
component. Each node in VL includes AAT component computed from the set of documents containing the corresponding



keywords. With AAT, the scheme assures security against collision attack (that is identifying different messages with the
same tag) and replay attack (that is sending old data in result even though data has been updated). Moreover, the scheme
offers dynamic index update operation.

1.4 ASE with result verification

In asymmetric key setting, there do exist few searchable encryption schemes offering search result verification. The
scheme [36] provides public delegatability (that is, any user - not necessarily the data owner, could issue a search query to
the server) and public verifiability (that is, any third party data user not necessarily the user initiating the search query,
by possessing public verifiable key, would be able to verify the search result) [37][48]. However, the scheme in [36] offers
search operation across plaintext outsourced database. On the other hand, public verifiability for the encrypted data
has been proposed by Cheng et al. [33]. The scheme offers indistinguishability obfuscation based verification circuit that
allows any user possessing public verification key to verify the search result. However, generation and obfuscation of such
verification circuit entails substantial cost linear to O(V - |D|). Furthermore, in [38] Zheng et al. proposed the notion of
VABKS- Verifiable Attribute Base Keyword Search, utilizing fine-grained access control mechanism. The data owner in
VABKS allows a data user satisfying the access control policy (associated with each keyword) to issue search query and
later verify the search result. However, the scheme assumes existence of a secure channel amongst the communicating
entities. A secure channel free, access control based, public keyword searchable encryption scheme with result verifiability
has been proposed by Liu et al. [39]. Though such public-key based keyword search mechanisms offer result verification,
they support the static data collection and fixed set of keywords due to utilization of Inverted Index search structure in
data encryption. However the focus of our research discussed in this paper is to illustrate the benefits of using Simple Index
search structure over the Inverted Index search structure and potential mechanism of result verification in SI-based SSE
schemes. Therefore, we consider the schemes using result verification in asymmetric key searchable encryption setting, as
out of scope.
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