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Problems & Ideas

* Problems of conventional malware traffic detection approaches:

— Existing malware traffic detection techniques rely on a sufficient amount
of labeled data readily available for model training, limiting the capability
of transferring to new malware detection.

* Ideas: A novel adaptive encrypted malware traffic detection
method, Malcom, based on fully convolutional masked

autoencoders to detect malware traffic.
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— A novel traffic representation named Header-Payload Matrix (HPM)
based on the Open System Interconnection (OSI) reference model to
extract discriminative features;

Main Contributions

Contributions:

— An adaptive encrypted malware traffic detection
based on fully convolutional masked autoencoders;

— Extensive experiments on a real-world traffic dataset to evaluate the
performance of Malcom in two typical scenarios, i.e., a few-shot

learning scenario and an imbalanced dataset scenario.

Table 5 The evaluation results of ST-Graph, CB Seq.

Table 4 The few-shot learning evaluation results of ST-Graph, CBSeq, FC-Net, and Malcom under various
training samples.

R ST-Graph [7] CBSeq [] FC-Net[!!] Malcom
N | Malware
Fl Pre Recall F1 Pre Recall F1 Pre Recall F1 Pre Recall
Dridex | 83.36 9033 8167 | 7877 9259 709 | 7204 35630 1000 94.88 9534 9442
Emotet | 8235 90.12 8051 | 81.06 8996 7465 | 9229 9057 .07 85.02 81.91 9135
Geodo 8208 9237 7834 | 8233 9630 7470 | 8889 9050 §7.32 90.29 87.05 95.64
5 Miuref | 69.17 8659 6590 | 62.04 9565 4994 [ 9339 9413 9265 90.66 87.47 9583
Zeus 78.99 B8E7Z 7671 | 4184 7607 3212 | BLIT 9590 7037 90.57 87.20 9564
TrickBot | 71.31 8682 6818 | 9422 0240 9612 [ 8388 8280 8408 £6.20 8262 9384
Average | 7788 89.16 7522 | 7338 9050 6641 | 8686 8653 89.90 [ 92061520 8872 9567
Dridex | 8545 8601 8507 | 43.19 3565 5477 | 8707 8050 9481 99.32 9932 99.32
Emotet | 83.61 8599 8255 | 03.04 0348 0477 | 0149 020 8557 97.58 96.18  99.14
Geodo 7491 9150 6935 | 93.94 9592 9563 [ 9839 9730 9950 97.37 95.87  99.06
10 | Miwef | 83.67 8943 8211 | 60.37 8713 4647 | 8515 9149 79.63 98.90 99.63 9820
Zeus 8549 91.14 8411 | 8920 9200 9188 | 8203 9200 74.01 95.78 93.57 98.46
TrickBot | 70.50 7030 7070 | 72.08 9393 6030 [ 9053 8034 0825 95.17 09284 97.63
Average | 80.61 8573 7898 | 7530 8302 7397 | 8911 9059 8863 | 97351524 9624 98.64
Dridex | 8556 8994 8431 | 9398 9568 9547 [ 8022 7337 8848 99.55 99.55 99.55
Emotet | 75.97 8843 7330 | 0250 80.60 94.65 | 03.80 0052 9733 96.79 97.02 96.57
Geodo 8083 9419 BE26 | 8731 9592 7664 | 9840 9999 9750 98.61 97.77  99.51
15 | Miwef | 88.75 92.08 8787 | 5879 9027 4527 | 9337 9467 9210 99.44 9174 9793
Zeus 90.62 9293 8999 | BL3l 9015 7694 | B354 9247 7618 96.10 96.36  95.84
TrickBot | 80.75 8132 8031 | 96.18 97.14 97.05 [ 8556 9635 76.94 95.20 9277 9823
Average | 8525 §9.82 8401 | 8434 9313 8100 | 8920 91.23 8809 | 97621542 9587 9.9
Dridex | 87.15 8925 8635 | 9622 9634 9613 [ 8545 7789 9463 99.86 99.87  99.86
Emotet | 87.44 0068 8647 | 81.33 0121 7456 | 0532 0019 9L75 97.15 9732  96.99
Geodo 8187 8994 7834 | 9400 9211 9597 | 9630 1000 9286 99.56 99.85 99.28
20 [ Miuref | 8273 8958 8099 | 9348 9305 9397 (9064 9558 86.18 99.89 99.82  99.96
Zeus 9245 9399 9203 | B582 BL70 9039 | 7952 9583 6795 96.83 96.96 96.71
TrickBot | 86.07 91.13 8479 | 6858 9390 5600 [ 97.10 9480 9952 99.46 9912 99.81
Average | 8629 9076 8483 | 8657 9155 8450 | 9072 9388 8882 [ 98.79ts07 9882 9877

benign and malware traffic.

method, Malcom,

FC-Net, and Malcom under different imbalance ratios of

ST-Graph [ 7] CBSeq [] FCaNet [ Malcom
B Malware

Fl Pre  Recall Fl Pre  Recall Fl Pre Fl Pre Recall
Dridex | 8545 8601 8507 |43.19 3565 5477 | 8707 8050 99.32 99.32 9932
Emotet | 8361 8599 8255 3.04 9348 9477 | 9149 9829 97.58 96.18  99.14
Geodo | 7491 9150 6935 394 09592 09563 | 9839 9730 97.37 9587  99.06
1:1 Miuref | 83.67 8943 8211 | 6037 £7.13 4647 | 85.15 9149 0890 9963 9820
Zeus 8549 9L.14 B411 | 8920 9200 9188 | 8203 9200 95.78 93.57 9846
TrickBot | 70.50 7030 7070 | 7208 9393 6030 | 9053 89.34 95.17 9284 9763
Average | 80.61 8573 TR98 | 7530 8302 7397 | 89.11 9059 97351824 9624 98.04
Dridex | 4958 4275 5900 | 27.69 1607 1000 | 5356 100.0 98.20 97.12 9936
Emotet | 6207 5455 7200 | 3141 1863 1000 | 7148 100.0 96.89 9485 9873
Geodo | 5826 5154 6700 | 2564 1471 1000 | 6509 9698 95.69 9344 9842
51 Miuref | 4293 4190 4400 | 1250 657 1000 | 7051 100.0 97.78 9649 9921
Zeus 5394 4610 6500 | 2745 1707 7000 | 6474 9794 3.33 9029 9748
TrickBot | 24.58 2785 2200 | 5490 4375 7368 | 6474 9794 93.97 9398 93.96
Average | 4856 4412 5483 | 3079 1948 09061 | 6502 ORRI1 95.98 13096 9436 9786
Dridex | 1861 1028 9800 | 1463 816 7059 | 7540 9633 96.47 9445 9872
Emotet | 20.14 1120 1000 | 3571 26.32 | 48.65 9000 0588 9371 9850
Geodo | 19.12 1057 1000 | 823 1000 | 7243 9349 93.08 9112 9175
Miuref | 19.23 1064 1000 | 2188 3889 | 7124 96.89 95.30 9290 9827
Zeus 19.17 1066 9500 | 2.63 1579 | 3375 91.89 9118 8770 9644
TrickBot | 2006 11.15 1000 | 1482 3 316 | 1835 9512 90.77 87.17 9639
Average | 1939 1075 9883 | 1632 1551 5246 | 5330 9395 93.93 r40.63 9119  97.68
Dridex | 1403 754 1000 | 1250 1177 1333 | 60.11 9880 04 81 9133 9856
Emotet | 1380 742 9900 | 480 246 1000 | 2345 100.0 3.13 87.15  100.0
Geodo | 1429 769 1000 | 1212 1333 1111 | 5506 9932 90.22 8369 0784
S50:1 ) Minref | 1382 743 9900 | 993 569 3889 | 3007 B86.84 92.05 8690 9784
Zeus 1385 767 9900 | 4.61 275 1429 | 7452 96.69 8025 8058 100.0
TrickBot | 1423 744 1000 | 524 292 2500 | 5584 9871 85.89 7548 9964
Average | 1400 753 9950 | 820 649 3377 | 51.34 9839 90.89 13955 84.19 98.98




