
Adaptive Detection of Encrypted 
Malware Traffic via Fully 

Convolutional Masked Autoencoders

Frontiers of Computer Science , DOI: 10.1007/s11704-025-41273-9

Jizhe JIA, Meng SHEN, Qingjun YUAN, Yong LIU, Jing WANG, 
Jian KONG, Liang HUANG, Haotian HE, Liehuang ZHU



Problems & Ideas
• Problems of conventional malware traffic detection approaches:

– Existing malware traffic detection techniques rely on a sufficient amount
of labeled data readily available for model training, limiting the capability
of transferring to new malware detection.

• Ideas: A novel adaptive encrypted malware traffic detection
method, Malcom, based on fully convolutional masked
autoencoders to detect malware traffic.



Main Contributions
• Contributions:

– A novel traffic representation named Header-Payload Matrix (HPM)
based on the Open System Interconnection (OSI) reference model to
extract discriminative features;

– An adaptive encrypted malware traffic detection method, Malcom,
based on fully convolutional masked autoencoders;

– Extensive experiments on a real-world traffic dataset to evaluate the
performance of Malcom in two typical scenarios, i.e., a few-shot
learning scenario and an imbalanced dataset scenario.


