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Problems & Ideas

Problems of decentralized and fine-grained data sharing:
— Key escrow problem in attribute-based encryption (ABE);

— Lack of reliable and efficient outsourced decryption for ABE;

— No existing outsourced decryption scheme for registered ABE.
|deas: We address key escrow problem in decentralized data sharing
using registered ABE and design an efficient and reliable outsourced

decryption solution to making it friendly for user-centric lightweight
devices.
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Main Contributions

e Contributions:
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We propose the first registered ABE scheme with reliable outsourced
decryption based on blockchain.

We achieve verifiability by a verifiable tag mechanism and ensure
exemptibility through NIZK proof.

We propose a decentralized and auditable data sharing framework
without a trusted authority. The reliable outsourced decryption makes
it friendly for user-centric lightweight devices.

We give a concrete security analysis and implement on Ethereum to
demonstrate feasibility and performance.
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Left: original ciphertext; Right:transform ciphertext



