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Problems & Ideas
• Problems of design secure data aggregation scheme for smart 

grid communications
– achieving privacy preservation

– ensuring data integrity

– with fault tolerance property

• Ideas:  Achieve privacy preservation, 

data integrity, and fault tolerance simultaneously
– Based on the pre-calculated auxiliary information, a novel fault 

tolerant mechanism is designed

– A novel efficient authentication technique is proposed to achieve data 
integrity and source authentication

– According to the performance analysis,  the proposed scheme 
outperforms the state-of-the-arts



Main Contributions

• Performance comparison of 
computation cost

• Performance comparison of 
communication overhead


