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Problems & Ideas

* Problem of exploting NLP services in black-box setting:

— Querying the victim model to find the important words to manipulate
potentially cause a big request-response overhead.

* |deas: Replace words by their class polarity scores calculated
on an external dataset.

0. Set the perturbation parameters.

Source and target class determine the attack direction. Min. Source Class ) vt Clies [
target probability controls the minimum required attack
confidence, distortion range sets the maximum perturbation
per swapped word, and max. num. of swaps regulates the

Min. target prob. (8) .51  Distortion range (o) 1.5
Max. num. of swaps (§) l'[lq—lil!llaw swap for PoS tags NN,VBZ, 15, NNS

number of swaps allowed. \.\/
0<a<b0,0<f<1.0, §>0 TEXT
1. Preprocess the original sample. POS DT NN VBZ CD IN DT 1S  NNS
Swap Words album has best lyrics

-Lower case, fix confractions, and remove
punctuations. Filter the words by PoS tag. Shuffled Words best, albu Mics, has
-Random shufile the filtered words. Run the % 7
perturbation scheme for each word in the shufiled ;- i -
order. Y 4

2. Start the search for the word that is == [ SCHiD

to be replaced: best. . Original best s 0.99

2.1. Search the polarity table. finest 1S 1.45 -0.5
-Filter the available words for swap by PoS tag. Condidotes  greatest JIS 0.83 0.16
-Calculate the word distortion by the difference between the

original and swap polarity scores. Order ascending by the | latest  Ji5 0.16 0.83
distortion. Outof Ronge worsE s -2.72 .71
-Mark the candidates that are within the required distortion range. N 7

2.2. Query the \ 4

black box. B : | Pl-|Previous)=0.25

Select one among the | Advl the album has one of the FINEST Iyrics | P(-|Advl)=0.16

revious sample and : ; icti
e o el | A@v2  the album has one of the GREATEST lyrics | P(-|Adv2)=0.24 < Victim

i Model
samples _ that 'et“m"n.dua the album has ome of the LATEST  lyrics Pt—lAdeﬁ:O_i?jT

the most confidence

tc?;ﬁrds the  target | adyg the album has one of the WORST lyrics | P{-| Adv4)=0.69

3. If the max. num. of swaps are made, return the selected adversarial sample. If
the minimum target probability is not reached and there are more words marked
for swap, go to Step 2, otherwise, return the selected adversarial sample.

Figure 1. Example on one iteration of our proposed attack.



Main Contributions

SENTIMENT: UNBOUNDED
(6=100,a=5.0,6=0.51)

We perform black-box word - rog4 & | & repsisw
perturbations without an < 045 (P <pipaﬂ"iul’:{)a @y * AAZONBISTH
H 2 {> YELPNB
oracle, or a trained § 040 ¥ AMAZON NB
generatOI’. S 0.35 O IMDB NB
<0.30 CPa Cp d) <py
Ay y i

Classifiers were fooled by a 025 Pa Wi | |
small number of word 3 : 5 6
replacements. Figure 2. Number of Word replacements (x axis) and the

h g | change of probability score on false class (y-axis) on the
The generated samples Sentiment Task.

retain semantic similarity
with the originals based on

embedding space. Label: Negative, Target: Positive

We evaluate a true black-

Iso began having the incorrect disc problems that I' d abo here.
box attack on IBM Watson B & e i B0 e & st | ssdarstan that OVD
players sometimes just quit on you Ma&ernntmponevear?mr_ne_
Natural Language Shet's  sign on bed qualty. 'n giving up JVC siter this ss wel. (m sicking
Understanding (NLU)
i i also began havin e- ﬂndm at I've read about on here.
service to further confirm IBM Watson 'Il‘hie Ugﬂgsﬁllr:\_rnrk:t:ut hte DVD side is us:le:.lund:rstandtthat DVD
its applicability on real case Amazon PT e o o et T gving s FUC atior this a0 ol ' tiching
Scenarios to Sony or giving another brand a shot.

Figure 3. The original and the corrupted sample using Amazon
polarity table on IBM Watson NLU victim.



