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Abstract
trusion detection and response systems (IDRSs), the cost

Despite the abundant literature reporting on in-

models adopted in planning security responses have not paid
significant attention to security risks. Even though the ISO
27005 and NIST (National Institute of Standard and Tech-
nology) and FIPS (Federal Information Processing Standard)
guidelines provide sufficient specifications for planning secu-
rity responses, there still have not been many studies in which
the IDRS systems were designed accordingly. In this context,
we propose a new risk-driven response mechanism that con-
forms to ISO 27005 and NIST and FIPS guidelines. This
mechanism follows established specifications for collecting
risk information, assessing basic risks, mitigating risks, and
generating risk-driven optimal security strategies. In order
to ensure optimality in computing the security strategies,
we adopt the multi-objective influence diagram technique to
search for the optimal security strategy that minimizes risks
and security investment cost under strict constraints. In order
to demonstrate the working of our proposed risk-driven in-
trusion detection response mechanism, we provide a detailed
numerical example using simulated test environment and net-
work traffic.

Keywords Intrusion response. Risk management. Security
strategy. ROSI criterion. Multi-objective optimization. Influ-

ence diagrams

Received May 05, 2018; accepted December 19, 2018

E-mail: chaker.katar @isg.rnu.tns

1 Introduction

The intrusion detection literature has increasingly paid atten-
tion to intrusion response mechanisms. These are commonly
classified as passive or active [1,]2]. Passive response mech-
anisms simply alert the site security officer (SSO) to the de-
tected attacks. Active mechanisms, in contrast, propose mul-
tiple response actions that range from simple rule revision to
the deployment of a security control. They assist the SSO in
selecting and implementing response actions against detected
threats depending upon their automation levels, manual or au-
tomatic [3]. Automatic response mechanisms have been also
categorized based on response time criteria into proactive and
reactive classes [3]]. Proactive response mechanisms preempt
attacker action sequences and react before attacks take place.
Reactive response mechanisms, in contrast, implement their
corrective actions after the detection of mounted attacks. Au-
tomated responses have been further structured into the cat-
egories static, dynamic, and cost-sensitive according to how
response actions are selected [4]. Additional response cat-
egorizations have been identified involving criteria such as
adjustment and cooperation capabilities of automated com-
ponents [[1}2].

Several active intrusion response mechanisms have been
designed and prototyped, including EMERALD and AAIRS
[2L)5]. They adapt well to specificities of the monitored sys-
tem, though they lack explicit and clear processes to select
new security controls or evaluate existing ones. In the last
decade, cost-effective responses have gained increased in-
sight. The cost-sensitive response mechanisms involve var-
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ious cost factors such as damage and response costs, which
assess attack harm and security control impacts, respectively,
on the target system. They rely mainly on trade-offs be-
tween cost factors to select appropriate security controls.
However, they have never considered risk models as recom-
mended by ISO 27002 and ISO 27005 to assess and mitigate
risks of mounted attacks [|6}7]]. Additionally, they have sev-
eral drawbacks in cost factor assessment as well as in coun-
termeasure selection. On one hand, these mechanisms in-
volve arbitrarily and statically assigned cost factors. Some
mechanisms use constant response cost, damage cost, and
response financial impact [8} 9], which are useless and re-
quire stringent revision to be realistic for target computing
environments. Additionally, other mechanisms lack appro-
priate processes to assess cost factors. For instance, intrusion
damage cost in [8}/10] is approximated, similarly to the re-
sponse cost, using attack implementation cost and impact on
the target asset. However, the implementation cost of an at-
tack involves difficult-to-estimate parameters, including the
attacker’s skill. Existing processes for determining the dam-
age cost also ignore required information about attack likeli-
hood, deployed security controls, and the vulnerability state
of the target asset. On the other hand, control selection pro-
cesses of existing cost-sensitive mechanisms are commonly
based on trade-offs [2}|11]. For every detected attack, they
select the security control subset associated with the highest
expected value or expected utility [8,/11]. However, selected
controls are useless if the target asset is not critical to the or-
ganization business functions and incurred damage is under
the tolerance level. These processes also involve techniques
such as Bayesian networks, system maps, and dependency
trees [[11,{12]. They are seldom formulated as optimization
tasks. Although several goals such as minimization of attack
damage and response cost should be satisfied to reach the op-
timal security control subset, few response mechanisms have
integrated multi-objective optimization techniques to control
selection processes.

To address these issues, we propose in this paper a new
risk-driven intrusion response mechanism. The latter relies
on a new risk model that complies with the ISO 27005 and
FIPS 65 standards and abides by the recommendations of
guidelines such as NIST’s [[13H15]. This model is divided
into two parts:

1. The risk assessment part concerns the determination
and the estimation of inflicted damage on target assets
due to detected attacks.

2. The risk treatment part focuses on selection of the op-

timal security control subset to mitigate risks of detected
attacks.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews main cost-sensitive response mechanisms and
highlights their shortcomings. Section 3 discusses our re-
search motivations and states treated problem. Section 4 in-
troduces the proposed response approach and presents in de-
tail the designed risk management model with its two parts.
Sections 5 and 6 illustrate the processing steps of the ap-
proach and discuss results achieved, respectively. Finally,
section 7 concludes and presents perspectives on this work.

2 Related work

Although several classes of active response mechanisms have
been identified, the cost-sensitive class has gained more at-
tention in the last decade. The studies concerning cost-
sensitive intrusion response can be divided into two cate-

gories:

1. Mechanisms without system model: This category
includes mechanisms such as those proposed by
Stakhanova et al. [4}8] and Iafarov et al. [10]. These
mechanisms are commonly based on trade-offs between
the damage cost and the response cost of corrective ac-
tions. Additionally, various criteria are used to select the
most appropriate response action, including expected
value of the response [§f], the return on response in-
vestment (RORI) metric [9], the expected utilities of
candidate response plans [[11f]. In a recent work, Ne-
jat and Kabiri [[16] have proposed an adaptive and cost-
based response framework that involves cost factors
such as response cost, attack cost, and cost balance.
Moreover, this mechanism supports multiple processing
units including priority resolver, response selection, and
launcher units that respectively determine costs of de-
tected attacks, collateral cost and merit value of a re-
sponse. Response launcher then implements response
action associated with higher merit value.

2. Mechanisms with system model: This category groups
intrusion response mechanisms based on system and
cost models. Cost model includes factors such as

penalty cost [[12]], intrusion and response costs [[17}/18]],

damage cost and response impact [19] (see Table [I).

System model instead reproduces relationships between

assets of the computing environment. It corresponds to

a dependency tree in [12]; whereas in [[17H19] a graph
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structure is used to capture dependencies between sys-
tem assets. In recent response framework of Shameli-
Sendi et al. [20], the system model is composed of a ser-
vice dependency graph (SDG) and an attack and defense
tree (ADT). The SDG reproduces dependencies between
different services of the system, their importance, and
the severities of propagated impacts. The ADT illus-
trates both steps followed by an attacker and security
controls in place to defend against them. The framework
of Shameli-Sendi et al. takes account also of several cost
factors including damage and deployment costs.

The response mechanisms discussed above are capable of im-
plementing reactive and proactive reactions such as those de-
scribed in [[11,/20]. Additionally, they allow dynamic revi-
sion of current selected responses on the basis of past ones
by including factors such as response success and response
goodness [820]. Mechanisms of both groups commonly se-
lect appropriate responses using trade-offs between damage
and response costs or may also consider the costs and ben-
efits of responses. However, in spite of the selection crite-
rion involved, such as RORI [9] or response merit [[16], they
use unbounded costs and benefit factors, which lead to con-
fusing situations. Therefore, they select response actions to
defend against every detected attack, even those whose in-
curred damage is below the tolerated damage cost. Addi-
tionally, they implement response actions that are costly with
respect to the maximum accepted response cost in order to
reinforce the security of assets that are not critical to business
functions of the organization. Even mechanisms based on se-
lection criteria such as RORI or response merit are lacking
lower bounds on acceptable RORI or merit; otherwise, re-
sponse actions with financial impact exceeding their security
impacts would be selected [9,/16].

3 Research motivations and problem state-
ment

The response mechanisms reviewed above are based on cost
models that include various factors such as penalty, response,
and damage costs, as shown in Table Therefore, they
need a stringent initialization step to better fit the security
requirements of the monitored computing environment. For
instance, in [[I7] (see Table [I)), several cost factors are de-
termined based on statically assigned parameters. Moreover,
a determination process is defined specifically for response
benefit but not for other cost factors. In this mechanism, op-
timization methods are not involved in designing and select-

ing response actions to be deployed. However candidate re-
sponses are determined based on their evaluated benefits and
costs. A few mechanisms instead use dynamically estimated
parameters that depend on the target environment and the de-
tected attack [20]. They do not require extensive historical
databases of assets, detected attacks, and deployed security
controls to determine cost factors, and thus design candidate
response strategies. Indeed, in mechanisms summarized in
Table [T} a candidate consists of single or multiple security
controls identified using criteria such as low penalty cost and
"damage cost exceeds response cost". The most appropri-
ate strategy to be implemented is then determined from the
candidates based on selection criteria including the lowest
penalty cost and the highest expected value. However, selec-
tion criteria for these mechanisms could produce inappropri-
ate choices, for two main reasons. First, they lack appropriate
parameters to assess different cost factors and select suitable
response actions; such parameters include asset value, prob-
ability of exploiting a vulnerability, and attack likelihood.
Indeed, these mechanisms usually take account of the dam-
age cost factor, but its estimation does not involve parame-
ters such as asset value, vulnerability impact, or attack like-
lihood. Additionally, they have never considered appropriate
risk models to conduct a thorough assessment of damage in-
flicted on the target asset by detected attacks. These mecha-
nisms may also select unacceptable response actions, such as
the common case in which a response cost exceeds the value
of the target asset. Second, these mechanisms use unbounded
cost factors [4}/10], and consequently they react against every
detected attack even if the incurred damage is below a given
acceptance level. Additionally, they could select a wrong
response, one that meets criteria such as the highest benefit
or utility but not the acceptance levels [8,|11]]. Furthermore,
response selection involves simultaneous and conflicting ob-
jectives including maximization of response benefit and mini-
mization of damage cost, and therefore, it is regarded as a typ-
ical multi-objective optimization problem (MOP). However,
few mechanisms have formulated this problem as a multi-
criteria optimization task and used appropriate methods to
solve it. Moreover, though information security standards
such as ISO 27002 recommend the involvement of risk man-
agement in designing or revising security strategies, it was
commonly ignored by existing response mechanisms. These
issues motivate us to propose a new risk-driven intrusion
response mechanism based on a compliant risk manage-
ment model, with the ISO 27005 and NIST standards, as
depicted in figure [I} and a multi-objective approach. As
such, our proposed risk model integrates two interdependent
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Table1 Comparison of cost-based response mechanisms

Parameter evaluation

Decision criteria

‘Work Parameters involved Optimization Output
Static or  Process Response design Response  selec-
Dynamic tion
[12] Penalty cost Static None Minimum penalty Lowest  overall ~ None Single response
penalty cost action
[448]] Response cost and Re-  Static Response cost and  Response benefit ex-  Highest response ~ None Set of response
sponse value Response value ceeds response cost value actions
1) Response cost, Damage  Static Response benefit Maximum benefit Highest benefit  None Set of response
cost and Response bene- Lowest cost actions
fit
IR Effectiveness index and  Static None Response index Highest response ~ None Single response
Disruptiveness index index action
ol Technical and financial  Static None Security impact and Fi- ~ RORI None Set of response
impacts nancial impact actions
BN Expected utility, Imple-  Static Propagated  prob-  Expected utility and  Highest expected  None Set of response
mentation cost, and Alert ability of an alert  acceptable Implemen-  utility actions
risk (BDN) tation cost
T 10] Attack cost and Response  Static None None Attack cost ex-  None Set of response
cost ceeds  response actions
cost
] Damage cost, Response  Dynamic Available Acceptable Response  Attack damage,  Multi-objective Single response
performance,  Security performance, Security  cost severity, and action
impact, and Security cost impact, and Security  highest score
cost
I Attack cost , Response static Available Response merit Highest response  None Single response
cost , and response effec- merit action
tiveness
Our work Exposure, Vulnerability =~ Dynamic Available Acceptable  residual ~ ROSI Multi-objective Set of response
severity, and Control ef- risk and Response cost actions
fectiveness

parts:

1. The risk assessment part which involves the identifi-
cation of several parameters, related to detected attacks,
target assets, supported vulnerabilities, and deployed se-
curity controls. Moreover, it includes detailed steps to
estimate different parameters and evaluate basic risks
incurred by a target asset due to detected attacks. It en-
sures a quantitative and realistic assessment of inflicted
damages, and thus eliminates statically attributed costs.

2. The risk treatment part which focuses on selection
of the optimal security control subset to thwart a de-
tected attack. Therefore, it is formulated as a MOP. This
aims to determine the optimal security strategy that min-
imizes both attack risks and response cost with regard to
the tolerated risk level and the allocated security budget,
respectively. The implementation of the risk mitigation
uses the multi-objective influence diagram (MID) tech-
nique. It consists of three steps, namely, MID structure
learning, parameter learning, and evaluation.

4 Proposed framework for intrusion response

The detection mechanism of an IDRS identifies intrusive ac-
tions and eventually determines the probability of their true
type. Then, the detection decision is forwarded to the re-

Risk assessment

Risk identification

|

Risk determination

!

Risk evaluation

¥

Risk treatment

Fig.1 Information security risk management according ISO 27005 [7]

sponse mechanism so that a suitable defense strategy can be
designed and corrective actions against the detected attack
can be implemented.

The risk-driven response mechanism proposed in this pa-
per is depicted in figure [2|It relies on a new risk model. For
every intrusion alert, this model starts by assessing damages
incurred by the target assets. Next, it treats risks by reduc-
ing them to an acceptable level using an optimal combination
of countermeasures. The latter is selected from those recom-
mended with regard to security policy rules and strategic se-
curity objectives of the target organization. Risk assessment
and treatment in the proposed risk model and the implemen-
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Security
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! 1

m Risk model

Optimal
response
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Fig. 2 Proposed risk-driven response framework

tations of the designed response mechanism are discussed in
subsequent sections. Indeed our risk-driven response mech-
anism is dynamic. It reassesses damages incurred by target
assets for every detected attack. Moreover, it revises and en-
hances deployed security solution depending upon inflicted
damages, target asset, and detected attack. To illustrate risk
assessment and mitigation in the frame of the proposed re-
sponse mechanism (see section 5), only truly simulated and
detected attacks (True Positive: TP) have been considered
[8,/10L/17,{18,20]. Additionally, this mechanism implements
no reaction against detected normal behavior (True Negative:
TN).

4.1 Proposed risk model

The proposed quantitative risk model complies with the ISO
27005 standard [7]]. Furthermore, it is consistent with NIST
recommendations [15]. It consists of two interdependent
parts as illustrated in figure On one hand, the assess-
ment part aims at designing the graphical component (RMg)
and computing the numerical component (RMy) of our risk
model. Therefore, it respectively ensures the identification
and the determination of risk parameters, and the evaluation
of damage inflicted by detected threats. On the other hand,
the treatment part proposes a multi-objective optimization
formulation for modeling security control selection. The risk
assessment part is concerned with the analysis and the eval-
uation of threat risks, whereas the risk treatment part con-
centrates on the post-assessment step, specifically, the risk
mitigation.

4.2 Risk assessment

In our model, the risk assessment is performed in two steps.
Initially, risks are analyzed; in this step, different risk param-
eters are identified and their determination processes are de-
signed. Then, the basic risk to the target asset, a;, is evalu-

ated by considering the parameters determined in the previ-
ous step.

4.2.1 Risk identification and determination

The proposed risk management model relies on four main
components, namely, assets, threats, vulnerabilities, and se-
curity controls, as depicted in figure [3] Threats and assets
are critical components and are commonly considered by risk
management methodologies. The threat component encom-
passes deliberate actions of insider or outsider entities who
attempt to inflict damage on target assets. The asset com-
ponent includes any computing resource valuable to the or-
ganization. The assets of the computing environment carry
several vulnerabilities or weaknesses that might serve as the
main source of harm to them. To defend against potential
exploitation of supported flaws, appropriate security controls
are selected and implemented with reference to the security
policy. Moreover, they can reduce or neutralize negative ef-
fects arising from exploitation of weaknesses.

Different risk parameters are identified based on the di-
agram of figure [3] They are initially determined and then
used in the evaluation of incurred losses caused by detected
attacks. They include parameters commonly considered by
normalized risk assessment methodologies, namely, asset
value (AV;), impact (VIF,), likelihood (L;,), and exposure
(EL;4). Moreover, our risk model explicitly takes account
of other risk parameters such as severity of supported vulner-
abilities (SV;) and effectiveness of deployed countermeasures
(ESo,;). This improvement incorporated in our proposed risk
model emphasizes the roles of environment-dependent pa-
rameters that were previously neglected or included only im-
plicitly, through key elements, in risk assessment. Further-
more, it allows more precise and objective estimations of risk
levels and a more thorough risk management than the existing

determine

exploit Threats determine

target
support .
Vulnerabilities il ‘ Risk
Security eliminate Asseﬂw
Policy
Security associated

Controls

determine/reduce

Fig. 3 Dependence diagram of risk components
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ALE- (Annual Loss Expectancy) or NIST-inspired method-
ologies [13}/15]

— cifj: the confidentiality impact coefficient in the
CVSS vector of the vulnerability v; € V;.

e Asset value (AV;) : Asset identification and valuation is a e Expected potential loss (EPL;) : the potential loss of an

critical step in risk analysis methodologies. It is required
for the enumeration and the determination of worth of
potential target assets of the computing environment. In
our model, a four-class taxonomy inspired by the as-
set groups in [21] and [22] is adopted. Identified assets
of the computing environment are assigned to the hard-
ware, software, or data group, or a combination of these
assigned to the system group. Assets of different classes
can be valuated using several qualitative or quantitative
methodologies as discussed in [22-24]. The valuation
process in our model, relies on an economical approach.
AV; is estimated by the difference between the income
and the operation cost of an asset, as discussed in [25].
Impact (VIP)) : impact of an asset corresponds to the
fraction of it potential losses due to the supported vul-
nerabilities. It determines the magnitude of harm that
could result from potential exploitation of target asset
vulnerabilities. The global impact of an asset is ex-
pressed as a weighted sum of relative impact factors in
terms of CIA (Confidentiality, Integrity and Availabil-
ity) and their importance coefficients, as illustrated by
equation 1]

VIP,‘:(IFC,‘X(X])—F([FI,‘Xﬁ])—F(IFA,‘X’}’]) (1)

Where:

— IFC;,IFI;,IFA; : relative impact factors respec-
tively of confidentiality (IFC), integrity (IFI), and
availability (IFA) of a; due to its supported vulner-
ability set.

— oy, PB1, 71: the coefficients of importance respec-
tively to CIA requirements of asset a;,

Relative and global impact factors are determined using
scores, given by the National Vulnerabilities Database
(NVDB) and the Common Vulnerability Scoring Sys-
tem (CVSS), for all supported flaws of the target asset a;,
Vi={vj,j=1,...,n} [26,27]. Relative impact factors
of confidentiality (IFC), integrity (IFI), and availability
(IFA) are similarly determined using respectively confi-
dentiality, integrity, and availability impact coefficients
in the CVSS vector of every vulnerability v; € V;. For
instance, the IFC is determined as illustrated by equation

m n
IFC; =Y cif )
j

Where:

asset a; due to its supported flaws is determined by the
product between its value (AV;) and impact (VIP,) of the
target asset using equation 3}

EPL; = VIP; x AV 3)

Where:

— AV;: the estimated value of target asset a;

- VIP; : see equationl[I]
Threat likelihoods (L;,) : One of the challenging steps
in security risk assessment methodologies is the deter-
mination of likelihoods of malicious events experienced
by different assets of the computing environment. The
likelihood of an attack expresses how likely the target
asset is to be compromised when an attack (AT}) takes
place. It is approximated by the probability that AT, oc-
curs and affects the target asset (a;). Based on Bayes’
theorem of conditional probability, it is determined by
the product of the probability of the occurrence of AT,
and the probability that AT}, affects a; when it occurs. It
can be expressed as follows:

Li 4 = P(AT,) x P(AT, affects a; | AT, occurs)  (4)

P(AT,) is the probability that AT, takes place. It is al-
ways determined by considering the probabilistic output
of the detection mechanism and its certainty coefficient.
The probability of occurrence of an attack AT is esti-
mated using equation [3]

P(AT,) = P(detected attack is of typeAT,) x ccips (5)

— P(detected attack is of type AT,) corresponds to
the detection probability of an IDS.

— ccyps: the certainty coefficient of an IDS corre-
sponds to its accuracy determined as discussed in
[28}129]

The conditional probability in equation [4] can be esti-
mated by the failure of deployed security controls, $So ;,
to protect the target asset a; against exploitation of sup-
ported flaws that accomplish the objective of attack type
AT, (see equation [6])

|55,

Fig=[] 1-¢jq ©)
J

Where:
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- 880 ={dcj,j=1,...,m}: the set of deployed se-
curity controls to protect asset a; against different
exploit types.

— AT,: the detected attack type on the asset a;

- ¢ 4: the expected effectiveness of security control
dc against exploits leading to attacks of type AT,

— §§,: the subset of applicable controls against at-
tack type AT, in SSo ;,

e Exposure (EL; ) : It expresses the expected damage in-
curred by the target asset a; due to the detected attack
AT,. It takes account of potential loss of the target asset
owing to supported vulnerabilities as well as the proba-
bility of success of a detected attack. It is estimated by
the product between the expected potential loss (EPL;)
and the likelihood of the detected attack (L; 4) on the tar-
get asset (see equation[7)).

ELi’q = EPLZ‘ X Li,q (7)

Vulnerability severity (SV;) : In our risk model, this pa-
rameter gives an insight into the potential exploitation
of a subset of supported flaws. On one hand, it ex-
presses an attacker’s opportunity to expand the attack
On the

other hand, it focuses on the extent of incurred damage

surface by exploiting a vulnerability subset.

due to mounted multi-step attacks. It takes account of
severity scores of supported flaws grouped into patched,
unpatched, and unresolved (SVP, SVNP, and SVNR, re-
spectively). First, flaws of different groups and their
gravity coefficients are determined with the assistance
of security experts and information available worldwide
[30]. Second, relative severity factors of the considered
groups are computed on the basis of normalized CVSS
scores, as illustrated by equation 8| for SVP group.

Z;” CcVss;

SVP = ®)

np

SV;=(SVP,x aa)+ (SVNP; x B) + (SVNR; X 12), (9)

Where:

- Vi={vj,j=1,...,n}: the set of supported vulner-
abilities by asset a;,

- VP ={v;,j=1,...,np}: the subset of patched
vulnerabilities of asset a;

— cvssj: the normalized CVSS severity score of vul-
nerability v;,

— o, B2, 12: the weight coefficients that reflect grav-
ities of respectively patched, unpatched and unre-
solved flaws of asset a;.

Finally, the severity of supported flaws is expressed as a
weighted sum using computed relative factors and their
gravity coefficients (see equation [9).

e Security control effectiveness (ESp;) : Damages in-
flicted on assets of the computing environment due to
mounted threats are always mitigated using security
controls of multiple categories. For federal organiza-
tions, NIST has imposed a minimum required security
control collection [[1423||31]] and presented also a guide-
line and a tool, ASSET, for assessing deployed secu-
rity countermeasures [24}32]. Moreover, security audit
reports provide detailed information about several fea-
tures that concern security safeguards and their imple-
mentation and deployment environments including cor-
rectness and strength features [33]]. In the proposed risk
model, we assume that the assessment of control effec-
tiveness is conducted by security experts using these fea-
tures and datasets collected from audit reports and con-
trol vendors. Each element in the resulting effectiveness
matrix is a numerical value ranging between 0 and 1 that
expresses the expected efficacy of the concerned secu-
rity control against the exploitation of flaws of a given
group. The effectiveness of deployed security controls
(SS0,;) is determined based on this matrix using equation
L0

Zg 1 —Fig
Q

Where Q attack types can be mounted on the target asset

ESo;i = ; (10)

aj.

4.2.2 Basic risk estimation (BR)

In our risk model, an asset a; may be a target of a single at-
tack AT} at a given time point ¢. The basic risk BR; , to a; due
to AT, is determined as illustrated in figure E], which corre-
sponds to RMg, the graphical component of the proposed risk
model. It is evaluated by combining the exposure, EL; 4, the
severity of supported vulnerabilities, SV;, and the effective-
ness of the deployed security strategy, ESg ;, using equation

it}

BRi 4y =ELi4+SV;x(1—ESy;) an)

Furthermore, the basic risk of the computing environment
at a time point ¢ is expressed in terms of damages inflicted
on its target assets, A, = {a;,i = 1,...,p}, for detected attack
AT, using equation[12}
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14
BR, = ZBRW (12)
1

All above discussed equations have been encoded into sev-
eral algorithms in order to determine the numerical compo-
nent RMy of the proposed risk model. Both RMg and RMy
are involved in designing appropriate security strategies to
the computing environment with regard to mounted attack,
as discussed in next section.

4.3 Risk treatment

The risk treatment focuses on post-assessment steps, namely,
the selection and the implementation of a treatment op-
tion. Although various options exist, including avoidance and
transference, our response framework takes account of a risk
reduction option, as discussed above. The latter involves the
design and the selection of optimal response strategies, SS™,
that mitigate incurred risks and reduce security investment
cost to within imposed constraints. For such, we propose the
following optimization problem: Let be:

® RRy; : the residual risk to target asset a; due to the de-
ployment of security strategy SSy against detected attack
ATy, such that

RRk’,‘ :BRiﬂ*(l _ESk,i) (13)

L] ESkJ :
88y to defend against detected attack AT}, on target asset

the estimated effectiveness of security strategy

a;,
L] Wk .
follows:

the deployment cost of security strategy SSi, as

I
W, = Zcostj,Vscj €SSy,
J

(14)

Where cost; is the cost of security control sc;

e RR; :
due to the deployment of security strategy SSj against
detected attack ATy, such that

the residual risk to the computing environment

p
RR. =Y RRy;,Va; € A, (15)
i

The optimal security strategy SS* that minimizes both resid-
ual risk and security investment cost, as discussed above, is
identified by solving the following MOP.

minsi§nize Y(BR,SS;) = RR; + W
k
i <
subjectto RR;y <7 (16)
Wi < B

SSk = {scj,j: 1,...,Hk} g SCq

Where 7 is the tolerated risk to the target computing en-
vironment, f3 is the allocated security budget, and SC, is the
set of security controls recommended by security experts for
defending against an attack of type AT, with reference to the
security policy and the controls given in ISO 27001 Annex
A [34].

To solve this problem, our idea is to transform the pre-
viously constructed risk management model into a graphical
decision model for reasoning under uncertainty. To approach
this, we propose three main phases (see figure [3)):

1. Structure learning phase: in this phase, we propose to
transform the proposed risk model structure RMg into
the graphical component of a multi-objective influence
diagram MIDg

2. Parameter learning phase: in this phase, we propose to
carry out the whole multi-objective influence diagram
MID by adding a numerical component MIDy to MIDg

3. Evaluation phase: in this phase, we propose to evaluate
the obtained MID in order to obtain the appropriate set
of security controls SS*

Before detailing our approach, we provide a review of
multi-objective influence diagrams [35]].

4.3.1 Multi-objective influence diagrams (MIDs)

MIDs [35] are an extension of classical influence diagrams
[36] (IDs) to solve decision problems having multiple objec-
tives; they are among the most commonly used graphical de-
cision models for reasoning under uncertainty. Their success
is due to their clarity and their simplicity since their topol-
ogy (chance node, value node, and decision node) is easily
comprehensible to decision makers. Moreover, their evalua-
tion provides the optimal solutions while maximizing the de-
cision makers’ utilities. Formally, an influence diagram has
two components:

1. The graphical component (or qualitative component) is
a directed acyclic graph (DAG), denoted by G = (N,A),
where A is the set of arcs in the graph and N its node set.
The node set N is partitioned into subsets CN, DN, and
VN such that
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diagrams are required to satisfy some constraints to be
RMs MIDs MID ss* regular; in particular, value nodes cannot have children,
=) e j‘R)M Eg it = = e = and there is a directed path that contains all of the deci-
sion nodes. As a result of this last constraint, influence
diagrams will satisfy the no-forgetting property in the
g y getting property
Fig.5 Risk treatment phases sense that a decision node and its parents should be par-
ents to all subsequent decision nodes.

e CN = {CNj,...,CNy} is a set of chance nodes, 2. The numerical component (or quantitative compo-
which represent uncertain factors relevant to the nent) consists in evaluating different links in the graph.
decision problem. Chance nodes are represented Namely, each conditional arc having as its target a
by circles. chance node CN; is quantified by a conditional proba-

e DN = {DNj,...,DNy} is a set of decision nodes, bility distribution of CN; in the context of its parents.
which depict decision options. These nodes should Such conditional probabilities should respect the proba-
respect a temporal order. Decision nodes are rep- bilistic normalization constraints. Thus,
resented by rectangles. e If Pa(CN;) = 0 (CN; is a root), then the a priori

e VN = {VNy,...,VNk} is a set of value nodes, probability relative to CN;; should satisfy
which represent utilities to be optimized; these are
represented by lozenges. Z P(cjr) =1 a7)

CirEQ.
Arcs in A have different meanings according to their tar- PR
e If Pa(CN;) # 0, then the relative conditional prob-

ability relative to CN; in the context of its parents
Pa(CNj) should satisfy

gets. We can distinguish conditional arcs (those directed
into chance and value nodes), which are those that have
as their target chance nodes representing probabilistic

dependencies, and informational arcs (those directed
Y. Plejx|Pa(CNy)) =1 (18)

into decision nodes), which imply time precedence. ~
Cj -
Jok=%e;

The graphical component of MI1D encodes different con-
ditional dependencies between chance nodes. Influence Chance nodes represent uncertain variables character-
izing the decision problem. Each decision alternative
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may have several consequences according to uncertain
variables. The set of consequences is characterized by a
utility function. In MID, consequences are represented
by different combinations of parents of a value node.
Hence, each value node is quantified by a utility func-
tion, denoted by U, in the context of its parents. In gen-
eral, the definition of the numerical component is con-
structed by experts and decision makers.

Once the graphical and numerical components of the MID
are defined, it can be used to generate the optimal decision,
that yielding the highest expected utility, via an evaluation
algorithm [35]].

4.3.2  Structure learning phase

In this phase, we propose to construct the graphical compo-
nent of MID (i.e., MIDg) from

e RMg: the graphical component relative to the risk model
(RM) with respect to the target computing environment
(see section 3)

e SC,: the set of recommended security controls to thwart
an attack of type AT},

e (01, O,: the objective relative to residual risk and that
relative to the security investment cost, respectively

Algorithm [T]illustrates the structure learning phase.

Algorithm 1 Structure learning algorithm

Require: RM;,SC4, O, and O
Ensure: MIDg

1. Create a value node VN and add O; and O,.
2. Create several chance nodes relative to: BR;4, ELig4,

ESy., SVi, EPL;, Li 4, AV;, The VIP,, AT,, AV, F; g, SSo; =
{dC] PR 7de}, IFC;, IFI;, IFA;, V; = {V] PR 7Vn}» SVP,

SVNP,, SVNR;
3. Create a set of decision nodes, each of which is relative to
a security control in SC; = {scy,...,scy}.
4. Connect
. BR,'ﬁq toVN
o ELiy, ESQ,Z', and SV; to BR; 4
e EPL; and Li.q to ELi,q
e AV; and VIP: to EPL;
e ATyand Fi to Ly
e Bachdcj,j=1,..,m t0 ESy;andto L;g4
e Each v, k = 1,..., n, to IFC; IFI;, IFA;, SVP,

SVNP;, and SVNR;

5. Connect the decision nodes SC; by respecting the prece-
dence order.

6. Connect the chance node ATj; to the decision nodes SCy.

7. Connect each decision node sc, h = 1,..., H, to the value
node VN.

4.3.3 Parameter learning phase

The quantification of different nodes of the designed MID is
based on the probability theory and uses Bayes’ conditional
probability theorem. The evaluation of the conditional proba-
bility tables (CPTs) of chance nodes in the MID is conducted
using several developed algorithms. Because of the lack of
space, these latter can not be illustrated in this paper. Table
[3] details how initializing different types of nodes in the de-
signed MID. At this level, the numerical component of the
risk model, RMy, is also involved.

4.3.4 Evaluation phase

In this phase, the generated MID of the proposed intrusion
response mechanism is evaluated in order to design and de-
termine the optimal response strategy against detected attack.
Various steps of this phase are summarized in [35]]

S Illustrative example

5.1 Experimental environment

The designed response component relies on two main pro-
cesses, namely, risk assessment and treatment, as commonly
recommended by security standards and guidelines [7}15]].
Both processes are performed to design and select the most
appropriate security strategy to defend against the detected
attack on the target asset. Basic risk assessment steps and dif-
ferent phases of risk mitigation based on our multi-objective
optimization approach are illustrated in the example detailed
herein. In previous studies [|11}20], illustrative examples have
simulated their proper test environments. In our example, we
have simulated a test environment similar to the most com-
monly adopted intrusion detection and response testbed of the
DARPA evaluation project [39,40]]. The simulated test envi-
ronment using GNS3 [41] is similar to the DARPA 1999 test
bed for intrusion detection and evaluation. Our simulation in-
cludes two network segments (see figure[6). The inside seg-
ment includes two domain broadcast that correspond to users
and victim PCs. The victim domain includes several plat-
forms such as Windows and Linux as well as an inside sniffer.
The outside segment supports three domain broadcast namely
user PCs, web servers and outside sniffer. Indeed, each do-
main broadcast has its own IP address. Moreover, inside and
The latter
is then preprocessed to be analyzed by the detection mecha-

outside sniffers serve to collect network traffic.

nism. All domains are involved in setting several parameters
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Table2  Quantification of MID nodes

Node Type Quantification
Vulnerability, Barren The vulnerability set V; of the target assets a; are initially determined using
vi,j=1,....,n node vulnerability scanners such as Nessus or OpenVAS. Their severity scores and
impact coefficients are determined by their correspondent vectors in NVDB
and OSVDB [27)[37]
Deployed se- Barren The deployed security strategy, SS ;, to protect the target asset includes dif-
curity control, | node ferent controls. Every control is characterized by a vector of effectiveness
de,k=1,....,m coefficients, each of which specifies its approximated efficacy against a flaw
class, as enumerated by the CWE and DARPA taxonomies [38/39]..
Asset value, AV; Barren The values of target assets in the computing environment are determined as
node discussed in seclionmby the difference between their incomes and operational
costs.
Attack type, AT, Barren The types and the probabilities of detected attacks are determined by the de-
node tection mechanism of an IDRS. Most commonly, this mechanism provides a
probabilistic output interpreted as the probability of occurrence of the detected
attack type. Attack types depend on the adopted attack taxonomy including
the DARPA reduced classification [39].
Relative impact fac- Chance They are respectively determined based on CIA impact coefficients of every
tor of vulnerabili- nodes supported flaw with regard to NVDB and equationm The CPTs of these nodes
ties in terms of CIA in the designed MID are similarly quantified using samples from discovered
requirements, /FC;, flaws in V;.
IFI;, and IFA;
Vulnerability — im- Chance The vulnerability impact factor regarding CIA requirements involves /FC;,
pact, VIP, node IF1;, and IFA; nodes. It is estimated using algorithm equation@ The CPT
of the correspondent chance node is approximated using several samples of
supported vulnerabilities V;.
Expected potential Chance It corresponds to potential loss of the target asset due to supported flaws. The
loss, EPL; node CPT of this node is estimated using samples of supported vulnerabilities.
Failure of deployed Chance It expresses the bypassing rate of deployed security controls due to mounted
controls against | node attack of given type AT, (see equation @ The CPT of the f;, node is deter-
given attack type, mined using samples of deployed controls, SSo ;.
fia
Threat likelihood, Chance The likelihood of an attack AT} is estimated in our risk model using equation
Lig node El Its CPT for the designed MID is determined using samples of deployed
controls and detected attacks
Expected loss, EL;, Chance It expresses damage incurred by the asset a; due to the detected attack AT,.
node The CPT of node EL;, is determined using samples of supported flaws and
types of mounted attacks.
Relative  severity Chance They are determined based on CVSS severity scores, in NVDB, of flaws in
factors of patched, nodes patched, unpatched and unresolved groups, respectively. The CPTs of these
unpatched and nodes are similarly quantified using samples of patched, unpatched and unre-
unresolved vul- solved flaws respectively.
nerabilities, SVP,
SVNP,;, and SVNR;
Severity of sup- Chance It estimates the severity of supported flaws and the opportunity given to the
ported vulnerabili- | node attacker to extend his attack scenario. The CPT of this node is determined
ties, SV; based on samples of patched, unpatched, and unresolved flaws in V;.
Effectiveness of | Chance Its determination takes account of the estimated efficacy of every security
deployed controls, node control dcy. in the deployed strategy SSo; (see equalion@). The CPT for this
ESo,i node is estimated using samples of deployed controls in SSp ;.
Basic risk of an as- | Chance It involves three chance nodes, namely, expected loss EL; , due to the detected
set, BR;, node attack AT, severity of supported weaknesses SV;, and the effectiveness of the
deployed security strategy, ESp;. It is approximated in our risk model using
equationm The CPT of the BR; 4 node in the designed MID is determined
using samples of supported flaws, deployed controls and detected attack types.
Recommended Decision For every detected attack, security experts recommend applicable security
security  controls, | nodes controls with respect to the security policy and control of Annex A of ISO
scj 27001. Every decision node in the designed MID is associated with a recom-
mended control and its effectiveness vector against possible exploit classes
(see lablelgl).
Residual risk, RRy ; Value It corresponds to the remaining unmitigated risk to target asset a; after the
node (O;) selection of the security strategy to be deployed, SSi. The residual risk of the
target asset due to deployment of the security strategy SSi is determined by
equation|[T3}
Security investment | Value It corresponds to the cumulated cost of security controls in the selected secu-
cost, Wi node (O,) rity strategy SS. It is determined using equationlE
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Fig. 6 Simulated test environment

in our response framework, namely supported flaws and de-
ployed security controls, as well as in designing and select-
ing the optimal response strategy. Furthermore, we assume
that they are protected using a basic control subset [23]] (see
Table @.In this environment, we have simulated also differ-
ent attacks with respect to the DARPA reduced taxonomy. In
fact, the simulated attacks include DOS, U2R, R2L and probe
classes. For instance, the SYN flooding, ps, imap and ipscan
are respectively examples of these attacks that were simulated
in our experimentation. The simulated traffic was processed
by a simple machine-learning-based detection mechanism in
order to evaluate certain parameters in our risk model, in-
cluding the detected attack type and the probability of occur-
rence [39,40]. The prototyped detection mechanism is based
on decision trees that were recommended among the most
suitable learning technique for intrusion detection [28].

5.2 Assumptions and example settings

In the example presented, the following assumptions and oth-
ers are imposed:

e Assets: The insider network segment of the simulated
test environment is the single system asset to be moni-
tored and protected. Additionally, the single system as-
set, aj has a value AVy, of $2,000,000.

e Attack taxonomy: The DARPA taxonomy with four
classes namely denial of service (DOS), user to root
(U2R), remote to local (R2L), and probing (Prb) respec-
tively , {ATy,AT;,AT,,AT3}, is adopted in our experi-
ment.

e The illustrative example focuses on a truly recognized
DOS attack instance by our detection mechanism with a

probability P(ATy) (or FBy) of 0.9.

Vulnerabilities: Supported vulnerabilities of the moni-
tored asset are determined based on the banners of in-
cluded software and operating systems. A sample of
supported vulnerabilities V; is shown in table @] They
are classified based on the following criteria:

— Exploit objective: This identifies service degrada-
tion (0), privilege elevation (1), remote exploita-
tion (3), and information disclosure (4) vulnerabil-
ity classes.

— Remediation state: This categorizes vulnerabilities
as patched (P), unpatched (UP), and unresolved
(UR).

Security controls: Deployed and recommended security
controls to defend against different attack types are de-
termined with respect to rules of the security policy and
the Annex A of ISO 27001.

— Initial security strategy, SSp1, deployed on the
target computing environment is reduced and in-
cludes controls given by table[3] For instance, the
deployed Kerberos authentication system, dc; of
SSo.1, costs $7500. Its effectiveness coefficients
against exploitation of service degradation, privi-
lege elevation, remote exploitation, and informa-
tion disclosure vulnerabilities are assumed to be
0.1, 0.4, 0.4, and 0.6, respectively.

— The recommended security control set, SCp,
against the detected DOS attack ATj is shown in
table[5] Each control’s mean deployment cost and
effectiveness coefficients are also estimated by se-
curity experts.

In tables [3] and [5] effectiveness of a security control
against exploit of vulnerabilities leading to resource pri-
vation, privilege elevation, remote exploit or informa-
tion disclosure are estimated by security experts. Expert
methodology to estimate control effectiveness involves
several features such as correctness and strength [33]].
Information about these features are collected using sev-
eral reports available to security expert including secu-
rity audit, benchmarking and vendor reports.

Importance coefficients of security objectives: For our
simulated test environment that corresponds to a mili-
tary base, security experts recommend confidentiality,
integrity and availability objectives. The confidential-
ity is the most important objective in such context, thus
we have associated to it the highest coefficient (.9). Ad-
ditionally, the importance coefficients of integrity and
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. . Estimated control efficac
Controlid | Control title Mean cost (3 Resource | Privilege Remote > Information
privation escalation | exploit disclosure
dcy Kerberos authentica- | 7500 0.1 0.4 0.4 0.6
tion system
dcy Ip filtering 9000 0.4 0.1 0.5 0.5
dcs Content filtering 11000 0.2 0.8 0.6 0.5
dcy Anti-virus 7500 0.5 0.6 0 0.2
dcs Anti-rootkit 12500 0 0.6 0.1 0
Table4 Supported vulnerabilities V; of target asset a;
Flaw CVE Exploit Remediatiofh CVSS Confidentiality | Integrity Availability
id objective state Score impact impact impact
v CVE-1999-1035 | O up 5.0 0 0 0.275
V2 CVE-1999-0153 | 0 UPpP 5 0 0 0.275
V3 CVE-1999-0667 | O UR 10 0.66 0.66 0.66
V4 CVE-1999-1199 | 0 UR 10 0.66 0.66 0.66
Vs CVE-1999-0107 | O UR 5 0 0 0.275
Ve CVE-1999-0016 | O UR 5 0 0 0.275
V7 CVE-1999-0250 | O UR 10 0.66 0.66 0.66
Vg CVE-1999-1504 | O UPpP 5 0 0 0.275
Vo CVE-1999-0116 | O UR 5 0 0 0.275
Vio CVE-1999-0128 | O UR 5 0 0 0.275
Vi1 CVE-1999-0377 | O UR 5 0 0 0.275
V12 CVE-1999-1423 | 0 UR 2.1 0 0 0.275
V13 CVE-1999-0513 | O UR 5 0 0 0.275
Vi4 CVE-2002-1024 | O UP 7.1 0 0 0.66
Vs7 CVE-1999-0151 3 UP 7.6 0.66 0.66 0.66

availability are .7 because they have been considered as
important in such environment.

Gravity coefficients of vulnerability remediation states:
To determine severity coefficients of supported flaws,
we have identified three main groups of vulnerabilities
based on their remediation states. Determined groups
include patched, unpatched, and unresolved flaws. The
most searched vulnerabilities are those resolved but un-
patched in the target environment [30]. Therefore, the
corresponding group is associated with the highest grav-
ity coefficient (.6). Patched and unresolved flaws are
The latter
rarely identify misconfigured patchs to exploit their cor-

in general exploited by expert attackers.

responding flaws, thus the proposed gravity coefficient
of this group is .1. However, they are capable of im-
plementing their own attack strategies using unresolved
flaws, which are assigned a gravity coefficient of .4. the
fixed gravity coefficients for patched, unpatched, and
unresolved vulnerability groups are 0.1, 0.6, and 0.4, re-

spectively [30,42].

e Acceptance levels: The tolerated risk and allocated se-

curity budget are initialized to $5000 and $15,000, re-
spectively. In fact, expert recommendations to deter-
mine tolerated risk level and security budget rely on
standards and guide lines such as FIPS199 and NIST
SP800-60 and security best practices [6,/23|/43]]. FIPS
199 concerns categorization of information and infor-
mation systems, whereas, NIST SP800-60 focuses on
mapping information and information systems to secu-
rity categories. They serve to assess impact levels of
identified business processes of the target environment.
Security expert use then determined impact level to esti-
mate tolerated risk of the target environment. Common
methodology adopted by security experts to estimate se-
curity spending includes several steps. It starts by identi-
fying security problems associated to physical and tech-
nical security. Then, it determines possible threats lead-
ing to these problems. For every threat, security ex-
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TableS Recommended security controls SCy against DOS attack ATy

. . Estimated control efficac
Control id | Control title Mean cost ($) Resource Privilege Remote > Information
privation escalation exploit disclosure
scq Review of the infor- | 12500.0 0.5 0.4 0.4 0.4
mation security pol-
icy
s Controls against ma- | 14000.0 0.6 0.8 0.8 0.8
licious code
sc3 Controls against mo- | 9500.0 0.7 0.7 0.7 0.7
bile code
scq Security of network | 12500.0 0.3 0.7 0.8 0.6
services
scs Monitoring  system | 7500.0 0.5 0.5 0.5 0.0
use
sce Protection of log in- | 8500.0 0.2 0.6 0.5 0.6
formation
sc7 Clock synchroniza- | 3250.0 0.1 0.5 0.5 0.3
tion
scg Review of user ac- | 3750.0 0.2 0.8 0.7 0.3
cess rights
SCo User authentica- | 7500.0 0.5 0.5 0.9 0.3
tion for external
connections
SC10 Equipment identifi- | 4000.0 0.3 0.6 0.4 0.3
cation in networks
SC11 Segregation in net- | 9500.0 0.4 0.5 0.7 0.2
works
sC12 Network connection | 10500.0 0.7 0.3 0.7 0.5
control
$C13 Network routing con- | 6500.0 0.4 0.2 0.4 0.2
trol
sC14 Secure log-on proce- | 12500.0 0.5 0.8 0.7 0.5
dures
SC15 Session time-out 1750.0 0.2 0.8 0.8 0.0
sCi6 Limitation of con- | 3000.0 0.5 0.6 0.8 0.0
nection time
sc17 Information access | 8000.0 0.5 0.7 0.7 0.6
restriction
SC1g Sensitive system iso- | 8500.0 0.5 0.5 0.5 0.3
lation
$C19 Control of opera- | 8000.0 0.4 0.5 0.5 0.5
tional software
SC0 Control of technical | 8500.0 0.5 0.7 0.7 0.7
vulnerabilities
perts estimate its impact on the target asset. Addition- consequently, allocated security budget. Security bud-
ally, they determine security spending to restore normal get is revised by the senior management depending upon
function of the target if this threat takes place. Security strategic goals of security plan and recommendations of
experts use also several metrics such as ROSI and col- security reports [44,145].

lected information from security posture and audit re-
ports to estimate global impact of potential threats and
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5.3 Risk assessment

The assessment part of the proposed response mechanism al-
lows two main components, namely, graphical and numerical
components. These components are required in order to ful-
fill the next part, risk mitigation.

e Graphical component (RM¢): With respect to the exam-
ple settings, the basic risk BR;, to the target asset a;
due to the detected DOS attack, ATy, is determined as
depicted by figure [d]

e Numerical component (RMy): In our example, risk pa-
rameters and basic risk BR; , to the target are estimated
as shown in table ??. Detailed lists of supported vul-
nerabilities and deployed security controls in our exper-
imental test environment are given in tables 3| and [4] re-
spectively.

5.4 Risk treatment

5.4.1 Structure learning phase

As shown in figure [7] chance, decision, and value nodes
are represented respectively by circles, rectangles, and
The building algorithm (see Algorithm )
adds the objectives (i.e O1,0;) in the same value node V.

lozenges.

Then, each element in RMg is created as chance node (i.e

BR\ o, ELy o, ATy, SV1, ESo,1, EPLy, Lo, Foo, AV, VIPy,

IFCy, IFI;, IFA,, SVP;, SVNP;, SVNR,, {dc ...dcs} and

{vi...vs7}). Then each recommended security controls (see

table 5] are created as decision node (i.e ,sci, scz ... s¢0).
Algorithm [T] connects

e BRipgtoV

e (ELip,SVi, ESp1)to BR) ,

e (EPLy, Lyy)to ELyp,

e (AVy,VIP))to EPL,,

e (ATy, Fop) to Lo 1,

e (IFCy,IFL,IFA)to VIPy,

e (SVP,SVNP, SVNR)) to SV,

e {dcy...dcs} to (ESp 1, Foo),

[ ] {Vl...V57 } to (]FCI, IFIl, IFAI, SVP], SVNPl,
SVNRy),

e ATy to {scy ...,sc0 }

e {scy...,s¢p0 } toV.

Then, nodes in the RM; are quantified as discussed in tableE}
In fact, the probability table of every chance node is estimated
using a sampling technique and identified outcomes [35]. It
expresses the probability distribution of the node over its out-
comes conditioned on its parents. For instance, the CPT of

¢y 0, R,
Outcome
SC L 0.89
T [ 0.073
0.027
SCyp B8R
10
— ES,,
Outcome Probability|
ELip U 0.0
ESpy [ 0.67
AV, AT,
0 H 0.33
Outcome ity SV,
Important| 03 EPL,
Support | 0.5
Critical 0.2 Lot Foo
-
SVPy SVNP. dc; e L
IFC, = IFAL 1) ( SVNR, A s
dc,
Outcome
Fail 013
Effective | 0.87
vy Vo s Vs7

Fig.7 Learned MID structure and parameters

the chance node ES ; is determined with respect to its par-
ents namely, {dc; ...,dcs }. As example, the probability that
the effectiveness of SSp 1 is medium (M) known the set of
deployed controls {dc ...,dcs } is .67.

5.4.2 Parameter learning phase

In this phase, datasets concerning vulnerabilities, Vi; de-
ployed security controls, SSo.;; the detected attack, ATp; and
RMy (see table ??), are involved estimating CPTs of chance
nodes of the MID as illustrated in figure

5.4.3 Evaluation phase

The evaluation of the MID allows to determine candidate
control combinations regarding the objectives of residual
risk, O, and of security investment cost, O, to defend
against a detected DOS attack (see Table[7).

The most appropriate control combination is then identi-
fied based on the return on security investment (ROSI) crite-
rion [9]]. Indeed, ROSI metric is widely adopted in informa-
tion security domain to compare several investment strate-
gies. Additional other metrics are also applicable including
net present value (NPV) and expected benefit of information
security (EBIS) [45,46]]. To determine ROSI of a designed
security strategy, we consider both its cost and benefit as il-
lustrated by equation[T9} ROSI metric does not consider time
value of investment and the NPV metric is commonly applied
to this aim. However, in our response framework, detection
and response decisions are near real-time, therefor ROSI is
suitable to make appropriate decision about designed security
strategies. Moreover, the ROSI metric is determined only if
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Table 6 Risk model: numerical component (RMy)

Supported vulnerabilities of asset a;

Relative impact factors in terms of CIA IFC; =0.473 IFI; = 0478 IFA; =0.419
Importance coefficients of CIA requirements for asset a; a; =09 B =07 7 =0.7
Impact factor for supported flaws of a; VIP, = 0.458

Value of asset a; AV = $2000.000

Expected potential loss of a; due to supported flaws EPL; = $916,287.864

Security controls deployed on a; SSo,1 = {dci,...,dcs}

Probability of detected DOS attack on a, P=09

Failure of S ; against detected DOS attack Fip=0.216

Likelihood of detected DOS attack Lip=0.1944

Expected loss of a; due to detected DOS attack ATy ELyo=$178,126.361

Relative severity factors of patched, unpatched, and unresolved flaws in V; SVP, =0.0 SVNP, =0.7255 SVNR; = 0.6543
Gravity coefficients for flaw categories a =0.6 Br=04 % =0.1
Severity of supported flaws V; SV; =0.632

Effectiveness of deployed controls SSp | ESp,1 =0.8936

Basic risk to the asset a; due to detected DOS attack

BRyo = $11,970.439

incurred risk exceeds the tolerated level.

In our illustrative example, to determine the most appro-
priate control combination, we first evaluate both objectives
for every candidate combination, SSy, using equations|I3|and
respectively. Then, the trade-off between O; and O; is
estimated using the ROSI;, ratio:

ROSI, = (BR — RRy) — Wi /W (19)

The ROSI ratio, ROSI, assesses the global effectiveness of
a candidate strategy according to its cost. It guides the selec-
tion of a cost-effective security strategy for mitigating the risk
level currently reached. The most appropriate security strat-
egy, SS*, is associated with the highest ROSI that exceeds 1.
This ensures that returns of selected security strategies always
exceed their costs.

In our example, the most appropriate response strategy
corresponds to the combination number (id) 49152, associ-
ated with an ROSIy9|5, value of 1.51 (see figure . As
shown in table 3] it consists of the combination { sc15 = T,
scie = T'}. Additionally, it ensures the minimum security in-
vestment cost and a residual risk below the tolerated level as

illustrated by figures [8(a)] and [§(b)l

6 Discussion

The proposed response mechanism is capable of dynamically
taking account of target environment settings. Each time
some of the supported vulnerabilities are patched or new se-
curity controls are deployed, the learned MID takes account
of the new changes. Moreover, it generates several appli-
cable security strategies to thwart detected attacks while re-

specting imposed constraints. As illustrated by figures

and [8(b)} in our example multiple candidate response strate-
gies that achieve both objectives O and O, are generated.
Additionally, in table [7| optimal response strategies in terms
of O; and O, are given by the combinations 49152 (yellow
row) and 49156 (green row), respectively. To select the most
appropriate strategy and comply with the security principle
that states that the cost of a security solution should not ex-
ceed its benefit, we apply the ROSI criterion. The latter was
evaluated for all candidate strategies as shown in figure [§(c)}
According to this criterion, the optimal response strategy in
terms of residual risk given by combination number 49156 is
rejected because its ROSI is 0.74, and therefore it does not
comply with the above-mentioned security principle. More-
over, by applying the ROSI criterion, we have identified ad-
ditional acceptable candidates including the control combina-
tions 32896 and 33280 (blue rows), which ensure returns of
1.06 and 1.11, respectively. However, the most appropriate
response strategy is associated with the highest ROSI value
of 1.51, as shown in table [/l It ensures the minimum secu-
rity investment cost, $4750, and reduces the residual risk to
below the tolerated level, $4788.176.

Our response mechanism is capable of reacting against
different attack types including DOS, U2R, R2L and probe.
However, for the lack of space, we have illustrated only a
DOS attack case. Yet, the case of coordinated attack such
as DDOS needs some improvements at detection and re-
sponse levels [47,/48[]. On one hand, the detection level re-
quires distributed mechanisms to recognize DDOS attempts.
On the other hand, the response level needs appropriate
mechanisms able to deploy different security controls against
DDOS agents. In this context, our response mechanism is
suitable to thwart DDOS attacks if an appropriate implemen-
tation approach is adopted. Since DDOS attacks involve sev-
eral agents, distributed architecture is the most suitable to im-
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Additionally, a response plan co-

agents. A responder agent is deployed on every node of the

monitored environment.

plement our response mechanism. The latter involves two
types of mobile agents, namely responder and coordinator
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Fig. 8 Reached results of treated example (O, O, and ROSI of candidate
response strategies)

ordination agent is required at this level. It ensures a coor-
dinated reaction against detected DDOS attack by consoli-
dating all response strategies designed by involved response
agents. Moreover, it cooperates with detection agents to send
back up to date information about detected DDOS attack to
response agents. It is important to note that, security ex-
perts are involved in initializing several parameters of our
risk model including deployment costs, effectiveness coef-
ficients, and recommended security controls for every node
in the monitored network.

Although our dynamic response mechanism is capable of
designing and selecting optimal response strategies against
detected attacks, as discussed above, we lack a common test

environment to compare this mechanism to the existing ones.
Indeed, a widely adopted test environment, such as that pro-
posed in the DARPA project framework for detection mech-
anisms, is also required for response mechanisms. On one
hand, it would allow a detailed evaluation of response mech-
anism capabilities. On the other hand, it would ensure an
objective comparison of results obtained to those of existing
mechanisms.

7 Conclusion

The designed dynamic response mechanism relies solely on
a compliant risk model. To the best of our knowledge, this is
the first cost-sensitive mechanism based on a quantitative risk
model. The latter takes account of risk parameters, namely
the severity of supported flaws and effectiveness of deployed
controls, implicitly involved in existing risk models. Addi-
tionally, the assessment process involves several parameters
dependent on target assets and mounted attacks. It allows a
thorough evaluation of risks of the monitored computing en-
vironment. Assessed basic risks reflect real security states of
the target environment and its assets. Furthermore, they ap-
propriately guide the mitigation process in designing effec-
tive security strategies. The mitigation part of the designed
response mechanism is formulated as a MOP. Moreover, the
MID techniques are adopted to solve the formulated problem.
The ROSI criterion is involved as well to select the optimal
strategy to mitigate inflicted risk by the target asset. The de-
signed response mechanism takes account of various factors
dependent on the computing environment, its assets, and se-
curity policy, as well as mounted attacks. Additionally, its
mitigation process involves both the damages of mounted at-
tacks and the consequences of the selected controls in design-
ing effective security strategies. Furthermore, it is capable of
determining the optimal security strategy to defend against
the detected attack as illustrated by the detailed example.

It is possible to improve and conduct detailed tests of pro-
posed risk-driven response mechanism. In fact, the mitiga-
tion process of the mechanism could involve additional fac-
tors in designing security strategies. Impacts of designed
strategies on security policy rules and the normal function
of computing environment assets, as well as locations of and
conflicts between security controls, are useful factors for re-
vising or designing new strategies. Multiple criteria such as
those involved in [[1}/11}20] are useful. In addition, vulnera-
bility graphs are very interesting for designed response mech-
anism. The assessment process could be based on identified
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sequences of exploited flaws, using these graphs to ensure
more precise and realistic estimations of incurred damages.
Additionally, detailed and well-designed tests are necessary
to validate the implemented prototype of the response com-
ponent. A thorough complexity study of designed processes
may also be required for future improvements.

As future work, the false negative (FN), false positive (FP)
and misclassified hit (Mis) can be considered in order to im-
prove capabilities of the risk-driven response mechanism. In-
deed, they require thorough treatment processes at the detec-
tion and response stages. On one hand, a rule-based system
that focuses on validation experiments of an IDS and con-
cerns FN, FP, and Mis is obviously needed (extremely use-
ful to our response framework) [29]]. It reduces uncertainty
about detection decisions of an IDS, and consequently, en-
hances efficiency of intrusion response systems. On the other
hand, FN, FP and Mis costs [29,/49,|50] can be considered in
our MOP to improve designed response strategies and deci-
sion process. Additional perspectives of this work concerns
collateral damage of designed response strategies. In fact the
indirect impact of selected security controls on target assets
can be considered in our risk model to enhance response cost
estimation [8L{17] as well as propose an improved ROSI met-
ric adapted to our response framework) [9].
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