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Abstract To design a secure and efficient data aggrega-
tion scheme satisfying real applications has been pursued by
research communities for a long time. In this paper, we pro-
pose a novel secure data aggregation scheme to achieve pri-
vacy preservation, data integrity, and fault tolerance simulta-
neously for smart grid communications. Specifically, firstly,
a hierarchical communication architecture of “RU-GW-CC"
is constructed, and the system model, attack model, securi-
ty and performance requirements are analyzed and formal-
ized. Based on which, a concrete secure and efficient data ag-
gregation scheme is instantiated. Furthermore, utilizing the
pre-cached auxiliary information, a new fault tolerant mech-
anism for reliable smart grid communications is designed,
which is able to aggregate measurements of normal smart me-
ters efficiently and flexibly for any rational number of mal-
functioning smart meters with arbitrary long failure period.
In addition, efficient authentication techniques are studied to
flexibly generate and share session keys in a non-interactive
way, which is utilized for symmetric encryption algorithm to
achieve data integrity and source authentication of communi-
cations. Finally, extensive performance evaluations are con-
ducted to illustrate that the proposed data aggregation scheme
outperforms the state-of-the-art similar schemes in terms of
computation complexity, and communication cost.
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1 Introduction

Smart grid, regarded as the next generation of power grid, has
attracted wide attention in recent years [1–3]. By making the
best of the information technology in smart grid, considerable
power energy can be effectively saved. Specifically, as shown
in Fig. 1, due to information and communications technology
(ICT), together with smart grid’s cyber-physical architecture,
huge amount of information is collected and delivered to the
control center (CC) for real-time monitoring and analyzing
the health of power grid [4–6].

However, user’s real-time data, e.g., collected every 15
minutes, contain detailed power usage information, which is
high relevant to user’s lifestyle. Thus, it is of vital importance
to preserve user’s privacy. In addition to privacy preservation,
data integrity is also critical in smart grid communications.
Otherwise, an attacker could eavesdrop, intercept, and/or ma-
liciously analyze energy usage data to reduce the availability
of smart grid. Therefore, it is of great significance to preserve
data privacy and ensure data integrity simultaneously in smart
grid communications.

In order to address privacy issues, several privacy-
preserving data aggregation schemes for smart grid commu-
nications have been proposed [1,7–12]. Most of them [1,7–9]
utilize the homomorphic encryption techniques [13] to en-
crypt and aggregate data in the local area gateway (GW) and
forward to CC. However, the private key CC held may be
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abused not just to decrypt the aggregated information, but to
reveal single user’s electricity usage. More seriously, some
strong adversaries may deploy undetectable malwares to G-
W or CC for disclosure of user’s privacy [7, 9]. When strong
adversaries are considered, the above privacy-preserving da-
ta aggregation schemes are not robust enough, and conflic-
t user’s privacy concerns greatly. Other data aggregation
schemes, e.g., [8, 10, 11], introduce blind factor embedding
technology, i.e., the sum of all participants’ random numbers
equals to 0, to diminish CC’s authority. Even if the single us-
er fails to report data properly, CC will not be able to decryp-
t and obtain aggregated measurements successfully, because
the sum of all embedded blind factors is not 0 any longer.
On this account, one of the major drawbacks of such mech-
anisms is incapable of fault tolerance [8, 10]. Most existing
data aggregation schemes do not support fault tolerance, and
only a small part of them [11, 12] partially support it either
with low availability or poor performance. Therefore, such
schemes are not practical enough, especially when the ex-
act number of fault smart meters (sometimes could be very
large) can not be predicted. In addition to data aggregation,
other anonymity techniques, e.g., group signature, ring signa-
ture, etc., have been studied to protect user’s privacy [14,15].
However, time-consuming and complex cryptography oper-
ations are often unavoidable in public key based anonymity
techniques, which hinders the real application.

Meanwhile, in order to prevent adversaries from compro-
mising user’s report maliciously, e.g., replay, inject, modi-
fy, forge, and/or delay, etc., several message authentication
mechanisms [16–18] have been designed to achieve data in-
tegrity in smart grid communications. Generally, the existing
techniques mainly include Bins and Balls (BiBa) [17], Hash
to Obtain Random Subsets Extension (HORSE) [16], Digital
Signature Algorithm (DSA) [18], and Hash-based Message

Authentication Code (MAC/HMAC) [19]. Even though DSA
is more secure then BiBa and HORSE, it is at the cost of addi-
tional computational complexity, particularly at the receiver-
end [20–22]. It is illustrated that MAC/HMAC based authen-
tication technique is more efficient than DSA [19]. However,
each round of public key-based session key agreement is es-
sential for the integrity check of MAC/HMAC. It still brings
high computing cost and communication overhead.

In addition, in the delay-sensitive and bandwidth-intensive
smart grid communications, especially in the user side, the
efficient mechanism with low computing cost and communi-
cation overhead should be designed to improve practicality.

Therefore, how to achieve an efficient, secure (with prop-
erties of privacy preservation and data integrity simultaneous-
ly), and reliable (with property of fault tolerance) data aggre-
gation scheme for smart grid communications still deserves
further investigations. In this paper, we propose a novel pri-
vacy preserving data aggregation scheme with data integrity
and fault tolerance for smart grid communications. Specifi-
cally, the main contributions of this paper are three-fold.

• Firstly, based on the pre-calculated auxiliary informa-
tion, a novel fault tolerant mechanism for reliable s-
mart grid communications is designed, which is differ-
ent from the traditional fault-tolerant method used trust-
ed third party to track and distinguish normal and fault
nodes. Specifically, utilizing the pre-cached auxiliary
information, CC can obtain the aggregation of the func-
tioning smart meters flexibly and efficiently for any ra-
tional number of malfunctioning smart meters with ar-
bitrary long failure period.

• Secondly, by integrating a pair of identities and pri-
vate/public keys of two communication parties, and dy-
namic reporting time point, a novel efficient authentica-
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Fig. 2 System model under consideration

tion technique is proposed to flexibly generate and share
session keys in a non-interactive way. The shared ses-
sion key is utilized for symmetric encryption algorith-
m to achieve data integrity and source authentication of
transmitted data. The security analysis indicates that the
proposed scheme can efficiently and effectively prevent
the malicious adversary from impairing (e.g., replay, in-
ject, modify, forge, and/or delay, etc.) the transmitted
data.

• Thirdly, by constructing a hierarchical communication
architecture of “RU-GW-CC", the proposed data aggre-
gation system is logically decomposed and instantiated,
which greatly improves the data exchange efficiency and
protects the user’s privacy simultaneously. In addition,
through comparative performance analysis, we demon-
strate that our proposed data aggregation scheme out-
performs the state-of-the-art similar schemes in terms of
computation complexity and communication cost.

The remainder of this paper is organized as follows. We
first specify the problem formalization, including system
model, attack model, and design goal in Section 2, and briefly
review some preliminaries in Section 3. Then, our novel data
aggregation scheme is presented in Section 4. Subsequently,
the security analysis and performance evaluation are demon-
strated in Section 5 and Section 6, respectively. We also dis-
cuss related works in Section 7. Finally, our conclusions are
drawn in Section 8.

2 Problem formalization

In this section, we formalize the system model, attack model,
and identify the design goal.

2.1 System model

Based on the typical scenario of smart grid communication-
s, the overall system architecture is shown in Fig. 2, which
includes the following four participants:

Trusted authority (TA), who is responsible for the man-
agement and distribution of other entities’ secret information,
and has high credibility and super computing power;

Control Center (CC), who is responsible for integrating,
processing and analyzing the periodic time-series data from
the residential users, and provides comprehensive, reliable,
and intelligent services;

Gateway (GW), whose role is to connect CC and the resi-
dential users, and is responsible for aggregating data submit-
ted by users and forwarding communications between resi-
dential users and CC;

Residential Users (RU), which includes n smart me-
ters (users or nodes) in residential area (RA), i.e., U =

{U1, · · · ,Un}, who are responsible for real-time data collec-
tion and forwarding to CC through GW.

2.2 Attack model

In our attack model, GW and CC are considered trustwor-
thy, and residential users U = {U1, · · · ,Un} are also “honest”
to abide the protocol. However, there is an external adver-
saryA, who may sneak into RA to intercept and maliciously
analyze the communication packages, or invade servers of
GW and CC to reveal user’s privacy. In addition, A could
launch some active attacks to destroy data integrity as well.
Specifically, we consider the following frequent and common
attacks in smart grid communications, which aims to reveal
user’s privacy and impair data integrity.

• Privacy leakage attack, where an adversary A may try
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Fig. 3 Compute and cache fault-tolerant auxiliary information periodically and previously

to compromise the privacy of the residential user by
eavesdropping, intercepting, and/or maliciously analyz-
ing the communications from RA to GW and those from
GW to CC;

• Malware attack, where an adversary A may deploy un-
detectable malwares to GW or CC for privacy disclosure
of the residential user.

• Data damage attack, where an adversary A may inter-
cept the communication packets and impair (replay, in-
ject, modify, forge, and/or delay, etc.) the user’s real
data intended to report.

In addition to the above attacks, due to the physical mal-
function, instrument aging, etc., some smart meters could be
malfunctioning or in failure status. The abnormal states giv-
ing rise to the relevant users to fail to report data normally,
are also considered in our attack model.

It should be noted that our focus is to prevent external at-
tacks from revealing user’s privacy and/or disrupting the data
integrity of communications. Other attacks, such as internal
attacks, are beyond the scope of this study.

2.3 Design goal

Considering the above system model and attack model, our
design goal is to propose a novel privacy preserving data ag-
gregation scheme with data integrity and fault tolerance for
smart grid communications. Specifically, the following de-
sign goals should be achieved.

• Privacy preservation: An external attacker A could
not disclose user’s privacy even though communication
packages have been intercepted successfully. Mean-
while, although A could intrude into servers of GW or
CC, and deploy some undetectable malwares, it still un-
able to reveal user’s privacy either.

• Data integrity: The valid communications cannot be
damaged during the transmission. IfA replayed, inject-
ed, modified, forged, and/or delayed the communication
packages, the malicious behaviors should be detected.

• Fault tolerance: Even in case of failure, the system
should still be effective and efficient for data aggrega-
tion of malfunctioning smart meters.

• Computation efficiency: The proposed protocol should
be computationally efficient to support data aggregation
for thousands and millions of residential users.

3 Preliminary

In this section, we briefly recall the basic knowledge of
Boneh-Goh-Nissim (BGN) cryptosystem [23] for the con-
struction of our proposed scheme. The BGN cryptosystem
is a public key encryption scheme. It has been widely used
in many privacy-preserving applications since it can achieve
some nice homomorphic properties. Specifically, the BGN
cryptosystem includes three algorithms, i.e., key generation,
encryption, and decryption as follows.

• Key Generation: Given τ ∈ Z+, the security parameter,
perform ζ(τ) to get the tuple (p, q,G), where p, q are
different primes such that |p| = |q| = τ, and G is a cyclic
group of order N = pq. Randomly chose two generators
g, x ∈ G, and set h = xq. Then, h is a random generator
of the subgroup of G having order p. Eventually, the
public key and the private key are PK = (N,G, g, h) and
S K = p, respectively.

• Encryption: Given a message m ∈ {0, 1, · · · ,V}, where
V << q is the bound of the message space, choose a
random number r ∈ ZN . Then, the ciphertext can be
calculated as C = gmhr ∈ G.

• Decryption: Given the private key SK = p and the ci-
phertext C ∈ G, first compute Cp = (gmhr)p = (gp)m.
Let gp = gp, then Cp = gm

p . To recover m, it comes
down to compute the discrete logarithm of gm

p .

Note that when m is a short message, i.e., m ≤ V for some
small bound V , the decryption takes expected time O(

√
V)

utilizing Pollard’s lambda method [24].
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4 Proposed Scheme

In this section, we propose our novel privacy preserving data
aggregation scheme with data integrity and fault tolerance for
smart grid communications. It mainly consists of six phases
illustrated as follows.

4.1 System initialization

TA performs the following procedures to initialize the sys-
tem:

• Based on the input of the secure parameter ρ, run ζ(ρ),
and output the system parameters (G, g, p), where p is
a safe prime, G is a cyclic group of order p, and the
discrete logarithm problem in group G is difficult (i.e.,
infeasible in computation). And randomly select g ∈ G,
the generator of the group G.

• Perform the following procedures to assign the secret
information of all users U ={U1, · · · ,Un}, GW and CC.

– Randomly select n number of si ∈ Z∗p, where
i= 1, 2, . . . , n, and calculate Si=gsi . The values of
si and Si are assigned as the private and public key
of Ui (with identity information IDi), respectively.

– Compute sc ∈ Z∗p, satisfying sc · (s1 + · · · + sn) =

1 mod p, and Sc=gsc . The values of sc and Sc are
assigned as the private and public key of CC (with
identity information IDc), respectively.

– Randomly select sg ∈ Z∗p, and compute Sg=gsg .
The values of sg and Sg are assigned as the private
and public key of GW (with identity information
IDg), respectively.

• Randomly select two hash functions: H1 : {0, 1}∗ → G
and H2 : {0, 1}∗ → G.

• Publish the system parameters:
(G, p,g,Sg,Sc, IDg, IDc,H1,H2), and < IDi, S i >,
where i= 1, 2, . . . , n.

• Select symmetric encryption algorithm AES. Denote
AES_ENCk and AES_DECk as the encryption algorith-
m, and decryption algorithm under the symmetric key k,
respectively.

4.2 Data aggregation request

At m intervals of reporting time points, TA performs the fol-
lowing procedures, as shown in Fig. 3, to previously compute
and cache the auxiliary information to support fault tolerance.

• Determine the current and future m number of reporting
time points tτ, where τ = tγ, tγ + 1, . . . , tγ + m.

• Compute and cache Yτ,i = H2(tτ)sc si = hτ sc si , where τ =

tγ, tγ+1, . . . , tγ+m are the time dimension subscripts, and
i = 1, 2 . . . , n are the user dimension subscripts. Because
the planned reporting time points are known beforehand,
the values of Yτ,i can be pre-computed periodically.

At the current reporting time point tτ, CC performs the
following procedures to initiate the data aggregation requests.

• Compute hτ=H2(tτ).
• Randomly select r ∈ Z∗p, and calculate A1=hτrsc .
• Send A1 to GW.

4.3 Data aggregation request relay

After receives A1, GW forwards it to each user Ui, where
i= 1, 2, . . . , n.

4.4 User data reporting

At the current reporting time point tτ, each user Ui, where
i=1, 2, · · · , n, performs the following procedures to report the
current measurement mi ∈ {0, 1, · · · ,W} to GW.

• Compute gτ=H1(tτ).
• Compute Ci=gτmi A1

si=gτmi hτrsi sc .
• Compute the session key shared with

GW in a non-interactive way as
kig=H1(S g

si ||IDi||IDg||gτ)=H1(gsg si ||IDi||IDg||H1(tτ)).
• By performing the AES encryption algorithm, obtain

the ciphertext Ci
′ = AES_ENCkig (Ci||IDi||IDg||gτ) =

AES_ENCkig (gτmi hτrsi sc ||IDi||IDg||H1(tτ)).
• Send < Ci

′, IDi > to GW.

4.5 Secure data aggregation

At the current reporting time point tτ, GW computes gτ =

H1(tτ), and performs the following procedures:
[1] All users report data normally:

• For each received < C
′

i , IDi >, where i= 1, 2, . . . , n,
according to IDi, compute the corresponding ses-
sion key shared with Ui in a non-interactive way as
kig=H1(S i

sg ||IDi||IDg||H1(tτ))=H1(gsg si ||IDi||IDg||gτ).
• By performing the AES decryption algorithm, obtain

the plaintext of each user Ui, where i= 1, 2, . . . , n,
as AES_DECkig (Ci

′

) =gτmi hτrsisc ||IDi||IDg||H1(tτ) =

Ci||IDi||IDg||gτ.
• Compute the aggregated data of all users in RA as Cg =∏n

i=1 Ci=gτ
∑n

i=1 mi hτrsc
∑n

i=1 si=gτ
∑n

i=1 mi hτr.
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• Compute the session key shared
with CC in a non-interactive way as
kgc=H1(S c

sg ||IDg||IDc||H1(tτ))=H1(gsg sc ||IDg||IDc||gτ).
• By performing the AES encryption

algorithm, obtain the ciphertext as
Cg
′=AES_ENCkgc (Cg||IDg||IDc||H1(tτ))=AES_ENCkgc

(gτ
∑n

i=1 mi hτr ||IDg ||IDc||gτ).
• Send Cg

′ to CC.

[2] Some users do not report data normally:

• Compute the session key shared with each user Ui ∈

U/Ũ, where Ũ is the set of fault users, in a non-
interactive way as kig=H1(S i

sg ||IDi||IDg||H1(tτ))
=H1(gsg si ||IDi||IDg||gτ).

• By performing the AES decryption algorithm, ob-
tain the plaintext of each user Ui ∈ U/Ũ as
AES_DECkig (Ci

′) =gτmi hτrsi sc ||IDi||IDg||H1(tτ)=Ci

||IDi||IDg||gτ.
• Compute the aggregated data of all user-

s Ui ∈ U/Ũ who reported data successfully as
C̃g=
∏

Ui∈U/Ũ Ci=gτ
∑

Ui∈U/Ũ
mi hτrsc

∑
Ui∈U/Ũ

si .
• Compute the session key shared

with CC in a non-interactive way as
kgc=H1(S c

sg ||IDg||IDc||H1(tτ))=H1(gsg sc ||IDg||IDc||gτ).
• By performing the AES encryption

algorithm, obtain the ciphertext as
C̃
′

g=AES_ENCkgc (C̃g||IDg||IDc||H1(tτ))=AES_ENCkgc

(gτ
∑

Ui∈U/Ũ
mi hτrsc

∑
Ui∈U/Ũ

si ||IDg||IDc||gτ).
• Send C̃

′

g to CC.

4.6 Aggregated data recovery

At the current reporting time point tτ, CC computes gτ =

H1(tτ) and hτ=H2(tτ), and performs the following procedures:
[1] All users report data normally:

• Compute the session key shared with G-
W in a non-interactive way as kgc =

H1(Sg
sc ||IDg||IDc||H1(tτ))=H1(gsgsc ||IDg||IDc||gτ).

• By performing the AES decryption algorithm, obtain
the plaintext as AES_DECkgc (Cg

′) = Cg||IDg||IDc||gτ =

gτ
∑n

i=1 mi hτr ||IDg||IDc||H1(tτ).
• Compute Cghτ−r = gτ

∑n
i=1 mi .

• By computing the discrete log of gτ
∑n

i=1 mi , recover the
aggregated data

∑n
i=1 mi in the expected time O(

√
nW)

using Pollard’s lambda method [24].

[2] Some users do not report data normally:

• CC sends Ui ∈ Ũ, the ID set of the fault
nodes, to TA. According to Ũ, TA computes
Cτ=
∏

Ui∈Ũ Ytτ,i=hτ
sc
∑

Ui∈Ũ
si , and sends Cτ to CC.

• CC computes the session key shared with
GW in a non-interactive way as kgc =

H1(Sg
sc ||IDg||IDc||H1(tτ))=H1(gsgsc ||IDg||IDc||gτ).

• By performing the AES decryption algorithm, C-
C obtains the plaintext as AES_DECkgc (C̃

′

g) =

C̃g||IDg||IDc||gτ = gτ
∑

Ui∈U/Ũ
mi hτrsc

∑
Ui∈U/Ũ

si ||IDg

||IDc||H1(tτ).
• CC computes C̃g · (Cτ

r
) · (h−r

τ ) =

(
∏

Ui∈U/Ũ Ci) · (
∏

Ui∈Ũ Ytτ,i)
r · (hτ−r) =

gτ
∑

Ui∈U/Ũ
mi hτrsc

∑
Ui∈U/Ũ

si hτrsc
∑

Ui∈Ũ
si hτ−r = gτ

∑
Ui∈U/Ũ

mi .
• Similar as the corresponding procedures that all users

report data normally, the aggregated data
∑

Ui∈U/Ũ mi can
be recovered successfully.

5 Security analysis

In this section, we will illustrate that our proposed data aggre-
gation scheme achieves all the security requirements defined
in Section 2.

• The user’s communication link is protected from privacy
leakage attack.
Firstly, an adversary A may reside in RA to eaves-
drop the communications. Suppose A has eaves-
dropped the report from Ui to GW at time point
tγ as < Ci

′, IDi >. Because the user’s mea-
surement is encrypted by AES encryption algo-
rithm as Ci

′ = AES_ENCkig (Ci||IDi||IDg||gτ) =

AES_ENCkig (gτmi hτrsi sc ||IDi||IDg||H1(tτ)), A cannot ob-
tain the corresponding plaintext, provided that the ses-
sion key kig for AES encryption, which is generated co-
operatively by the mutual communication parties’ pri-
vate keys, is secure against A. In the following, we
will illustrate that even though the session key kig for
some reporting time point, is exposed, A still cannot
obtain the user’s measurement mi from AES plaintexts
of Ci=gτmi A1

si=gτmi hτrsi sc . Observing the electricity us-
age mi within 15 minute is commonly a small value, A
may try to launch the brute-force attack by exhaustedly
testing each possible value of mi. However, due to the
discrete logarithm problem (DLP), A is unable to ob-
tain the private keys of Ui and CC (i.e., si and sc), and
the value of r ∈ Z∗p, which was randomly selected by C-
C. Hence, the individual usage data mi of Ui cannot be
recovered.
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Similarly, the communications from GW to CC are of
the same form as Ui’s report to GW. Thus,A cannot ob-
tain the individual user’s usage data via eavesdropping
the communications.
When some smart meters, say Û ⊂ U, are malfunction-
ing, because the values of Cτ and r are kept secret by
CC, without them, anyone else cannot recover the sum
usage data of functioning smart meter

∑
Ui∈U/Ũ mi, let

alone each user’s private usage data mi, even if the ses-
sion key kgc for AES encryption between GW and CC is
exposed toA, andA could obtain C̃g, the corresponding
AES plaintext of some reporting time point.

• The user’s communication link is protected from mal-
ware attack.
Even thoughA, after deploying some undetectable mal-
wares into GW or intruding into the database of GW, has
stolen the stored data successfully,A could only get the
aggregations and ciphertexts of all users’ data. Because
GW never decrypts any user’s electricity usage data, A
still cannot get any user’s individual usage data. In addi-
tion,A could also intrude into the database of CC. How-
ever, after decryption, the outputs CC generated are still
the aggregated ones, from which the single user’s data
is not revealed at all. Therefore, the individual user’s
report is protected from malwares attack.

• The user’s communication link is protected from data
damage attack.
We will show that the user’s communications cannot be
altered during the transmissions.

– Communication pollution attack resistance
Firstly, we consider the communica-
tions from Ui to GW. Upon receiving
< Ci

′, IDi >, according to IDi, GW first
computes the non-interactive session key
kig=H1(S i

sg ||IDi||IDg||H1(tτ))=H1(gsg si ||IDi||IDg||gτ)
shared with Ui. Then, GW performs the AES
decryption using kig to obtain Ui’s report. Because
the secret keys of si and sg are utilized to compute
the shared session key kig collaboratively by Ui

and GW, A cannot obtain the agreed secret key,
nor can it alter the original data encrypted by Ui.
Because a pair of identities of two communication
parties are integrated into the one-way hash
function to generate the non-interactive session
key, and AES encryption algorithm is secure,
even the insider legal participants cannot forge
a new valid report to impersonate and frame
any other innocent residential user. Therefore,

the communications from Ui to GW cannot be
polluted maliciously. Due to the same reason,
the data integrity of the communications from
GW to CC can be ensured similarly. In summary,
the proposed scheme achieves data integrity
throughout the whole communications.

– Message replay attack resistance
In the proposed scheme, after receiving the mes-
sage < Ci

′, IDi > from Ui, GW decrypts C′i to ob-
tain Ci||IDi||IDg||gτ. Then, according to the curren-
t time point tτ, GW computes H1(tτ) and check-
s whether gτ = H1(tτ) holds. Because only the
fresh package corresponding to the current report-
ing time point tτ can pass the verification, the pro-
posed scheme can resist the message replay attack.

• The user’s communication link is secure, reliable, and
fault tolerant.
We innovate a novel online/offline pre-caching tech-
nique to achieve fault tolerance. Even under the circum-
stances when Û ⊂ U do not work, the value r, which
is kept secret by CC, together with the pre-cached val-
ues of Ytτ,i (for Ui ∈ Ũ), the corresponding secret infor-
mation of the malfunctioning users Ũ, still can be used
to recover the aggregated measurement of

∑
Ui∈U/Ũ mi.

Specifically, after AES decrypting and obtaining C̃g, C-
C utilizes the secret information Cτ=

∏
Ui∈Ũ Ytτ,i and r to

compute C̃g · (Cτ
r
) · (h−r

τ ) = gτ
∑

Ui∈U/Ũ
mi , and recovers the

sum usage of functioning smart meters
∑

Ui∈U/Ũ mi ulti-
mately. Without the secret information r and Cτ, anyone
else cannot recover the sum of functioning smart meter-
s’ usage data, not to mention each user’s private usage
data mi.

6 Performance evaluation

Table 2 Comparisons of computation complexity

Protocol User (ms) Aggregator (ms)

Ours 4.9706 0.15n + 3.0874
[4] 10.2176 3.8n + 6.7738
[21] 123.9996 219.3038n − 181.3
[22] 19.7844 0.02n + 38.1518
[25] 38.1866 0.0088n + 38.3088
[19] 5.59404 5.59404n
[7] 5.3538 0.005n2 +4.105n+3.805

The proposed data aggregation scheme simultaneously
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Table 1 Feature comparison

Ours He et al. [4] Alsharif et
al. [21]

Fan et
al. [22]

Alharbi et
al. [25]

Fouda et.
al. [19]

Chen et.
al. [7]

D: Yes Yes Yes Yes Yes Yes N
P: Yes Yes Yes No Yes No Y
F: Yes No No / No No Y

D: Data integrity
P: Privacy preservation
F: Fault tolerance

achieves privacy preservation, data integrity, and fault toler-
ance for smart grid communications. In this section, we will
mainly compare the performance of our proposed scheme
with the state-of-the-art similar symmetric and asymmetric
cryptosystems [4, 7, 19, 21, 22, 25]. The major features of
these systems are compared in Table 1. It should be noted
that the architecture of our scheme is different from all the
aforementioned similar works [4, 7, 19, 21, 22, 25] to support
fault tolerance. As a result, our comparison is focused on the
common parts in computation complexity and communica-
tion cost. Besides the above simulation experiments, base on
the real data test platform, the correctness and effectiveness
of our proposed scheme are also verified in this section.

6.1 Comparison of computation complexity

Table 3 Time cost of operations

Notations Descriptions Time Cost

Ca Addition ≈ 0.004 ms
Cm Multiplication ≈ 0.16 ms
Ce Exponentiation ≈ 1.7 ms
CH Hash ≈ 0.0037 ms
CAESE AES Encryption ≈ 75 MiB/Second
CAESD AES Decryption ≈ 75 MiB/Second
Cp Pairing ≈ 19 ms
C2-DNF 2-DNF Decryption ≈ 1.06 ms
CPKE Public Key Encryption ≈ 0.09 ms
CPKD Public Key Decryption ≈ 2.28 ms
CHM HMAC ≈ 0.00724

We perform the experiments with MIRACL [26, 27] li-
brary and JPBC (Java Pairing Based Cryptography) library
[28] running on a 3.0 GHz processor Pentium IV system to
study the operation cost. For clear illustration, we first ab-
breviate and enumerate all operation notations, and indicate
the time cost of all primitive operations in Table 3. Then,
the computation complexity of the user side and the aggre-

gator side of the six schemes are computed and compared
in Table 2. Finally, we plot the comparisons of computation
complexity in Fig. 4.

It can be seen clearly that our scheme achieves much high-
er computation efficiency in both user side and aggregator
side.
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Fig. 5 Performance comparison of communication overhead

6.2 Comparison of communication cost

The communications of the proposed scheme consists of
residential users to GW, and GW to CC. By introducing
the system-wide trustable entity CC, our proposed scheme
achieves enhanced security, which is not considered in other
five schemes [4,7,19,21,22,25]. Thus, we focus on the com-
mon parts of the comparison, i.e., the communication over-
head between residential users and GW.

The communication overhead in terms of the number of
the users of all the schemes are plotted in Fig. 5. It is obvious
that our proposed scheme achieves much lower communica-
tion cost compared with the other five schemes.

From the above analysis, our proposed scheme is actually
efficient in terms of computation complexity and communi-
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(a) Performance comparison of computation cost at user side
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(b) Performance comparison of computation cost at aggregator side

Fig. 4 Performance comparison of computation cost

cation cost. Therefore, it is applicable for real-time and high-
frequent data aggregation in smart grid communications.
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Fig. 6 Algorithm validation based on real data

6.3 Algorithm validation

Besides the above simulation experiments, base on the real
data test platform SmartAnalyzer [29], the correctness and
effectiveness of the proposed algorithms are verified as shown
in Fig. 6. The main verification process and results achieved
are as follows.

• Verification Criteria
– The rationality and correctness of the system mod-

el, attack model, and design goal set in Section 2
are verified;

– The security criteria of data integrity, privacy p-
reservation, data damage attack (replay, inject,
modify, forge, and/or delay, etc.) defence, and
malware attack defence are verified;

– The performance criteria of computation complex-
ity, communication overhead, fault tolerance, and
scalability are verified.

• Verification Processes
– The system model considered in Section 2 includ-

ing four type of entities, i.e., Trusted authority
(TA), Control Center (CC), Gateway (GW), and
Residential Users (RU), are deployed.

– The detailed verification of all algorithms in the six
phases (System initialization, Data aggregation re-
quest, Data aggregation request relay, User data re-
porting, Secure data aggregation, and Aggregated
data recovery) are conducted in the point-to-point
fashion.

– Both the normal cases and abnormal cases (fault
conditions and different attacks) are verified.

• Verification Results
– The verification process shows that it achieves al-

l the function, performance, and security require-
ments defined and set in Section 2.

7 Related works

In this section, we put our emphasis on the discussion of some
other literatures [4, 7, 9, 11, 21, 22, 30, 31] related to our re-
search, which also achieve privacy preservation and/or da-
ta integrity for smart gird communications. In [7], Chen et
al. proposed one privacy-preserving data aggregation scheme
with fault tolerance for smart grid communications. Howev-
er, it does not support data integrity. In [9], Chen et al. pro-
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posed another privacy-preserving multi-functional data ag-
gregation scheme for smart grid communications with mul-
tiple data aggregation functions, such as average, variance,
and one-way ANOVA. They also extend the basic scheme
to resist differential attacks. However, it remains unclear
how to support fault tolerance. Li et al. proposed one in-
network data aggregation architecture for smart grid com-
munications [30]. However, the scheme cannot achieve da-
ta integrity. Subsequently, Li et al. presented another data
aggregation scheme to achieve privacy preservation and data
integrity concurrently [31]. The peer-to-peer digital signa-
ture exploring homomorphic techniques was designed, and
the checksum of the aggregation was calculated and updat-
ed along data aggregation flows. However, the hop-by-hop
verification process introduced huge additional communica-
tion and storage overhead, and the incremental signature ver-
ifications launched by the aggregator could expose individ-
ual’s privacy. In [11], Jongho et al. proposed a fault toler-
ant data aggregation protocol for privacy preserving smart
grid communications. The future ciphertexts was utilized
to support fault tolerance of communication failures, which
leads to the heavy round-based communication, computation,
and storage overhead. Utilizing the techniques of proxy re-
encryption, aggregation signature supporting batch verifica-
tion, and multi-dimensional matrix computation, Alsharif et
al. proposed one privacy preserving data collection and ac-
cess control scheme [21] with multi-recipient for smart grid
communications. However, the complex matrix operations in
this scheme brought huge communication, computation, and
storage overhead, and the scheme does not support fault tol-
erance. Fan et al. put forward one consortium block chain
based data aggregation and regulation mechanism for smart
grid communications [22] . Based on data signcryption tech-
nique, data aggregation with multidimensional information
acquisition was achieved. Although this scheme is of some
novelty for the introduction of block chain, the performance
analysis shows that the length of the signcryption packets
turns to be much larger, the description details of the key al-
gorithms of block chain fused secure data encapsulation and
communication are too rough, and the fault tolerance attribute
is not satisfied either. To resist internal adversaries in smart
grid communications, He et al. designed a privacy preserv-
ing data aggregation scheme [4]. Borrowed the idea of proxy
signature, the multi-user registration algorithm was designed
in this scheme. In order to report measurements with securi-
ty properties of data integrity, communication confidentiality,
and privacy preservation, the user’s private key was generat-
ed through the registration procedure. However, after taking a

close look at the registration procedure, the user’s registration
process could be forged, which sows the hazards of impairing
data integrity. Although our proposed scheme addresses the
similar issues, i.e., to achieve efficient data aggregation with
privacy preservation and data integrity in smart grid commu-
nications, comparing with existing works, our research em-
phasis still has some differences: 1) we propose our data ag-
gregation scheme in a more challenging threaten model to
resist privacy leakage attack, malware attack, and data dam-
age attack simultaneously; and 2) the enhanced property of
fault tolerance is taken into consideration meanwhile. Thus,
it additionally improves the reliability and practicability.

8 Conclusions

In this paper, aiming at the practical requirements of smart
grid communications, we have proposed a secure data aggre-
gation scheme achieving privacy preservation, data integri-
ty, and fault tolerance simultaneously. The more challenging
threaten model is considered, which covers privacy leakage
attack, malware attack, and data damage attack. Specifical-
ly, utilizing pre-calculated auxiliary information techniques,
a novel fault tolerant mechanism is designed to aggregate the
data of functioning smart meters flexibly and efficiently for
any rational number of fault smart meters with arbitrary long
failure period. Furthermore, a new efficient authentication
technique is proposed to flexibly generate and share session
keys in a non-interactive way. The shared session key is uti-
lized for symmetric encryption algorithm to achieve data in-
tegrity and source authentication. In addition, through com-
parative performance analysis, it reveals that the proposed da-
ta aggregation scheme outperforms the state-of-the-art simi-
lar schemes in terms of computation complexity and commu-
nication cost.
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