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Abstract
bile devices and published for academic or commercial pur-

Trajectory data can be widely collected via mo-

poses. In our research, we noted that problems of privacy
raised considerable concern among researchers. Most exist-
ing privacy protection methods seek to hide the user’s ac-
curate location by using perturbations or modifications, to
ensure that the information is sufficiently imprecise to pre-
vent re-identification of the published trajectory data; how-
ever, this reduces the availability and utility of the published
trajectory data. Thus, the main challenge in publishing such
datasets is striking a balance between the required privacy
protection and data utility. To better balance the two, we pro-
pose a precise sensitivity recognition and privacy protection
method for trajectory data publication(PS R&PPM_KG for
short); this method constructs knowledge graphs, to automat-
ically distinguish sensitive and non-sensitive information for
each user. In this study, we first construct a trajectory knowl-
edge graph from the original trajectory dataset by consider-
ing the users’ attributes and position tags; then, we design a
recognition method to accurately identify sensitive location-
s on each user’s trajectory, using a knowledge graph; final-
ly, we propose a personalized privacy protection method to
ensure the privacy of each user’s sensitive locations whilst
improving the data utility. Experimental results show that
our adaptive anonymization model can protect the privacy of

users effectively and offer enhanced data utility.
Keywords Knowledge Graph, Trajectory Data Publication,

Privacy Protection, Location-based Services, Anonymiza-
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tion, Recognition

1 Introduction

The emergence of various mobile location devices has pro-
duced large quantities of location data and generated numer-
ous location-based service applications, such as in-car nav-
igation devices and mobile phones embedded with global
positioning systems. These applications allow users to send
their location to a location server and thereby obtain conve-
nient enquiry services. For example, when travelling, indi-
viduals can use Baidu maps for navigation services and Twit-
ter for social location services. These applications are typi-
cally divided into two categories: online (in which users pro-
vide real-time locations) and offline applications. Offline ap-
plications are primarily used for data mining and analysis;
they can be used to optimize transportation networks, plan
road systems, detect hot-spots [3—5], and recognize human
behaviour [6, 7] to support business decisions. Thus, these
applications often consider only the locations visited with
high frequency; these hot-spots or highly frequent roads in
the trajectory data are published to facilitate data analysis and
aid prediction. However, a user’s trajectory data can reflec-
t their interests and preferences, and private data can not be
published directly without anonymization. This is because an
attacker might infer a user’s location information using the
spatiotemporal correlation of some of their visited location-
s [1,2]; this can compromise user privacy. Pre-publication
data anonymization is required for two reasons: on the one
hand, data owners can ensure that the published anonymized



data does not disclose the user’s private information; on the
other hand, the data is thereby permitted a high availabili-
ty, allowing data analysts to analyze them more accurately. In
this study, we restrict our focus to offline applications, and we
propose a precise sensitivity recognition and privacy protec-
tion method based on knowledge graphs, integrating multiple
types of attributes to ensure secure trajectory data publica-
tion.

Many anonymization approaches have been proposed for tra-
jectory data publication; however, most of these result in a
serious loss of information; the subsequent anonymized data
are of low utility. Notably, previous studies have been un-
able to accurately identify users’ sensitive locations, owing
to the complex relationships between multiple types of en-
tities; thus, these works have often applied a single unified
anonymization mechanism. More specifically, they consid-
er only the trajectories and delete non-frequent locations on
each user’s trajectory; then, they anonymize the frequent lo-
cation by constructing an indistinguishable k-anonymous re-
gion or by adding noise, to protect privacy for trajectory data
publication. However, this method neglects to integrate tra-
jectory information with the attributes of users and the lo-
cations’ tags; this integration can help identify the different
sensitivities of locations and can better distinguish the spe-
cific sensitivities different locations have to different users.
For example, a doctor visits the hospital every day, but this
does not indicate that he/she is sick. If the same pattern was
observed in another person who was not a doctor or hospi-
tal worker, we can readily infer that he/she has some form
of the disease. Furthermore, by combining this information
with some background knowledge we might learn more de-
tails about the individual; for instance, we might infer the
severity of their disease. Moreover, some highly frequented
trajectory positions do not indicate private locations or pref-
erences; this can be inferred using the tag of the location. For
instance, a user may travel frequently for work; thus, his/her
trajectory data will frequently indicate locations or roads rel-
evant to airports or train stations; these locations do not dis-
close the user’s private information.

Thus, designing an adaptive anonymization procedure is
crucial to increase data utility whilst maintaining user priva-
cy. However, this requires that we accurately identify sen-
sitive locations for each user; as described earlier, sensitivity
varies from place to place and from place to user, which com-
plicates the process. Therefore, we construct a knowledge
graph incorporating multiple types of attribute information,
and propose the PS R&PPM_KG method, to enhance data u-
tility whilst guaranteeing privacy. The main contributions of
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this study are summarized as follows:

e To automatically identify sensitive relationships be-
tween users and locations, we construct a trajectory
knowledge graph that integrates user attributes, location
tags, and the relationships between them. This is be-
cause the relationships between entities in trajectory da-
ta are complex and diverse, for which knowledge graphs
offer a better representation;

e We design an intelligent recognition algorithm that
automatically identifies personalized sensitive location
points for each user, using association rules extracted
from the knowledge graph. We note that previous works
have not successfully dealt with the privacy problem-
s of trajectory data publication: either the highly sen-
sitive information is insufficiently protected or the low-
sensitivity information is over-protected. This causes ex-
cessive information loss through a unified anonymiza-
tion standard;

e Aiming to improve the utility of data whilst main-
taining privacy, we propose an adaptive anonymization
method that processes the sensitive locations identified
in the knowledge graph by the aforementioned intelli-
gent recognition algorithm. We minimize information
loss more effectively than existing anonymization tech-
nologies, whilst also providing sufficient privacy protec-
tion.

The remainder of this paper is structured as follows: Sec-
tion 2 presents a review of the relevant literature, to highlight
how our work builds upon state-of-the-art research; Section
3 presents the preliminary concepts and problem definition;
Section 4 presents our solution and explains the proposed
privacy protection algorithm in detail; Section 5 reports up-
on our experiments, in which we extensively compared our
method against competing ones; finally, Section 6 concludes
the paper and suggests future research.

2 Related works

In this section, we review the existing research regarding pri-
vacy protection and the task of distinguishing location sen-
sitivities before publishing trajectory data, both of which are
directly relevant to our work. Also, we discuss the differences
between our method and existing methods.
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2.1 Generalization-based methods

Generalization-based methods extract positions from the tra-
jectory data, group these positions into clusters, and use the
cluster centres as the points of production for the anonymous
region.

The current k-anonymous trajectory technology belongs to
this category. K-anonymity [11] is a typical generalization
technique that was proposed by Sweeney. The k-anonymity
trajectory model was first proposed by Grutester and Grun-
wald in [12]. In the anonymous trajectory dataset, the proba-
bility that a trajectory or location is accurately identifiable is
less than 1/k. To reduce information loss, Abuul et al. [13]
proposed a model referred to as (k,m)-anonymous and de-
signed the so-called “Never Walk Alone” method. It applies
the Euclidean distance metric, and the time must be synchro-
nized between different trajectories. However, though these
trajectories are similar in Euclidean space, they may differ in
an actual road network space; this can result in anonymiza-
tion failure. Harnsamut et al. proposed a look-up table brute-
force algorithm [14] based on the LKC-privacy model, to en-
sure data privacy and quality when implementing generaliza-
tion technologies to anonymize trajectory data. In [10], tra-
ditional trajectory privacy protection algorithms were used to
treat tasks as single-layer problems. To solve complex prob-
lems in layers, they proposed a two-level layered granulari-
ty model. However, this method still reduces the availability
of the published trajectory data. In [16], Geo et al. proposed
a personalized anonymous model to select the k-anonymous
trajectory set by considering the various privacy and utility
requirements of trajectory data in different scenarios. In [20],
Zhang et al. employed sequential retention symmetric en-
cryption and k-anonymity to protect users’ location priva-
cy. Under this method, an attacker can only perform simple
matching and comparison operations. However, if the user
consistently uses the same key to encrypt their coordinates in
successive queries, the key’s security cannot be guaranteed.
In [25], Sui et al. proposed a new trajectory anonymity mod-
el, in which the degree of correlation between the parking
location and user was accurately expressed as LF-IUF. This
approach achieved a better trade-off between privacy and u-
tility; however, it defined each user’s mobile preferences by
access frequency. In [28], a new privacy protection algorith-
m was proposed, based on frequent-path trajectory data pub-
lishing; First, the method removed infrequently visited roads
from each trajectory and used a novel method to divide the
trajectories into candidate groups; then, they proposed anoth-
er novel method to identify the most-frequent paths; finally,

a representative trajectory was selected to represent all tra-
jectories within the group. This approach only protects the
highly frequent roads instead of all the original trajectory da-
ta. However, this method suffers from the problem that the
frequent roads identified do not necessarily disclose the us-
er’s sensitive information.

2.2 Suppression-based methods

This method is used to selectively publish trajectory data. Be-
fore the dataset is released, sensitive data and frequently oc-
curring locations are suppressed or removed. This method is
relatively simple, though it produces a large information loss
and results in low data availability.

In [15], Chen et al. employed the (K, C);-privacy mod-
el to anonymize trajectory data by considering both iden-
tity and attribute link attacks thereupon. Furthermore, they
proposed an anonymization framework to remove all privacy
threats from the trajectory database by using local and glob-
al suppression methods. In [21], Komishani et al. proposed
a new method for trajectory data publication, based on the
concept of personalized privacy. This was the first study to
implement a personalized privacy model for trajectory data
distributions by combining sensitive attribute generalization-
s with local trajectory suppression; however, adding noise to
high-dimensional trajectory data reduces the data availability.
In [17], Huo et al. proposed a novel method to solve the case
in which an attacker has as his/her background knowledge
the actual location of a mobile user. Therefore, they proposed
the so-called “You Can Walk Alone” method; this method
protects privacy by generalizing the stopping points on the
trajectory; therefore, an attacker can still analyze the move-
ment patterns of the trajectory to obtain background knowl-
edge. In [19], Li et al. proposed a privacy protection algorith-
m based on segmented clustering. The anonymization result-
s of this method were diverse though not conducive to data
analysis. Existing studies of transaction data privacy protec-
tion have predominately focused on the single-mode dataset;
thus, they cannot be directly implemented to manage the pri-
vacy problems of multimodal data integration. Therefore, a
k™-anonymity-p-uncertainty privacy model was proposed in
[30], to solve the privacy protection problems of transaction
data and their integration. They used suppression techniques
to eliminate sensitive association rules and solve the leakage
problems of sensitive items. In [24], Chen et al. designed a
trajectory privacy protection method based on a 3D grid divi-
sion, to reduce information losses during the anonymization
of trajectory data.



2.3 Perturbation-based methods

These methods are typically applied to replace real trajectory
data with false data, or to add false trajectory data to the orig-
inal trajectory dataset and thereby protect the real data. This
approach protects published trajectory data but results in low
data availability.

In [22], Zhao et al. proposed a S equence R (S R) tree struc-
ture based on R-trees, to satisfy differential privacy; they ap-
plied differential privacy technology to add noise to the lo-
cation data and non-location-sensitive data, to prevent non-
location-sensitive information attacks; In [8], Zhou et al. pro-
posed an anchor generation method based on the diversity of
sensitive locations. It selected sensitive places according to
the number of visitors and the peak hours, to form a diver-
sity area; then, it used the centroid of this area as the an-
chor position, thereby increasing the user’s location diversi-
ty. From this anchor point, an interest point query algorithm
was proposed; this produced accurate results using the an-
chor point, without sending the user’s actual location to the
location-based service server. They considered that almost all
sensitive locations exhibit a high frequency of visits, which
is unreasonable according to our aforementioned analysis.
Wang et al. [23] proposed a DPPP scheme to prevent attack-
ers from obtaining individuals’ sensitive attributes through
attribute link, record link, or similarity attacks. In [9], Dai
et al. proposed an effective, personalized, trajectory privacy
protection method. The main idea was to mark the semantic
attributes of all sampling points on the trajectory, construct
the corresponding classification tree, and extract the sensi-
tive stay points. However, its definition of “stay point” is not
sufficiently precise, and frequently visited places are often re-
garded as stay points.

2.4 Sensitive location recognition

In privacy protection research for trajectory data publishing,
many works have sought to distinguish the location data on
the trajectory; however, they have only considered sensitivity
from a single perspective when distinguishing the location.
This means that the sensitive location data identified is not
sufficiently accurate, which reduces the anonymous trajectory
data’s availability after processing. In [29], to protect respon-
dents’ places of residence (collected in a travel survey before
data publication), Godwin et al. directly treated the trajec-
tory data corresponding to a place of residence as sensitive.
However, this assumption is unrealistic; for the same place,
different users may have different sensitivities, and the sensi-
tivity of a place closely depends on the specific user; In [33],
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Yang et al. proposed a trajectory clustering algorithm (TAD)
based on spatial-temporal density analysis. It considered the
trajectory characteristics from both time and space perspec-
tive and constructed a new density function, which can more
accurately distinguish the different types of points on the tra-
jectory. In article [8], Zhou et al. defined sensitive location-
s by considering their user’s access frequency and peak ac-
cess time. However, they only considered the location itself
without intergrating other associated information. thus, their
method differs from that of the present study.

3 Preliminaries

In this section, we introduce a set of relevant concepts, in-
cluding knowledge graphs and trajectory privacy protection.
To facilitate further explanation, the specific problem defini-
tion and terminology used in our research are listed below.

3.1 Notation

Definition 1(Trajectory) Given an ordered set of timestamp
positions T; = {D;, (x1,y1, 1), (X2, Y2, 12), <oy (Xis Vi )5 -0y (X
Ynsn)} With, where 1 <i<nand t; < t; + 1, n is the number
of sampling points on the trajectory, D; is the unique iden-
tifier of the trajectory relative to a single user. Here, x, and
v, represents the latitude and longitude of the position, and ;
represents a timestamp, then (x,, y,, t,,) indicates that the lati-
tude and longitude coordinates of the moving object position
at the time stamp f,. We called 7 is a trajectory of a user.
Definition 2 (Trajectory database) Let TS = {T, T, T3,
T, ..., T;} be a set of trajectories, where [ be the number
of users and T; be the i-th trajectory in the trajectory dataset.
Then we called TS as a trajectory database.
Definition 3 (Road sequence of trajectory) Given a tra-
jectory Ti={D;, (x1,y1,11), (X2, Y2, 12); s (Xims Yim» t)} With m
road numbers in chronological order, and r; is the road num-
ber corresponding to the latitude and longitude of the lo-
cation, and it contains many locations. If (x;,y;) € r; and
ry N r..Nr, = @, then we called the road sequence of a
trajectory T; as: R; = {D;, (r1,11), (12, 12), ooy (Fi t) }-

We give an example to further explain Definition 3.
Assuming that the original trajectory of Alice is T,,,={D,,
(x1,y1, 1), (X2, 2, 2), (X3, ¥3, 13), (X4, Y4, 4), (X5, Y5, 5),( X6, V6>
t6), (x7,¥7,t7)}, according to Fig. 1, we can transfer Alice’s
road sequence of trajectory R,, = {D,,, (r17,11),(r1, ), (10,
13), (r12, 14), (re, 15), (rs, t6), (r1s, 17)}.

Definition 4 (Frequent road) A road is frequented if and
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Fig. 1. Road sequence of trajectory.

only if the number of one-way moving objects on the road is
not less than 6, where 6 denotes a threshold and is referred to
as the number of moving objects frequenting the road.

We give an example to further explain Definition 4. As
shown in Fig. 2, assuming that there are four users u;, us, us
and uy, and their trajectory aree - a > ¢c > d, f > a —
b—->d,g—>a—->b—->dandh — a —> c — d respectively.
After the map mapping operation, their road sequences of tra-
jectory are ri; — ryy — rig = r1s, ro — Fig = 9 — r1s,
1 — rig — ri9g — ris and rip — ri4 — rig — ris. And as-
suming the threshold value 6=2, since the number of mobile
users passing through road r4 and rg is both 4, we can get
that road ry4 and ry5 are frequent roads according to Defini-
tion 4.

Fig. 2. An example of Frequent road.

Definition 5 (Knowledge graph)A knowledge graph is rep-
resented by a network of knowledge bases, can be formalized
as aset of triples G = {(u, rel, )} C exRXg, where rel € R de-
notes a relationship between the two entities u, [ € &, referred
to as the user and location of the triple.

Taking an example for further explanations, we give a
knowledge graph of trajectory as shown in Fig. 3, where
nodes represent entities and edges represent relationships
therebetween. Besides, these nodes can also contain rich in-
formation of entities and their attributes as labels. As shown
in Fig. 3, the location entities have labels such as latitude
and longitude coordinates, the total number of visits, and the

corresponding road of the location. And the user entities can
have labels such as profession, age and so on.

Latitude/longitude
coordinates

the Forbidden
City

(39.550086,1
16.232693)

Fig. 3. Knowledge graph triple.

Definition 6 (Sensitive location recognition) A sensitive lo-
cation refers to a location at which users are reluctant to dis-
close their private information to the public. Our objective is
to identify sensitive locations using the following four con-
ditions: (1)Recognition based on whether the user attributes
and the tags of the visited location correspond. (2)Recogni-
tion based on whether the visiting times and tags of the visit-
ed location are reasonable. (3)Recognition based on whether
the frequency of visits to a location is normal. (4)Recognition
based on whether the visiting time is unusual.

Definition 7 (Adaptive parameter) J,, is an adaptive param-
eter used to adjust the user privacy tolerance p,; it is defined
as follows:

sup(sr)

6sr:8sr*Fsr’Fsr: |N|

ey

Here, sr represents the road containing the sensitive lo-
cation, sup(sr) denotes the number of roads sr, and |N| de-
notes the total number of roads in the trajectory dataset.
g5(g5 > 0) is the so-called sensitivity factor of s7; it is used
to tune the value of ¢, in combination with F,. If F, is high-
er, a larger &y, is chosen to prevent privacy disclosure. &g, is
adjusted using the sensitivity of the road associated with the
sensitive location and the user’s protection requirements.
Definition 8 (Adaptive user privacy tolerance) The adap-
tive user privacy tolerance is expressed as p, = p + d,(1 >
pr > 0), where d, is the aforementioned adaptive parame-
ter; p is the threshold and is set uniformly. For trajectory da-
ta, the anonymous dataset satisfies our privacy model only if
the success probability for all trajectories containing sensitive
positions to be inferred by an attacker is below p,.
Definition 9 (Privacy risk) The likelihood that attacker v will
infer the sensitive location s-loc; on the trajectory (based on
his/her knowledge ¢) is defined as follows:

n(s-locj,q,TS)

2
NG TS)] @

plg — s-locj) =

where n(s-loc;, g, TS) represents the number of trajectories
containing both g and s-loc; in T'S, and [N(g, T'S)| represents
the number of trajectories containing g in 7'S; g represents



Table 1. Trajectory Dataset T'S
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Table 2. Anonymous Dataset T'S

Numbering t;;  User’s Profession Trajectory

Numbering tiy

User’s Profession Trajectory

1 doctor S i )
I3 teacher Ty =1y > 13— 83
13 student r— 8 —=n
ty doctor ry— Sy > 13
t5 programmer r—r;— 8
te teacher rn —r3— 8
t7 student rn—r;— S
tg writer r—o 13— Sy > 83

1 doctor rn—o81-n
t teacher r—or—or3
I8 student r— 82> n
1y doctor r— S >3
t5 programmer r3 — 81

t teacher r3 — §1

ty student 73

I writer 3 — 83

the background knowledge of the attacker and is represented
by g = {ry,r2, ...,rj}, where j < m.

3.2 Problem definition

The existing methods of local suppression and adding false
trajectory data can effectively prevent identity link attack-
s without considering attributes information. However, there
are two problems with existing methods.

First, existing methods cannot resist attribute link attacks ef-
fectively. In practical application scenarios, it is necessary to
integrate data from a variety of fields for data analysis. Taking
cross-domain recommendations as an example, we usually
need to integrate social network data for more accurate tra-
jectory recommendation, that is to obtain the user attributes
outside of the trajectory data as background knowledge. Yet,
existing methods cannot provide sufficient privacy protection
for users when integrating with multiple types of background
knowledge, such as user attributes and location tags. To better
illustrate the problem, we give a specific example below. Ta-
ble 1 includes the original trajectory data of 8 users, and Ta-
ble 2 is anonymous result by adopting the method [26] with-
out considering users’ attributes, suppose QID = {r, rp, 3},
S et ensiive= {81, $2}, that is: the bold part in the table repre-
sents the sensitive position. It satisfies the p,-uncertainty pri-
vacy model under the condition of p,:%, that is, when the
attacker knows any information in the QID set, he can not in-
fer that a user has been to the sensitive location s or s, with
a probability greater than % However, as mentioned above,
the attacker can obtain the background knowledge including
the users’ attributes and trajectory information from other ex-
ternal sources. For example, if a neighbour knows that Mary
is a doctor and has visited {ry, r,}, then combining with the
anonymous data published in Table 2, the attacker can be
uniquely certain that Mary must have also visited sensitive

location sy, thus rising a privacy breach problem called as
multi-attributes background attacks.

Second, existing methods ignore the problem of adding un-
necessary noise. Existing works have proposed some defini-
tions of sensitive location, but they only consider the loca-
tion itself or the frequency of location access [8], etc. For
example, some works have considered hospitals and prison-
s as sensitive locations, or they have directly specified the
high-frequency locations (i.e., residences) as sensitive [29].
According to these sensitive location definitions, the sensi-
tive locations on all user trajectories identified are the same.
We note that different people have different sensitivity to the
same position. The sensitive location of a user is generally
related to the location labels and the attributes of the user.
For example, hospital s, is usually regarded as a sensitive
location, because most people think that people who go to
hospitals usually have health problems. But for the doctor 4,
the hospital is a place to work and is not sensitive. Thus, the
same location has a different sensitivity for different users.
If only considering access time and frequency, all sensitive
locations on the user’s trajectory cannot be accurately iden-
tified. Assume that a user may need frequent business trips
for work reasons, so the location information related to the
airport or railway station will frequently appear in his trajec-
tory. But in fact, these locations do not refer to users’ private
information. However, most of the existing methods ignore
the problem, which treats equally without discrimination will
incur unnecessary noise addition and reduce the utility of the
data. Therefore, before anonymous processing of the trajec-
tory data, it is necessary to accurately identify the sensitive
location for different users, which is conducive to subsequent
adaptive anonymous processing operations.

To solve the above two problems, we propose a trajectory da-
ta publishing method based on knowledge graph and privacy
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protection aiming at precise sensitivity recognizing for more
fine-grained noise additions in this paper. Considering oth-
er auxiliary information (user’s attributes and location tags,
for instance), this method uses association rules of knowl-
edge graph to automatically identify sensitive locations and
achieves the best compromise between data utility and priva-
cy security.

3.3 Privacy goal

Given the original trajectory dataset TS, TS  represents an
anonymized version of T'S. If V7 € TS, the attacker v can-
not infer the user’s sensitive location s-loc; with a probability
exceeding p,, where p, is the adaptive user privacy tolerance
and s-loc; € f A s-locj ¢ q, then TS is considered safe
and can be published; otherwise, TS’ is unsafe and cannot
be published. Therefore, our privacy target is this: even if the
attacker knows part of the user’s real location data, they will
be unable to infer other sensitive location information with
a probability higher than p,. With this, we ensure that the
anonymized data has a high utility value, whilst also keeping
the user’s sensitive information safe.

4 Our solution

4.1 Overall framework of the scheme

In daily life, the trajectory data of users often contain cer-
tain location data associated with the sensitive information
of users. Once these location data are known by an attacker,
the user’s privacy will be threatened. Our solution is to con-
struct a trajectory knowledge graph, by considering various
user attributes and location tags; then, we design an intelli-
gent identification method to accurately identify the sensitive
locations in each user’s trajectory data; finally, for sensitive
locations identified by the intelligent recognition algorithm,
we propose a personalized adaptive anonymity model, which
not only improves the data’s utility but also protects the pri-
vacy of each user’s sensitive locations. The scheme is divided
into three major parts:

I. We preprocess the trajectory data by mapping the loca-
tions of the original trajectory dataset onto the map, to obtain
the actual locations and their tags; then, we extract the users,
locations, and the relationships between them to construct a
trajectory knowledge graph, which can visualize a complicat-
ed network clearly.

II. Based on the trajectory knowledge graph, we design a
recognition algorithm to intelligently identify users’ sensitive

locations, by constructing a sensitive rule library as described
in Definition 6.

III. To strike a balance between the published data’s avail-
ability and information security, we propose an adaptive
anonymity model to manage the sensitive locations identified
in Step II, and we calculate the adaptive anonymous factor
for different users; this is because the one location may have
different sensitivities for different users. For convenience, we
summarize the symbols used in the algorithm in Table 3.

4.2 Construction of trajectory knowledge graph

We perform corresponding preprocessing on the original tra-
jectory dataset. Using the open platform of Google Maps, and
according to the application programming interface it pro-
vides, the position data of each trajectory in the original tra-
jectory dataset are mapped. Thus, we obtain a collection of
trajectory road sequences; using the definition for frequent
roads, we delete the infrequent roads in the set, to obtain the
pre-processed trajectory dataset 7S 1 Then, we extract the n-
ode data and relational data between users and locations from
dataset T'S 1 We select three attributes like the location char-
acteristics: the latitude and longitude coordinates, the total
number of visits, and the road that the location is on. And for
illustration purposes, we choose profession attributes as the
user characteristics; the relationship between the user and the
position on the trajectory is marked as an access relationship.
This access relationship features two attributes; namely, the
time at which the user visits the location and the number of
times they visit it.

(39.55008
6,116.2326
93)
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Fig. 4. Pattern diagram example

The pre-processed data is used to construct a pattern di-
agram of the trajectory knowledge graph, including the lo-
cation name, user, location-related attributes, user-related at-
tributes, and access relationship between user and location,
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Table 3. Notations used in the algorithm

Symbol Description

TS'1 Trajectory dataset after preprocessing

TS’ Trajectory dataset after anonymous processing
sp_time Special time period [24:00-6:00]
cm_time Regular time period

User_Profession
S ensitive_Location
Location_data

Relation_data

A list of user’s profession
A list of user’s sensitive locations
A list of user’s locations

A list of the time and number of times the user visited the location

loc The location on the trajectory

tra; tra; represents a trajectory in 7S 1
q Attacker’s knowledge

Dr Adaptive privacy tolerance

as shown in Fig. 4. Algorithm 1, which performs the de-
tailed process of trajectory knowledge graph construction, is
described as follows: Line 1 of the algorithm extracts user,
location, and relationship data from TS'I; Lines 2—-6 delete
the infrequent roads from Location_data; and Lines 7-13 are
used to create nodes with different labels for the extracted
data and the relationships between nodes. We create a user
node marked “user” a location node marked “location” and a
property relationship between them. Finally, the correspond-
ing network structure is constructed according to the relation.
The pre-processed data and designed pattern diagram are
used to construct a trajectory knowledge graph. Fig.5 shows
an example of a well-constructed trajectory knowledge graph,
in which Fig. 5(a) is part of the network graph of the well-
constructed trajectory knowledge graph, and Fig. 5(b) is an
enlarged view of the red dotted frame in Fig. 5(a). We have
marked the meaning of different colours in Fig. 5(b). The yel-
low node represents the name of the location, the green node
represents the total number of times the location has been vis-
ited, the red node represents the latitude and longitude coor-
dinates of the location, and the pink node represents the road
number where the location is located, the blue node repre-
sents the user, and the yellow-grey node represents the user’s
profession.

4.3 Recognition algorithm based on knowledge graphs

We construct the trajectory knowledge graph in Section 4.2.
To accurately identify the sensitive locations on each user’s

Algorithm 1 Constructing a trajectory knowledge graph
Input: 7S,
Output: trajectory knowledge graph
1: User_data, Location_data, Relation_data «— TS 1
>Extract user, location, and relational data from TS'1
2: for each loc € Location_data do >Remove infre-
quent roads from Location_data
3: if loc < 0 then >0 is the threshold value used to
determine frequent road
delete loc
end if
end for
for each user € User_data and loc € Location_data
do >Create entity nodes and relationships
User_node < Node('user’,name = user)
9: Location_node < Node('location’, name = location)
10 properties < Relation_data >Extract attribute
information from Relation_data
11: relation < Relationship(U ser_node,” access’,
Location_node, * * properties)
12: graph.create(relation)
13: end for
14: return trajectory knowledge graph

A

®

trajectory, we design an intelligent recognition algorithm ac-
cording to Definition 6, to query the constructed trajectory
knowledge graph and recognize sensitive relationships. Here,
we divide the period into “special” and “regular” periods. The
special time covers the interval from 24:00 to 6:00 am; other
times are regarded as the regular time. These rules are primar-
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(a) Part of the network graph of the trajectory knowledge graph
Fig. 5. Examples of trajectory knowledge graph

ily employed whenever a user visits a location during the spe-
cial time and that location is not related to his/her profession.
These locations are regarded as sensitive. For example, if u1
is a doctor or hospital worker and visits the hospital during
the period [24:00-6:00], it indicates that he/she is working
the night shift. Therefore, the location of the hospital is not
a sensitive location for u1. However, if u2’s profession is not
that of a doctor or hospital staff, and he/she visits the hospital
at any time, it indicates that the user may have health prob-
lems. Thus, the hospital is a sensitive location for u2. Besides,
the number of times each user visits each location within the
regular time is calculated, along with the average number of
times that location is visited by the user during this period. If
the number of visits exceeds the average number of visits, it
indicates that most people do not visit the place, though the
user visits more frequently. This place may have some special
significance for the user; therefore, its location is sensitive to
them. For example, a user may have a chronic disease and be
required to take a certain drug over a long time; therefore, the
pharmacy location may appear more frequently than others
on his/her trajectory and is a sensitive location for them. In
Algorithm 2, line 1 looks for all locations occurring in special
and regular periods in the trajectory knowledge graph accord-
ing to sp_time and cm_time, which are represented by the
lists S pecial_Location and Common_Location, respectively.
Lines 2-6 remove locations relating to the user’s profession
from S pecial_Location and Common_Location. Lines 7-13
traverse each location in Common_Location and calculate the
average number of times each location is visited; then, the
algorithm compares this with the number of times the user
visits each location, and it adds locations with visit number-
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Algorithm 2 Recognition algorithm based on knowledge
graph
Input: trajectory graph, sp_time,cm_time, User_Profession
Output: Sensitive_Loction
1: S pecial_Location, Commom_Location«trajectory graph
2: for each profession € User_Profession do

3: if professioneS pecial_Location||Common_Location
then

4 delete profession >Delete locations related
to user professions

5: end if

6: end for

7. for each loc € Common_Location do

8: number «— count(loc)

9: ave_number «— average(loc) >Calculate the av-

erage number of visits to a location
if number > ave_number then
S ensitive_Location < loc
end if
end for
S ensitive_Location < S pecial_Location
return S ensitive_Location

10:
11:
12:
13:
14:
15:

s exceeding the average to S ensitive_Location; Lines 14—15
return a list of each user’s sensitive locations.

4.4  Privacy protection for sensitive locations

According to the previous two subsections, we can obtain the
sensitive location of each user’s trajectory. We first calculate
the probability that the attacker can infer the user’s sensitive
location based on the knowledge ¢ possessed by the attacker,
and then we compare this probability with the user’s adaptive
privacy threshold p,. If the probability is greater than or equal
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Algorithm 3 Adaptive anonymization algorithm

Input: 7S, q
Output: 7S’
1: for each s-loc; € TS do

n(s-locj,q,TS ; )

2: plg — s-locj) = >Calculate the

IN(.TS )]

probability of the attacker guessing the position s-loc;

3 _ sup(s-loc;)
T TINaS )

4 according to p, = p + J, compute value p,
5 if p(q — s-loc;) > p, then
6: location_list « s-loc;
7 end if
8: end for
9: for each s-loc; € location_list do
10: if s-loc; € tra; and tra; € TS 1
11: delete s-loc;
12: else
13: N(g—s-locj)=|N(qUs-loc;, TS’I)I —LIN(gq, TSII)I *

prl
14: randomly select N(q—s-loc;) trajectories to

delete s-loc;
15: end if then
16: end for
17: return TS’

to p,, we control the identification accuracy of sensitive loca-
tions within the range allowed by our privacy model through
local elimination, to protect the privacy security of the user’s
sensitive location. We assume that the attacker knows some
of the true location data in T'S 1 According to the definition
of the knowledge possessed by the attacker, we can obtain
the attacker’s knowledge on each trajectory in the dataset.
We use Formula 2 to calculate the probability that the knowl-
edge possessed by the attacker can be used to infer the other
sensitive locations on the trajectory. Then, we compare the
probability p(g— s-loc;) with the size of the adaptive priva-
cy tolerance parameter p,. If p(g—s-loc;) is greater than p,,
then the location s-loc; is placed into a list. For each sensitive
location s-loc; in the list, if only one trajectory in T'S 1 con-
tains the location s-loc;, then location s-loc; is deleted from
the trajectory. Otherwise, we calculate the number of sen-
sitive location s-loc; to be deleted by Formula 3, randomly
select N(g— s-loc;) trajectories containing s-loc; from TS'I,
and delete location s-loc; from these trajectories. Formula 3
is expressed as follows:

N(g — s-loc)) = [N(qUs-loc;, TS DI~ IN(g, TS DI*p,] (3)

Here, |[N(q U s-loc;, TS '] )| represents the number of trajecto-
riesin TS 1 that contain both the current record ¢ and the cur-
rent sensitive location s-loc;, [N(g, TS '1)| represents the num-
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ber of trajectories containing the current record g, and p, rep-
resents the adaptive privacy tolerance. The detailed process
of the adaptive anonymization algorithm is shown in Algo-
rithm 3.

4.5 Complexity analysis

Our algorithm consists of three parts: (1) Construction of tra-
jectory knowledge graph, (2) Recognition algorithm based on
knowledge graphs, (3) Privacy protection for sensitive loca-
tions. For the first part, the main overhead is to delete infre-
quent roads and build nodes. To delete infrequent roads from
TS 1 , we must traverse the roads included all trajectories, then
we perform the same operation when constructing nodes. As-
suming that TS'1 contains n trajectories and the maximum
number of roads in the trajectory is m, given a constant m
(m < n), the total number of roads is n * m, then the com-
plexity of deleting infrequent roads is O(n * m), and the time
complexity of building nodes is O(n+n=*m), so the total of the
first part is O(n). The main overhead of the second part is to
calculate the average number of each location visited, which
is O(n). The main overhead of the third part is to calculate
the probability of the attacker guessing the sensitive location-
s with the background knowledge g. Assuming that the total
number of sensitive locations is numy, the time complexity is
O(numy). As the number of trajectories increasing, the num-
ber of sensitive locations increases, the time complexity of
the third part is O(n). In summary, the total time complexity
of our scheme is O(n) + O(n) + O(n), which is O(n).

4.6 Privacy analysis

In this paper, we consider two attack models and analyze
how our privacy preserving model satisfies the privacy ob-
jective. (1) Identity linkage attack: because the attacker pos-
sesses part of the user’s information as well as their identity
information, they can launch an identity linkage attack using
this local information to infer the user’s identity. (2) Attribute
linkage attack: using the local information of the user, the
attacker can initiate an attribute linkage attack on the user’s
quasi-identifier, thereby deducing other user attribute infor-
mation.

Theorem Our method can satisfy p-uncertainty and with-
stand both types of attacks.

Proof. Our work adopts p-uncertainty conditions for the
anonymized data of multiple sensitive location types; this
provides a similar privacy protection intensity to k-anonymity
conditions. When the attacker has certain background knowl-
edge, the p-uncertainty conditions can ensure that the prob-
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ability of a successful attack is lower than p. Using k-
anonymity conditions, the same privacy protection effects can
be achieved when k = /% For the example in Section 3.2,
the process of anonymization is as follows. Assuming that
Mary’s privacy threshold is p, = % and her sensitive position
is s, we know that the probability of the attacker inferring
the sensitive location s, based on its knowledge g = {ry, r2} is
% greater than p,. Therefore, Formula 3 is adopted to calcu-
late the number of sensitive positions s; to be deleted; hence,
N({ri,r2} = s2) = IN({r1,r2} U 52, TS)| = LIN({r1, 72}, TS)|
prl=2-14x %J = 1. However, of the four trajectories #1, ,,
t3, and 4, the only two trajectories including s, are #3 and #4,
so one of these trajectories is randomly selected and the sensi-
tive position s, is deleted. At this point, the probability of the
attacker inferring the sensitive location based on knowledge
qis § for sy, 1 for s, and § for s3; these are all below the cus-
tomized privacy threshold p,. After our anonymization pro-
cessing, the attacker cannot accurately determine which tra-
jectory is Mary’s using the background knowledge, nor can
he/she infer the sensitive locations on the user trajectory with
a probability higher than p,. Thus, the anonymized data gen-
erated by our method can resist the two types of attacks whilst
protecting user privacy.O

S Experiments

To verify the performance of the proposed algorithm, this s-
tudy primarily evaluates the availability of the published da-
ta. We compare our PSR&PPM_KG algorithm with three
methods: (1) TOPF described in [28]; (2) Prefix, proposed
by [31]; (3) ICBA, proposed by [32]. In the experiment, we
calculated the average error rate and standard deviation be-
tween the anonymized dataset and the original, comparing the
results with the three algorithms to illustrate the availability
of the data after anonymization. We also measured the num-
ber of frequent-visit patterns remaining after anonymization,
by using F-measure.

Generally, experimental data can be associated with oth-
er data to obtain relevant background information, such as
social network data, business data, etc. Therefore, in our
experiments, we use the dataset generating by the Thomas
Brinkhoff moving object generator [27] and obtain users at-
tributes from in the classic Movielens dataset, which includes
21 types of users’ professions. The object generator generated
the location data of 5000, 25000, 50000, 75000, and 100, 000
mobile objects. Then we mapped the longitude and latitude
coordinates of the locations on the trajectory to the map to
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obtain the meaning of each position through the API interface
of Google map. All algorithms in the experiment were imple-
mented in the Python language. The experimental environ-
ment was a Windows 7 operating system, the memory space
was 8GB, and the CPU processor consisted of two 2.80 GHz
Intel (R) Core(TM)i7-7700HQ. To ensure accurate measure-
ments, all experiments took the average of the results over
ten iterations. In the experiment, we used three commonly
used metrics to evaluate the trajectory data, namely Average
error rate, Standard deviation and F-measure. Among them,
Average error rate and Standard deviation are used to evalu-
ate the difference between anonymous data and original data.
The smaller the values are, the smaller the difference between
the original trajectory dataset and the anonymous trajectory
dataset, the less information loss of the trajectory data, and
the higher the availability of the released trajectory data. F-
measure is used to calculate the number of frequent patterns
in the anonymous trajectory dataset. The larger F-measure
value is, the less frequent roads are deleted, the less informa-
tion loss of trajectory data is, and the higher availability of
released trajectory data is. The metrics of our experiment are
defined as follows:

(1) Average error rate

The average error rate was used to evaluate the difference
between the anonymous dataset and the original one. Sup-
pose N represents the number of roads, and r; represents
the j_th road. Let ori,/. denote the number of roads in the
original dataset and ano,, denote the number of roads in the
anonymized one. The average error rate is expressed as fol-

N N
1 1 lano,; — ori, |
- N Z Ej= Z orl,j “)

j= j=1

lows:

(2) Standard deviation

The average difference between ano,, and ori,; is deter-
mined by the error function E. The smaller the standard de-
viation, the better the anonymity of each road, and the closer
E is to the average error rate. The standard deviation is ex-
pressed as follows:

(&)

(3) F-measure

We use F-measure to evaluate the number of frequent-visit
patterns remaining after anonymous processing. Let po be the
trajectory set in the original trajectory dataset, pa be the tra-
jectory set in the anonymous dataset, and Nm be the number
of trajectories matching the original dataset in the anonymous
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dataset. No and Na represent the total number of trajectories

in the original and anonymous trajectory datasets, respective-

ly. Simultaneously, Precision = %, Recall = 1]\\',—’" The F-
o a

measure is calculated as follows:

Precision = Recall
F(po, =2 ()
(po. pa) * (Precision + Recall ) ©)

The parameters used in the experiment are as follows:

(1) The selection of threshold 6 is a critical task that af-
fects the accuracy of anonymization. Threshold 6 determines
whether a road sequence of trajectory is the most frequent in
the trajectory dataset. If a low threshold is used, the road se-
quence of trajectory may be determined by only a few roads
in the sequence. And the low threshold also leads to the low
diversity of the road sequence of trajectory, which increases
the average error rate. However, if a high threshold is select-
ed, a large amount of data in the trajectory dataset needs to be
deleted, which will reduce the utility of the data. Based on the
results of multiple experiments, we set the threshold for judg-
ing infrequently visited roads to two, because this achieved
the optimal results.

(2) In the above three methods, the larger the value of k,
the better the user’s privacy. Here, we use the user’s privacy
tolerance, for which smaller values indicate superior user pri-
vacy. To compare with the three algorithms mentioned above,

we here set the privacy tolerance p, as the reciprocal of the k
111
468
(3) The adaptive anonymous factor in the experiment, we

values featured there:%, ,and %.

set the range from O to 1 without including 0.

5.1 Effect of dataset sizes

We first compared the performance of our PSR&PPM_KG
method with TOPF, Prefix and ICBA, changing the num-
ber of moving objects from 5000 to 100,000 by varying the
size of the dataset. Fig. 6(a) shows the average error rate
of the overall anonymization results obtained from the two
methods. Notably, given a different number of moving ob-
jects, our PSR&PPM_KG achieves a lower average error
rate than TOPF, Prefix and ICBA. When the number of
moving objects is small (e.g., 5000), the average error rate of
our PS R&PPM_KG method is significantly smaller than that
of TOPF; this is because each road appears infrequently and
there are fewer roads upon which the attacker’s knowledge
can be used to predict sensitive locations. Thus, the number
of roads that must be deleted to meet the user’s privacy tol-
erance is lower, and the average error rate is relatively low.
In the TOPF method, when the number of moving objects is
small, the anonymization process has a significant impact on
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Fig. 6. Effect of dataset sizes

the average error rate; this is because the number of objects
on each road is small, even if the trajectories of the moving
objects vary only minimally. As the number of moving ob-
jects increases from 5000 to 100,000, the average error rate of
PSR&PPM_KG decreases continuously and is consistently
lower than that of TOPF, Prefix and ICBA. This is because
the Prefix and ICBA methods do not differentiate the sen-
sitivity of the location and are handled uniformly during the
anonymous processing.

Fig. 6(b) shows the standard deviations of the four method-
s. A very low standard deviation indicates that the anonymity
quality of each road is high and approximately equal to the
average error rate. As can be seen from the figure, the stan-
dard deviation of the PS R&PPM _KG method is low in most
cases, because the probability that the attacker guesses other
roads that include the user’s sensitive locations (through the
knowledge that he/she already controls) is less than the user’s
privacy tolerance. Therefore, the number of roads that con-
tain the user’s sensitive locations and must be deleted during
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the anonymization process is small, resulting in a decrease in
the standard deviation as the number of moving objects in-
creases. This indicates not only that the anonymous results
of our PSR&PPM_KG method have lower error rates, but
that roads containing the user’s sensitive locations are well
protected.

5.2 Effect of user privacy tolerance p,

This set of experiments reflects the performance of the four
algorithms for different p, values. Fig. 7(a) shows the av-
erage error rates of the anonymous datasets retrieved from
both methods. From the figure, we can see that the aver-
age error rates of both methods decrease with an increase of
pr; however, the average error rate of our PSR&PPM_KG
method is lower than that of TOPF, Prefix and ICBA.
This is because the higher the p, value, the more locations
the attacker knows. The probability of other sensitive loca-
tions’ roads being inferred from the attacker’s knowledge is
generally lower than the user’s privacy tolerance p,; there-
fore, the number of sensitive positions to be deleted during
anonymization will decrease, and the average error rate de-
creases with the increase of p,. We also measured the stan-
dard deviations of the anonymized results obtained from the
two methods. In Fig. 7(b), the anonymized results produced
by our PSR&PPM_KG method can be seen to have a lower
standard deviation than those of TOPF, Prefix and ICBA,
which indicates that our method reduces the data loss after
anonymizing the roads containing sensitive locations. And
the standard deviation of these anonymized results is signifi-
cantly lower than that of our method.

5.3 Effect of knowledge g possessed by attacker

In this section, we evaluate the impact of the amount of
knowledge ¢ that an attacker possesses regarding the exper-
imental results. However, we do not compare our results a-
gainst those in the three methods, because that study did not
consider the amount of knowledge the attacker has; thus, on-
ly the results of our experiments are given here. When the
quantity of the attacker’s knowledge ¢ is 2 and 3, and the us-
er’s privacy tolerance p, = 1/2, 1/4, 1/6, 1/8, and 1/10, the
experimental results in Fig. 8(a) and Fig. 8(b) show the per-
formance of our algorithm, respectively. In Fig. 8(a), the x-
axis represents the size of the attacker’s knowledge ¢, and the
y-axis represents the average error rate; we can see that for
a constant privacy tolerance p,, as the size of the attacker’s
knowledge g increases, the average error rate also increases;
this is because the larger the value of g, the more location data
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the attacker possesses of the user trajectory; thus, to preven-
t the attacker from using his/her background knowledge to
infer other locations on the trajectory, we must delete more
location data, increasing the average error rate. The average
standard deviation increases under a decrease of p,, because
the probability of the attacker inferring other locations using
their background knowledge is much greater than the user’s
privacy tolerance p,. Therefore, the number of sensitive lo-
cations that must be deleted is large, increasing the average
error rate. The standard deviation in Fig. 8(b) also shows the
same trend.

5.4 Frequent-visit pattern protection

By comparing our PS R&PPM_KG method with the TOPF,
Prefix and ICBA methods, we evaluate the quality of the
anonymized results by using the widely adopted F-measure
in Fig.9. The x-axis represents the number of moving object-
s, and the y-axis represents the value of the F-measure. From
the figure, we can see that our method’s F-measure value ex-
ceeds that of the TOPF method for different moving objects,
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indicating that our method protects more moving modes.

As can be seen from the above experimental results, when
the size of the moving object changes, the trajectory data u-
tility of PSR&PPM_KG method is 0.4302 higher than that
of TOPF method, 0.5623 higher than that of Pre fix method,
and 0.4917 higher than that of /CBA method, respectively.
When the adaptive privacy threshold p, is changed, the trajec-
tory data utility of PS R&PPM_KG method is 0.1212 higher
than that of TOPF method, and 0.3262 higher than that of
Prefix method, and 0.2915 higher than that of /C BA method,
respectively. The experimental results show that our approach
provides a higher level of data utility than existing methods
for trajectory data publication.
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6 CONCLUSION

Many anonymization approaches have been proposed for tra-
jectory data publication; however, most of these result in a
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serious loss of information; the subsequent anonymized data
are of low utility. Notably, previous studies have been un-
able to accurately identify users’ sensitive locations, owing
to the complex relationships between multiple types of en-
tities; thus, these works have often applied a single unified
anonymization mechanism.

In this study, we focused on the problem of how to bal-
ance data availability and privacy in trajectory data publica-
tion. And we proposed a precise sensitivity recognition and
privacy protection method based on knowledge graphs for
trajectory data publication, to automatically distinguish us-
er’s sensitive locations by integrating with multiple attributes
knowledge, to enhance data utility whilst guaranteeing pri-
vacy. In the experiments, data utility was measured in terms
of the average error rate, standard deviation, and F-measure
under different parameters. The experimental results obtained
for a synthetic trajectory dataset show that the proposed ap-
proach provides a higher level of data utility than existing
methods for trajectory data publication.
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