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Problems & Ideas
• Robustness of deep NLP models:

– Deep NLP models have shown vulnerability to adversarial examples.

– Existing attacks are limited to synonym perturbation space.

• Ideas: Utilize prompting to explore more possible robustness
defects of PLM-based models and achieve light-weight robust
training.

Prompt-based adversarial example generation first constructs a prompt text consisting of two parts: an input text with some

unfilled slots and an additional text with a malicious purpose. Then, a PLM fills in the unfilled slots and generates adversarial

examples directly. Prompt-based robustness enhancement substitutes the adversarial example generation step with the prompt

embedding generation process.

Feeling of joy __ __ surprises.It is a bad movie Feeling of joy and get surprises.
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Experimental Results
• Generate more diverse and fluent adversarial examples.

• Enhance robustness with a light-weight training framework.

PPL: the metric of language fluency. Disj: the ratio of examples that are attacked successfully by our method (PAT) but failed by

other methods.

Acc: clean accuracy. Succ: the ratio of successful attacks. Rob: robustness accuracy.


