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Problems & Ideas

* Robustness of deep NLP models:
— Deep NLP models have shown vulnerability to adversarial examples.
— Existing attacks are limited to synonym perturbation space.

* |deas: Utilize prompting to explore more possible robustness
defects of PLM-based models and achieve light-weight robust
training.

--------------------------------- Adversarial Example Generation ~------------------ - - - ---———————-

Normal example [ Feeling of joy Wlth big surprlses

Mask

Trigger Candidate example
[ It is a bad movie I Feeling of joy ___ surprises. ]—.— Feeling of joy and get surprises.]

--------------------------------------- Robustness Enhancement -- - - - - - - - - - - - - -----—-———-—--~—-—-——-~---
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Prompt-based adversarial example generation first constructs a prompt text consisting of two parts: an input text with some
unfilled slots and an additional text with a malicious purpose. Then, a PLM fills in the unfilled slots and generates adversarial
examples directly. Prompt-based robustness enhancement substitutes the adversarial example generation step with the prompt

embedding generation process.



Experimental Results

* Generate more diverse and fluent adversarial examples.
* Enhance robustness with a light-weight training framework.

BERT RoBERTa BART BiLSTM
Dataset Attack

Succ PPL| Sim  Disj  Succ PPL| Sim  Disj  Succ PPL] Sim Disj  Succ PPL] Sim Dis;j

TextFooler  48.35 60049 99.92 - 41.99 62046 99.93 - 4421 629.23  99.28 - 69.70 694.67 99.14 -

SemPSO 73.63 708.28 98.65 - 69.06 763.90 98.65 - 46.32 72901 98.64 - 88.27 100.52 98.26 -

MR BERT-Attack 4896 463.82 95.16 - 47.13 52836 9532 - 61.05 529.11 9517 - 5272 47218 95.18 -
PAT 4302 39577 9793 1935 55.00 40472 9835 2525 5875 38234 9826 23.17 42.04 419.26 98.01 20.15
PAT* 5531 59032 9526 2284 63.82 60074 96.63 27.38 69.62 58023 9693 2540 5096 57482 98.52 22.66

TextFooler  82.63 191.90 99.74 - 79.13 19274 99.52 - 56.98 19212 99.62 - 86.24 18858 99.15 -

SemPSO 92.51 183.74 98.32 - 8545 190.26 98.62 - 2326 19025 98.02 - 95.83 183.74 98.06 -

IMDB  BERT-Attack 8022 13236 96.14 - 77.42  140.62 96.92 - 66.28 14286 96.18 - 82.24 10826 96.63 -
PAT 30.27 9396 9694 1262 2623 99.56 9870 16.82 29.07 9547 9832 16.11 3846 81.22 9853 1623
PAT* 53.51 14849 9631 1592 60.72 160.62 9529 20.17 5471 15026 96.85 21.03 5549 14746 98.72 18.63

TextFooler  69.94 1023.13 99.72 - 64.64 1000.73 99.56 - 4091 100026 99.25 - 75.16 1322.70 99.73 -

SemPSO 71.10 456.09 98.26 - 75.69 509.72 9775 - 4432 50071 98.02 - 80.54 504.62 97.83 -

SNLI BERT-Attack 59.77 317.36 97.13 - 63.53 38244 97.05 - 5227 35659 97.02 - 69.13 41592 96.27 -
PAT 6629 127.82 98.01 23.61 70.22 14233 99.62 2625 7021 13022 9942 2537 6485 11667 98.01 2722
PAT* 84.00 60243 9414 2591 88.14 620.67 9571 31.27 86.83 60065 9538 30.63 83.64 45999 O98.83 26.34

PPL: the metric of language fluency. Disj: the ratio of examples that are attacked successfully by our method (PAT) but failed by
other methods.

BERT RoBERTa
TextFooler SemPSO BERT-Attack PAT TextFooler SemPSO BERT-Attack PAT
Acc  Succl] Rob Succl] Rob Succ) Rob Succ]l Rob Acc  Succ] Rob Succl] Rob Succl] Rob Succl Rob

Original 89.60 4835 46.52 73.63 24.13 48.96 4591 43.02 51.04 89.03 4199 5253 69.06 28.03 47.13 4572 5500 40.64

MR Adv 88.00 4022 5213 73.08 24.62 47.13 46.87 43.82 49.13 87.44 3520 58.24 6425 3242 4513 4805 60.00 37.17
ASCC  89.03 41.67 5251 7212 25.18 45.63 47.83 4033 54.02 87.21 3345 5950 57.14 40.02 39.82 5213 53.82 4144

Ours 88.57 3833 55.53 66.01 30.64 40.01 5327 3687 56.52 8622 3152 63.03 40.76 54.57 33.14 59.76 4841 45.26

Original 93.68 8263 1648 9251 7.01 80.22 1825 30.27 6572 92.09 79.13 1822 8545 11.12 7742 1921 2623 67.09

IMDB Adv 91.00 3895 5835 5842 38.54 5532 4212 2812 6553 9150 37.11 48.02 4098 51.03 4415 5034 2492 69.63
ASCC 91.02 3628 6132 5562 41.16 52.11 3896 23.01 7046 92.05 3628 49.13 3591 5727 4294 5207 2374 6847

Ours 9220 26.80 7133 46.18 50.26 4527 51.010 1271 80.52 92.02 7.89 87.53 20.00 76.29 21.24 7503 14.52 81.57

Original 86.77 6994 26.00 71.10 2535 59.77 36.11 6629 2942 88.74 64.64 3215 7569 2203 6353 3325 7022 26.53

SNLI Adv 82.53 5298 39.51 5417 38.22 4463 4782 6518 29.08 88.64 5434 3847 70.61 27.84 5727 3501 6852 31.17
ASCC 8413 5263 4151 4612 4426 4218 5027 6502 31.14 87.64 53.12 4031 6642 30.73 5502 3729 6872 3198

Ours 84.01 50.18 43.86 43.14 4742 3885 5316 62.82 3456 8771 4535 4732 50.13 4523 4874 4438 65.82 36.71

Acc: clean accuracy. Succ: the ratio of successful attacks. Rob: robustness accuracy.



