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Problems & Ideas
• The question of how to improve differential-neural cryptanalysis:

– Design the most reasonable and effective neural network for Simeck.

– A fair and reasonable comparison of the performance of differential-
neural distinguisher and DDT-distinguisher.

• Ideas: Use multiple parallel convolutional layers to capture the 
multi-dimensional features of the ciphertext, improve the 
performance of the distinguisher.

The network architecture for Simeck32/64.Module 2:Each convolutional block consists of two layers of 2Nf filters. Each block

applies first the convolution with kernel size ks, then a batch normalization, and finally a rectifier layer. At the end of the

convolutional block, a skip connection is added. It transfers the result to the next block. After each convolutional block, the ks

increases by 2 where ks=3.The number of convolutional blocks is 5 in our model.



Main Contributions
• Contributions:

– Modify the Inception neural network according to the round function 
of Simeck32/64; Use multiple-ciphertext pairs as input of the neural 
network to capture the connections between ciphertext pairs .

– Compute the full distribution of differences induced by the input 
difference (0x0000, 0x0040) up to 13 rounds for Simeck32/64. 

– Improve the 15-round and launch the first practical 16-, 17-round key 
recovery attacks for Simeck32/64 based on Neural Distinguisher.


