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Problems & Ideas
The ciphertext search phase can also be divided into two 

parts. First, the user's access permissions are detected, 
and then the matching degree between the target 
keywords and the ciphertext keywords is checked, instead 
of performing a permission check for each target 
keyword. , This also greatly reduces the computing 
pressure of the cloud server.



Problems & Ideas
• Problems in previous ABKS schemes

– The search algorithm requires that each keyword to be identical 
between the target keyword set and the ciphertext keyword set, 
otherwise the algorithm doesn't output any search result, which is not 
conducive to use. 

– These schemes are vulnerable to what we call a peer-decryption 
attack, that is, the ciphertext may be eavesdropped and decrypted by 
an adversary who has sufficient authorities but no information about 
the ciphertext keywords. 

• Ideas: The search algorithm should be divided into two parts.
– User’s access authority is verified at first. 

– Then, check the correlation between the target keywords and the 
ciphertext keywords is checked. 



Main Contributions

• In ABDKS,  the search algorithm 
requires only one keyword  to be 
identical between the two 
keyword sets and outputs the 
corresponding correlation which 
reflects the number of the same 
keywords in those two sets.

• The ABDKS is resistant to peer-
decryption attack, since the 
decryption requires not only   
sufficient authority but also at 
least one keyword of the 
ciphertext.

• The ABDKS shifts most 
computational overheads from 
resource constrained users to 
fog nodes.


