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Abstract Mobile ad-hoc networks (MANETs) and wireless

sensor networks (WSNs) have gained remarkable apprecia-

tion and technological development over the last few years.

Despite ease of deployment, tremendous applications and

significant advantages, security has always been a challeng-

ing issue due to the nature of environments in which nodes

operate. Nodes’ physical capture, malicious or selfish behav-

ior cannot be detected by traditional security schemes. Trust

and reputation based approaches have gained global recog-

nition in providing additional means of security for decision

making in sensor and ad-hoc networks. This paper provides

an extensive literature review of trust and reputation based

models both in sensor and ad-hoc networks. Based on the

mechanism of trust establishment, we categorize the state-

of-the-art into two groups namely node-centric trust mod-

els and system-centric trust models. Based on trust evidence,

initialization, computation, propagation and weight assign-

ments, we evaluate the efficacy of the existing schemes. Fi-

nally, we conclude our discussion with identification of some

unresolved issues in pursuit of trust and reputation manage-

ment.
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1 Introduction

The interest of research community has significantly in-

creased in ad-hoc and sensor networks during last few years.

The nodes in these networks are self organized in order to

provide flexible topology for the dissemination of gathered

information. Such networks have been used in variety of

applications such as military surveillance, emergency ser-

vices, commercial and civilian environments [1]. The major

objective of providing security in any network, whether wired

or wireless, are to defend the network resources against vari-

ety of attacks, such as denial of service (DoS) attack, worm-

hole attack, blackhole attack, routing table overflow and poi-

soning attack, packet replication attack, grayhole attack and

modification of packets attack [2–4]. Sensor nodes are placed

in large numbers in hostile environment, which makes diffi-

cult to protect against tampering or captured by an adversary

force that can launch insider attacks to make a node com-

promised and can have easy access to valid keys and mem-

ory contents [5]. Then, an adversary can learn contents of

memory and have access to valid secret keys stored in the

compromised nodes and use them to launch insider attacks.

Protocols and algorithms based on traditional security mech-

anisms such as authentication [6], encryption and cryptogra-

phy are not suitable for WSN as these mechanisms assumes

that all participating nodes are cooperative and trustworthy

and also require extensive computation, communication and
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storage [7]. In recent years, the concept of trust and reputation

has been applied to field of wireless communication networks

to monitor varying behavior of nodes and counter insider at-

tacks. Reputation and trust are two very useful tools that are

used to facilitate decision making in diverse fields. Trust

based security is a new way of providing security without us-

ing cryptography approaches [8]. Trust in the field of wireless

communication networks may be defined as degree of relia-

bility of other nodes performing actions [9,10]. Trust and rep-

utation management systems (TRMs) can be used to assists

wireless networks in decision making process. Trust between

the nodes in maintained by recording the transactions of a

node with other nodes in the network, either directly or in-

directly. A trust value will be calculated from the record that

aids sensor nodes to deal with uncertainty about the future ac-

tions of other nodes. Trust based approaches are very useful

to deal with node misbehavior. The problem to address un-

certainty in decision making is dealt with trust and reputation

management systems by maintaining past behavior of nodes

[11]. If a node holds a good reputation it will be forwarded

with packets and considered as trustworthy node; otherwise,

it will be considered untrustworthy. The words trust and rep-

utation has been commonly used in our personal and business

dealings. The repute of a person in established from the ac-

tions performed previously and it goes on increasing with the

time if he or she remains consistently sincere in their deal-

ings. The same idea is applied in trust and reputation based

systems; a well reputed node is chosen for communication in

neighborhood. Trust based approaches has been widely used

in popular wireless communication networks such as WSN

[12–16], MANET [17–20], DTN [21–23], VANET [24] and

wireless multimedia sensor networks (WMSNs) [25].

Various surveys on very subject have been conducted in

different domains [11,16,26–32]. In [11,26,30] analysis to

trust models is restricted to only mobile ad-hoc networks. In

[28], diverse applications of trust and reputation based sys-

tems are discussed in general wireless communication net-

works. A survey on trust based protocols, limited to secure

localization, in WSN is presented in [31]. An overview of

trust applications has been presented in [29], but not related

to WSN. In [32], authors have compared some trust and rep-

utation based systems, but most of the discussed literature is

not recent. The authors in [16] highlighted some practices in

developing trust and reputation models, but detail discussion

on working of referenced models is lacking.

On contrary, this paper aims to deal with aforementioned

limitations and provides a focused study on trust and repu-

tation systems for both mobile ad-hoc networks and wire-

less sensor networks. This study also discuss in detail how

trust and reputation systems are modeled, what elements are

involved in the design of trust and reputation systems and

how these systems can be effective to provide better secu-

rity. Some of the latest mechanisms for trust and reputa-

tions based systems are compared and their pros and cons are

also discussed. The rest of the paper is organized as follows:

Section 2 presents the node misbehavior and comparison of

various types of attacks in ad-hoc and sensor network. In

Section 3, some design parameters for trust and reputation

based systems are summarized. Section 4 presents compara-

tive analysis of trust and reputation based schemes for both

ad-hoc and sensor networks. In Section 5, we identify some

unresolved issues in pursuit of efficient TRMs in ad-hoc and

sensor networks. Finally, Section 6 concludes our discussion

of TRMs along with future directions.

2 Node misbehavior and types of attacks

In ad-hoc and sensor networks, it is very important to se-

cure each node [33]. An adversary may overtake some criti-

cal nodes and inject malicious behavior, which leads to reve-

lation of secure information and collapse of entire network

[11]. There are two common types of misbehaving nodes:

selfish nodes and malicious nodes [34]. If a node does not

cooperate in packet forwarding due to some resource con-

straints, such as low memory or battery life, it is said to be

selfish node. A selfish node may not have any intention to

destruct the system; an adversary may reprogram a compro-

mised node to behave selfishly. On the other hand, a mali-

cious node has an objective to destruct the system badly, even

at the cost of its own resources.

The security attacks in ad-hoc and sensor networks may be

compared and classified from multiple perspectives. One way

of classifying attacks is based on capabilities and resources

an adversary has in his possession. In this type of classifi-

cation, attacks may be classified as outsider (external) attack

and Insider attack. In outsider attack, attacker lacks authenti-

cation and key information and such type of attack can easily

be dealt with classical security mechanism such as cryptog-

raphy, encryption and authentication. In insider attack, an ad-

versary already has all key and cryptographic information,

therefore such type of attack cannot be dealt with traditional

security measures. Another classification is based on adver-

sary’s intention to destruct the system. The attacks may be

classified as trust management (TM) related attack and net-

work related attack. The intention of TM related attack is to
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degrade the performance of trust management system which

leads to the inaccurate decisions. For example, in trust aware

routing mechanisms, if misbehaving nodes are not properly

detected and isolated by trust management system, then these

nodes may become part of selected routing path and perform

malicious activity. In network related attack, the intention of

an adversary is to destruct overall performance of network

by intentionally dropping data packets, energy drain and re-

porting incorrect sensed data. Such attacks can be detected

and prevented by trust management system. For example, a

blackhole attack intentionally drops all the received packets,

which in results degrade the overall network performance in

terms of packet delivery ratio. Yet another way to character-

ize attacks is based on perspective of the efficacy of coun-

termeasure, such as, traditional security solutions and trust

based security solutions, to prevent attacks. Table 1 presents

the comparison of security attacks in context of aforemen-

tioned perspectives. It is analyzed that trust-based security

solutions provide better resistance capability against major-

ity of attacks, either insider, TM related or network related.

While traditional security measures cannot provide protec-

tion against insider attacks.

3 Design of trust and reputation systems

In this section, we discuss some critical factors used for trust

establishment such as bootstrapping, trust evidence, trust

evaluation and decision making [55] in both node-centric

trust models and system-centric trust models. The bootstrap-

ping is the initial step of any TRM system. Mostly there are

three ways in which a TRM may be initialized, mentioned as

below:

i) Nodes are considered to be trustworthy when initialized

with high trust values.

ii) Nodes are considered to be neither trustworthy nor un-

trustworthy when initialized with neutral trust values.

iii) Nodes are considered to be untrustworthy when initial-

ized with low trust values.

Some of the schemes in the literature that assign high

trust value to nodes are [18,56–59]. Similarly, the schemes

Table 1 Comparison and classification of attacks in ad-hoc and sensor networks

Attacks Insider External TM-Related
Network-

related

Traditional

security

solutions

efficacy

Trust-based

solutions

efficacy

Attacking behavior

Wormhole
√ × × √ × √

Capture packets at one end (source) and tunnel them to other
end (destination) and replay them. Colluding nodes may also
redirect traffic to a slow link to cause congestion and delay
[35–37]

Sybil
√ × √ × × √

An attacker node may use multiple network identities to repre-
sent itself as more than one node in the network [38]

Grayhole
√ × × √ × √

A variant of blackhole attack, which drops packets randomly
or selectively [39–41]

Blackhole
√ × × √ × √

A misbehaving node claim itself to be the most suitable candi-
date to forward packets but drop all the received packets [42–
46]

Routing loop × √ × √ √ × An attacker node may alter routing information contained in
the packets, for example, number of hops to reach destination
[47]

Packet injection × √ × √ √ × A packet may be injected with false data such as incorrect
source and destination addresses [48]

Conflicting behavior
√ × √ × × √

Different behavior for different set of nodes [49]

Packet delay × √ √ × √ √
An attacker node may forward packets with random delay

Bad-mouth
√ × √ × × √

An attacker node spread false information about trustworthy
node to decrease its trust rating [50]

Selfishness
√ × √ × × √

An attacker node refuses to take part in packet forwarding to
preserve its battery resource [51–53]

On-off attack
√ × √ × × √

A malicious node alternatively switches the behavior between
trustworthy and untrustworthy node to keep trust level above
threshold [54]

DoS
√ √ × √ √ √

Huge amount of routing packets are flooded throughout the
network
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discussed in [12,47,49,60–69] assign neutral trust value

whereas [70] are based on low trust value. The trust value of

a node may either increase or decrease depending on the be-

havior of node. The trust models initialized with high trust

rating may take some considerable amount of time to de-

crease the trust rating of misbehaving node and declared it

as untrustworthy. Similarly, trust models initialized with low

trust values may take reasonable amount of time to increase

trust rating of behaving node and declared it as trustworthy.

Therefore, most the schemes available in the literature are

initialized with neutral trust rating. Based on the node’s own

experiences and observations a node decides the trustworthi-

ness of other nodes.

In TRMs, trust evaluation is based on either of trust evi-
dence methods: direct trust [firsthand information], indirect
trust [secondhand information] or both direct and indirect
trust. The schemes presented in [12,47,56,57,62,66–68,70]
employ both direct and indirect trust mechanism, where
as schemes presented in [13,18,49,58–60,63–65,69,71] and
[72,73] exploits direct trust only and indirect trust only, re-
spectively, in their trust establishment mechanism.

A node gathers direct trust by its own personal experiences
with other neighboring nodes through direct interaction. On
the other hand, indirect trust is gathered by a node from other
node’s experiences with the subjective node. The use of indi-
rect trust makes the reputation build-up process fast, but on
the other hand, it makes the TRM system vulnerable to false
report attack. Therefore, most of the studies available in the
literature exploit direct trust information only in their reputa-
tion mechanism.

Many researchers have proposed variety of trust com-
putation approaches. The probability-based approaches
[13,49,61,63,65,68–70,73–76] have been widely used in

TRM systems. The beta distribution is most frequently used

probabilistic trust computational approach in TRM systems

due to its simplicity, flexibility and easy estimation. The

beta distribution represents trust as binary transactions such

as positive or negative and cooperative or non-cooperative.

Other probability based distributions are: Gaussian, Poison

and Binomial distributions. Game theory-based approaches

[60,62,77–80] provide the way to mathematically capture

the behavior of an entity and analyze situations where co-

operating and non-cooperating entities coexist. The packet

forwarding activity among the nodes is modeled as games.

In these approaches, decision maker focus on knowledge

and experience of other decision maker’s behavior and re-

peated non-cooperative game is being played between the

participants based on selfish behavior. Weighting-based ap-

proaches [12,47,49,57,58,67] aggregate the results obtained

from nodes and assign different weights to different observed

quantities. Neural network-based approaches [81–84] have

been commonly used in distributed, P2P environment and e-

commerce communities to build trust and reputation among

participating entities. To the best of our knowledge, neural

network-based approaches have not been widely used in ad-

hoc and sensor networks. Bayesian-based approaches [85–

90] use Bayesian theory as trust computation methodology,

as it is in total compliance with concept of trust computation.

In order to make a posterior inference of an even, it makes use

of prior probability of that event. Entropy-based approaches

[54,91] define trust metric based on entropy. Entropy is a

measure of uncertainty. Entropy based models measure the

trustworthiness of a node based on the degree of consistency

of node’s behavior pattern. The scope of this study is lim-

ited to probability-based, game theory-based and weighting-

based approaches.

The decision made by decision making component of

TRMs can be used for excluding misbehaving nodes and

selecting trustworthy nodes for mutual interaction. There

are three types of decision making methods: ranking-

based, weight-based and threshold-based [55]. The de-

cision making methods posses hybrid nature, it may

be combination of ranking-based and threshold-based or

weight-based and threshold-based. In ranking-based meth-

ods [18,49,57,60,68,70,73], the nodes are ranked in either

of type: trustworthy node or untrustworthy node accord-

ing to trustworthiness value (base for trust computation). In

weight-based methods [12,47,49,58,62,67,69,70]. The repu-

tation values collected from nodes are aggregated to form a

collective decision about the environment being monitored

such as D =
∑N

i=1 riwi, where D is the collective deci-

sion, ri represents the reputation value of node i and wi is

the weight assigned to the result reported by node i, where

i = 1, 2, . . . ,N. The major objective of threshold-based meth-

ods [12,47,58,60,63,64,68,69] is to filter out the information

reported by other nodes. If trust value of a node is lower than

certain threshold, such as T < φ, the node is considered to be

malicious. Most of the TRMs, use 0.5 as intuitive threshold

value for trustworthiness representation in the range of {0, 1}.
The actual threshold value depends on the network dynamics.

Figure 1 presents the summary of trust establishment factors,

discussed in various literatures.

4 Comparison and classification of trust and
reputation based schemes

In this section, various reputation and trust-based models for
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Fig. 1 Summary of trust establisment factors

sensor and ad-hoc networks have been reviewed and orga-

nized into two groups: node-centric trust models and system-

centric trust models. To get a better insight of trust modeling,

it is worthwhile to provide an overview of node-centric trust

models and system-centric trust models.

4.1 Node-centric trust

The essential goal of any trust and reputation based systems is

to facilitate the nodes to predict the behavior of other nodes

and provide secure mutual interaction. The trust among the

nodes may be established either by directly observing be-

havior of node or reputation information provided by other

nodes. In most of the trust based frameworks, a central trusted

entity is not available; therefore, a node must possess de-

cision making capability to revise its strategy of interaction

and filter indirect information reliably. The node-centric trust

refers to the trust a node has in another node. A node based

trusted systems consists of following components, each com-

ponent can be considered as step for the trust computation

process.

• Information collection Whenever a node transmits packet

to its neighbor node, the watchdog mechanism [92] places

the sender node in promiscuous mode to verify whether the

neighbor node has forwarded the packets or not. The working

mechanism of promiscuous mode is shown in Fig. 2.

Fig. 2 Promiscuous mode

The sender node increments trust rating in its database if

it observe that neighboring node has successfully forwarded

the packet. Otherwise, trust rating is decremented if packet is

dropped by neighboring node.

When a node A forwards a packet to its neighboring node

B, it monitors the behavior of node B in promiscuous mode.

Whenever node B forwards the packet, a copy of packet is

also received by node A. Node A verifies the contents of

packet with its buffer contents, if both contents are matched,

node A update trust rating for node B.

• Information sharing This component is concerned with

dissemination of firsthand information to neighboring nodes.

The disseminated information is called secondhand informa-

tion. The secondhand information is disseminated in the net-

work either at periodic time interval or at the occurrence of

some event or change in the network. The utilization of sec-
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ondhand information is very beneficial for trust and reputa-

tion based systems such as: it enables the node to learn from

each other’s mistakes, consistent view of trust in network

is established and makes the reputation process to build up

quickly [7]. Despite the aforementioned usefulness of sec-

ondhand information, it makes TRM system target of false

report attack. The solution to avoid such vulnerability is

to share either negative information or positive information

about the node.

The limitation with mentioned solution is that system be-

came vulnerable to false praise attack when nodes only share

positive information and cannot exchange their bad experi-

ences with other nodes [62]. In the same way, system be-

comes vulnerable to bad-mouth attack when the nodes only

share their bad experiences [56]. There is another possibility

to avoid such consequences is not exchange any information.

The authors in [71] presents a model that established repu-

tation based on its own experiences [firsthand information]

while does not rely on neighboring nodes to share their expe-

riences (secondhand information). Although, the mentioned

solution is highly robust against false report attack but suffers

from some weaknesses such as: it allows the malicious nodes

to remain in the systems longer, system takes more time to

converge its reputation database and it takes some time to

decrease reputation value for malicious nodes. Some reputa-

tion frameworks like [68] and [70] make use of both positive

and negative information by incorporating firsthand and sec-

ondhand information along with different weights assigned to

different information.

• Information mapping to the trust model In this step, first-

hand and secondhand information is combined to form trust

and reputation metric. Nodes collect firsthand information by

directly interacting with other nodes, therefore, to incorporate

it into reputation metric does not requires extensive compu-

tation. However, this is not applicable to secondhand infor-

mation because it is provided by other nodes. There might be

the case that node providing secondhand information could

be compromised and provide spurious information about nor-

mal node. Therefore, some mechanism must be used to check

the credibility of reporting node. One of the techniques called

deviation test is provided by [28] and represented as Eq. (1):

|E(Beta(α, β)) − E(Beta(αF , βF))| � d. (1)

In Eq. (1), α and β are the parameter of beta distribution

which defines the good and bad behavior of nodes, respec-

tively. The current trust value node A has about node B is

measure by expectation value E(Beta(α, β)), whereas new

trust information about node B provided to node A by node

C is measured by E(Beta(αF , βF )). Where d is a threshold

value. If reporting node qualifies left-hand side of inequality

of deviation test in a way that it produces a value less than d

and the information is incorporated in reputation metric.

To evaluate the credibility of secondhand information, va-

riety of statistical model has been used in trust and repu-

tation systems. For example, Dempster-Shafer belief theory

[93] and discounting belief principle [94] has been used in

[70] to incorporate secondhand information. The Binomial,

Poison and Gaussian distributions are other statistical tools

used in other trust models. However, beta distribution has

been widely used in the field of TRMs. It was first used by

[95]. The probability density function of beta distribution is

represented by the Gamma function in Eq. (2):

P(x) = Beta(α, β) =
[α + B]
[α] [β]

xα−1(1 − x)β−1,

∀0 � x � 1, α � 0, β � 0. (2)

where α and β represents the good and bad behavior of a node

respectively. Equation (2) presents another way of measuring

the consistency of data by a reporting node.

Another important issue in trust evaluation is how much

weights may be assigned to recent and past observations.

Some framework tend to give more weight to past observa-

tions [62] while other framework tend to give more weight to

recently collected information [70].

• Decision making This component is responsible for mak-

ing all the decisions involved in trust and reputation based

systems. The decisions are based on the information given by

trust mapping module (precompiled trust values). The out-

come of this component is binary decision represented as 1

or 0 that could be translated to cooperate or not to cooperate,

good or bad behavior and forward or not to forward, respec-

tively. Figure 3 graphically illustrates the trust computation

process at node-centric trust.

The decision made by this component varies from trust to

not-trust, as the reputation values evaluated by information

modelling component varies. A node previously holding a

good repute may not be trusted any more, if its reputation

value falls below threshold. Similarly, decision can switch

from not-trust to trust, if a node initially holding bad repute

start cooperating in packet forwarding and its trust values ex-

ceed specified threshold.

4.1.1 Node-centric trust based schemes

RFSN1) , a distributed trust model is the first reputation model

1) RFSN stands for reputation based framework for sensor networks.
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Fig. 3 Node-centric trust computation process

designed for WSN [70]. RFSN exploits both firsthand and

secondhand information to compute reputation metric. Only

positive information is disseminated among the sensor nodes.

A node gathers firsthand information by monitoring neigh-

boring node using watchdog mechanism. The secondhand in-

formation gathered from reputed node is accompanied with

weight factor and combined with firsthand information. The

Beat distribution model is used for overall trust computa-

tion. Finally, based on the trust value final decision is made

whether to trust a node or not. The reputation value for node

Q evaluated by node P is represented in Eq. (3):

Rpq = Beta(αnew
q + 1, βnew

q + 1), (3)

αnew
q = (wage × αq) + x, (4)

βnew
q = (wage × βq) + y, (5)

where Rpq is the reputation value computed by node P for

node Q. Assume two nodes have x + y interactions, where

x and y represents successful and unsuccessful interactions

respectively. wage represents the weight given to recent ob-

servation in the range of {0, 1}. In Eq. (4), αnew
q represents

the possibility that node Q has good repute and computed by

multiply wage with positive behavior (αq) of node Q and then

adding with successful recent interactions (x) performed be-

tween nodes P and Q. βnew
q represent possibility that node Q

has bad repute and also computed in the same way as rep-

resented by Eq. (5). Finally, node P has to make decision

whether to cooperate with node Q or not. The decision is re-

ferred to as Bpq, as illustrated in Eq. (6), behavior of node P

towards node Q and it is a binary value either 1 (cooperate)

or 0 (do not cooperate). The trust value Tpq is used to make

decision as follows:

Bpq =

⎧
⎪⎪⎨
⎪⎪⎩

Cooperate, Tpq � Bpq,

do not cooperate, Tpq < Bpq.
(6)

In wireless sensor network, it is utmost important for the

nodes to exchange accurate coordinate information about

their location. A misbehaving node, for the purpose to keep

itself undetected, may exchange false coordinates informa-

tion. Therefore, it paved the way for the applicability of trust

in secure localization. In [68] authors proposed a distributed

trust framework, called DRBTS2) , for secure localization of

nodes. There are two types of nodes in model: the beacon

node (BN) and sensor node (SN). BN have pre-determined

information about its location, whereas a mathematical tri-

angulation method is used for determining the location of a

SN [7]. In triangulation, sensor node broadcast location re-

quest message and wait for specific amount of time. Beacon

node responds with its location coordinates and reputation

information for each of its neighbor nodes. SN exploits the

location information provided by BN and compares the co-

ordinates with its true location. If the difference is between

the ranges of error, BN is considered to be trustworthy. Oth-

erwise, it is considered as malicious and its trust rating is

decreased. DRBTS enables the sensor nodes to exclude ma-

licious beacon nodes propagating false location information.

In [96] proposed a trust-ware routing protocol, ambient

trust sensor routing (ATSR), to defend against routing at-

tacks. ATSR is trust based version of GPSR [97]. The beacon

messages are periodically broadcasted by each to announce

its node ID, location coordinates and remaining energy. The

reputation request messages are periodically multicasted to

direct neighbors to collect indirect trust information. In re-

sponse of reputation request message the neighbor node re-

spond with reputation reply (unicasted to requesting node).

In order to evaluate neighboring nodes, each node maintains

some trust metrics as: forwarding behavior, distance and re-

maining energy. Each node monitors the packet forwarding

behavior and distance with 1-hop neighbor nodes. The total

trust is computed by integrating direct and indirect trust val-

ues. ATSR incorporate energy metric in routing decisions in

a manner that before forwarding packet to next-hop neighbor,

its remaining energy is verified. If energy level is above de-

termined threshold it is selected in routing path, otherwise it

is discarded from routing process. The performance compar-

ison between ATSR and GPSR illustrate that packet loss in

GPSR increases significantly with the increase of malicious

nodes. However, ATSR suffers from increased latency due

2) DRBTS stands for distributed reputation-based beacon trust system.
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to selection of alternate routes, as connected routes contain

malicious nodes. The memory requirement for ATSR also in-

crease as it needs to store indirect trust values. Moreover, if

the node mobility is very high it may also increase packet loss

and trust buildup mechanism time.

A trust-based approach [60], based on DSR routing, is rec-

ommended to minimize the overheads of intruder detection

system and detect the abnormal behavior nodes. The pro-

posed model uses the repeated games to detect malicious

nodes through the cooperative effort in the sensor network

and judges the trust of successive nodes. The model for trust

relation among the nodes was presented and prediction of a

trusted node in the path was discussed using game model and

automatic collaborative filtering approach. The trust level is

calculated as the difference of packets received to transfer of

packets by that node. Each node maintains a rating of its suc-

cessive node. If the ratings of a node are above the threshold

(expected minimum error rate), then the current node contin-

ues to transfer the packets. Game theory based model are not

suitable to completely resolve trust problems in WSN, as it is

not a predictive tool for the behavior of nodes but a suggestive

tool for how nodes ought to behave. Moreover, WSN almost

employ one-way transmission (sensor nodes to base station)

but the prerequisite to apply game theory is bi-directional be-

havior [10].

A cluster based trust aware routing scheme for wireless

sensor network have been proposed in [57] which distinguish

malicious nodes from trusted nodes. This is done by calcu-

lating the trustworthiness or reputation of each element of

the network which serves as a measure to gauge the credibil-

ity of that element. This trust value changes according to the

data sent by each element. A three-tiered hierarchal architec-

ture has been used that consist of three types of nodes: sen-

sor nodes, aggregator nodes and cluster heads. Cluster heads

are elected on the basis of one-hop distance to the base sta-

tion. Trust value depends upon three factors: battery, sens-

ing communication and variation. Weights K1, K2 and K3

are assigned to these factors. This scheme has certain limi-

tations. What if the energy level of cluster head is below cer-

tain threshold, it will deplete early and will not be able to take

part in routing. Also no mechanism is defined if cluster head

nodes are compromised and behave abnormally. Secret keys

are generated that need extra storage and computations.

In [47] authors have proposed a routing framework, called

TARF, to protect replay of routing packets in multi-hop rout-

ing in WSN. The selection of next-hop node is based on en-

ergy and trust values of nodes. A database containing trust

and energy level values has been maintained for the known

neighbors. Each node has two main components running on

it: energy watcher and trust manager. The responsibility of

energy watcher is to record energy level values for all known

neighbors. To rule out a neighbor node from being selected as

next-hop node, a malicious node may propagate false energy

cost information about that neighbor. However, TARF en-

abled nodes detect and isolate malicious nodes based on the

low trustworthiness identified by Trust Manager. The respon-

sibility of trust manager is to keep track of trust values for

all neighbors based on data delivery notifications from base

station.

A novel trust based routing mechanism have been pro-

posed in [18] to mitigate black hole attack in ad hoc net-

works. The proposed model is based on trust correlation ser-

vice (TCS) mechanism. This aggregates and distributes the

trust among nodes that are participating in the wireless net-

work. The trust for a node is computed based on various fac-

tors such as node reputation, its ability to defend against var-

ious attacks and unauthorized resource utilization. A correla-

tion score for a pair of nodes is computed based on their in-

ternal trust, required level of trust, number of packet sent and

delivered to the destination. Dynamic source routing (DSR)

protocol [98] is modified to find a trusted route rather than the

shortest route between source and destination. The behavior

of DSR protocol with and without the black hole attack is

investigated. The formats of route request (RREQ) and the

route reply (RREP) of the DSR are modified to carry an ad-

ditional payload i-e the trust value of a node’s neighbor. Ac-

cording to authors, the proposed model though increases the

hop count performs better than DSR by roughly 13% with-

out compromising on security. The end to end delay remains

almost the same as compared to DSR even during an attack.

A trust aware routing framework for mobile ad-hoc net-

works, based on AODV routing [99], is proposed by [63] to

detect misbehavior in packet forwarding caused by malicious

nodes or congestion in active route. The trust of node is evalu-

ated by aggregating its packet forwarding ratio. If some mali-

cious or congested node involve in packet forwarding misbe-

havior in an active, the scheme establish other reliable route

and re-routes the packets on it. The trust aware scheme con-

sists of three essential components: reliability manager, route

setup and route maintenance. The responsibility of reliabil-

ity manager is to keep trust level information about neigh-

bor nodes in reliability database. The reliability manager in-

dentifies the malicious nodes dynamically by overhearing

packet transmission in promiscuous mode. The beta distribu-

tion model is used by reliability manager to evaluate positive

and negative behavior of nodes. The responsibility of route
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setup is to establish the shortest path to destination with all

reliable nodes. The end-to-end delay and reliability factors

are used as routing metrics. The responsibility of route Main-

tenance is to inform source node to establish another reliable

route, if some malicious or congested node behaves abnor-

mally in active route. The routing overhead and congestion

level increases due to increased number of route maintenance

calls.

A distributed trust management system [58] is proposed

for secure routing for detecting misbehaving nodes, which

also incorporates energy awareness in routing decisions.

Trust, energy and location information are combined to form

reliability metric. The protocol makes use of only direct trust.

All trust values are summed up in weighted manner to com-

pute total direct trust. Different weights are assigned to dis-

tance, energy, packet forwarding ratio and network acknowl-

edgment.

An energy efficient and trust based routing for MANET is

presented in [64]. The aim of presented scheme to provide a

robust trust based mechanism to solve the problem of node

misbehavior. The passive acknowledgement mechanism has

been used by the used to compute trustworthiness of other

nodes. The energy efficiency is also incorporated along with

the trust. Each node periodically computes its consumed en-

ergy during transmission and reception. A table called Get-

Trust is maintained by all the node in the network. The fields

in the table include TrustPres (present trust value of node),

TrustThres (threshold value for trust) and TrustLowest. All

nodes are initialized with neutral trust value. If a node ob-

served that neighboring node is cooperating in packet for-

warding, its TrustPres value will be incremented; otherwise,

it will be decremented.

Table 2 presents taxonomy of the aforementioned node-

centric trust models. We evaluate each model in terms of

bootstrapping mechanism, trust evidence and evaluation ap-

proach, attack models being addressed, weight assignments,

decision making criteria, routing protocol being used and en-

ergy consideration.

The rationale behind such organization is to aid readers in

choosing appropriate trust model in accordance with their re-

quirements and network dynamics. It is observed that most of

the models assign neutral trust value to the nodes in the net-

work. Furthermore, both direct and indirect trust information

is being used by most of the existing TRMs. In the most re-

cent models, the weight-based trust computation and decision

making has gained widespread applicability. The comparison

provides a quick reference to the recent trends in the research

and design of trust and reputation based frameworks.

4.2 System-centric trust

The system-centric trust refers to trust and reputation sys-

tems which include framework for trust and reputation eval-

uation model and means of punishing and rewarding mecha-

nism for misbehaving and good behavior nodes respectively.

Figure 4 illustrates the basic module for system-centric trust

model. As discussed in Section 4.1.1, computational methods

used in node-centric trust models evaluate the reputation and

trustworthiness of node based on past experiences. In these

models, if a node observes the malicious behavior of another

node, then observing node will decrease the trust rating of

node. This action taken by the nodes is only applicable in a

scenario where a node makes decision about trustworthiness

based on trust rating of node, but it will not prevent mali-

cious node from continuing its abnormal behavior. Therefore,

if such a mechanism is provided that enables a node to be

aware of the fact that abnormal or dishonest behavior could

result in significant punishments or being disqualified from

the network, nodes will behave reliably most of time. Thus,

punitive measures are employed by system-centric models in

their interaction mechanism for detecting malicious behav-

ior. In later discussion, some of system-centric trust models

available in literature are summarized.

4.2.1 System-centric trust based scheme

CORE3) [62] protocol is a distributed trust model proposed

to impose node cooperation in MANET based on a collabo-

rative monitoring technique.

Fig. 4 System-centric trust model

CORE is based on collaborative monitoring technique.

The nodes maintain firsthand and secondhand information

to compute reputation metric. It uses DSR routing proto-

col for route discovery mechanism and promiscuous mode

3) CORE stands for collaborative reputation mechanism to enforce node co-operation in mobile ad-hoc networks.
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Table 2 Taxonomy of node-centric trust models in ad-hoc and sensor networks

Ref. Bootstrapping Trust
evidence

Trust evaluation Attack model Weight
assignment

Routing

protocol
Decision making

Energy

consideration

[70] Nodes are ini-
tialized with low
trust value

Direct & in-
direct trust

Beta distribution sta-
tistical model

Bad-mouth attack Higher weight as-
signed to indirect
information

– Ranking and
weight based

No

[68] Nodes are initial-
ized with neutral
trust value

Direct & in-
direct trust

Beta distribution sta-
tistical model

Ballot-stuffing and
bad-mouth

Not assigned – Threshold and
ranking based

No

[96] Nodes are initial-
ized with neutral
trust value

Direct & in-
direct trust

Weighted sum of
distance, energy and
packet forwarding
ratio

Blackhole, gray-
hole, wormhole

Higher weight as-
signed to distance
metric

GPSR Threshold and
weighted-based

Yes

[60] Nodes are initial-
ized with neutral
trust value

Direct trust
only

Game theory query-
based trust computa-
tion

Selective forward-
ing attack

Not assigned DSR Threshold and
ranking based

No

[57] All nodes are
considered to be
trustworthy

Direct & in-
direct trust

Weighted sum of bat-
tery, sensing commu-
nication and data au-
thenticity

Packet injection
attack

Higher weight
assigned to au-
thenticity of data
(Variance)

LEACH Ranking-based Yes

[47] Nodes are initial-
ized with neutral
trust value

Direct & in-
direct trust

Weighted aggrega-
tion of positive and
negative information
along with loop
discovery & data
ACK information
given by base station

Sinkhole and
wormhole

Higher weight is
assigned to nega-
tive transactions

CTP [100] Threshold-based
and weight-based

Yes

[18] All nodes are
considered to be
trustworthy

Direct trust
only

TCS aggregates
and distribute trust
among the nodes

Blackhole attack Not assigned DSR Ranking-based No

[63] Nodes are initial-
ized with neutral
trust value

Direct trust
only

Beta distribution
model

Blackhole & gray-
hole

Weight mecha-
nism not utilized

AODV Threshold-based No

[64] Nodes are initial-
ized with neutral
trust value

Direct trust
only

Passive acknowledge
mechanism is used to
evaluate trust

Blackhole & gray-
hole

Weight mecha-
nism not utilized

AODV Threshold-based Yes

[58] All nodes are
considered to be
trustworthy

Direct trust
only

Weighted sum of dis-
tance, energy, ACK
and packet forward-
ing ratio

Blackhole, gray-
hole, integrity,
modification &
confidentiality
authentication

Higher weights
given to distance
and forwarding
in respective
scenarios

GPSR Threshold and
weighted-based

Yes

operations for collecting direct trust value of neighboring

nodes. The indirect trust is collected by exchanging repute

request and repute reply messages. The positive and negative

repute about the nodes are stored in trust table, maintained

by each node. The trust values for a nodes varies in between

–1 and +1. During network initialization phase, nodes are as-

signed with neutral trust values. Similarly, new nodes that

became part of network are also assigned neutral trust value

of 0. CORE exploits punitive measure in a way that when

a node B is being asked to forward packets for node A, the

node B evaluates the trustworthiness of node A. If it finds

the trust rating of node A is below specified threshold value,

node B not only rejects the service request of node A, but also

informs other nodes about possible DoS attack from node

A, which in result further reduce its reputation value. CORE

assigns higher weight to past experiences rather than recent

one. Therefore, it will not affect overall reputation of node if

it fails due to temporary network problem. However, a node is

considered to be malicious if it continuously misbehaves and

trust rating will decrease till it became negative. In CORE,

nodes have to continuously contribute to network traffic to

remain trusted, otherwise their reputation values will be de-

creased and they are excluded from the network. The mali-

cious nodes are punished temporarily, if a node starts behav-

ing in high cooperative manner its trust rating will increase

above specified threshold and it allow the node to become

part of the network again.

In order to make misbehavior unattractive in ad-hoc
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networks, CONFIDANT4) protocol is proposed by [56]. It

makes use of node-centric trust model to compute reputation

of nodes and exploit potential punishment mechanism for

the nodes having low trust rating then predetermined thresh-

old and results in permanent exclusion from the network.

The major objective of the protocol is to discourage mali-

cious behavior of the nodes. The nodes maintain firsthand

and secondhand information for other nodes. The dynamic

source routing (DSR) protocol is used for route discovery

process. In CONFIDANT, each node consists of four compo-

nents: i) Monitor, ii) Trust manager, iii) Reputation system,

and iv) Path manager. The monitoring component incorpo-

rate promiscuous mode to monitor packet forwarding behav-

ior of 1-hop neighbor nodes. The ALARMS messages are

also forwarded by monitor to trust manager for evaluation.

The trust manager is responsible for handling all incoming

and outgoing ALARM messages. The trustworthiness of the

node sending ALARM message has to be verified by eval-

uating its trust levels. Some of the other responsibilities of

trust manager includes: take part in route origination, allow-

ing a node to be the part of route and accept routing infor-

mation. The reputation system manages a table that keeps en-

tries for the nodes and their trust rating. A node is declared

as malicious node, presenting enough evidence of malicious

behavior, recorded at least threshold number of times. There-

fore, a node is not punished for accidental misbehavior due

to network faults such as link failure. The path manager is

the decision making component of CONFIDANT. It assigns

the trust rating to a path according to security metric. The

routing paths that lead to malicious nodes are deleted by path

manager after analyzing trust ranking. It also rejects the route

request for the path made by compromised node. CONFI-

DANT assigns different weights to accumulated trust ratings.

A higher weight is assigned to direct trust as compares to in-

direct trust. According to authors, the reason behind assign-

ing of such weight mechanism is that a node must trust its

own observation and experience more than the other nodes.

The nodes in the system only share bad experience (nega-

tive information) about other node. The major weakness of

this scheme is that nodes may suffers from bad-mouth attack.

Another limitation of the scheme is that after certain time-

out, malicious nodes become part of the system. This enables

compromised nodes to re-enter and attack the system. How-

ever, the compromised node is permanently disqualified from

the network when the number of attempts to attack the sys-

tem reaches a specified threshold. The inclusion of punitive

measure also requires that misbehaving nodes must be de-

tected accurately so that negligence on behalf of watchdog or

bad-mouth attack from malicious nodes may not result in per-

manent exclusion of well-behaving node from the network.

The nodes in sensor and mobile ad-hoc network have lim-

ited power resources; therefore, a selfish node may not co-

operate in packet forwarding to preserve its own resources.

Such act of selfishness degrades overall performance of wire-

less communication networks. To address this problem in

MANET, a scheme called SORI5) has been proposed by [59]

with the major objective to penalize selfish nodes and en-

courage packet forwarding. The key characteristics of the

schemes are: one-way-hash based authentication mechanism

has been used for the secure propagation of reputation val-

ues, node’s reputation is quantified by objective measures and

reputation values are only forwarded to neighboring nodes

rather than broadcasting to entire network. The scheme con-

sists of three components: monitoring, reputation propaga-

tion and punishment. The monitoring component is respon-

sible for observing behavior of neighboring nodes by using

promiscuous mode. The reputation propagation is responsi-

ble for recording and evaluating trustworthiness of neighbor-

ing nods. The trustworthiness of a node is evaluated by Eq.

(7):

RN(X) =
RFN(X)
HFN(X)

, (7)

where RN(X) is reputation of node N on node X; RFN(X) rep-

resents number of packets that node X has received from node

N for forwarding; HFN(X) represents number of packets no-

ticed by N and forwarded by X. The punishment component

is responsible for penalizing the selfish nodes. If the reputa-

tion value for the selfish node X is less than specified thresh-

old value, node N probabilistically dorps the packet origi-

nated from node X. Node N not only decreases the reputation

value of node X, but it also informs its neighbor node about

the selfish behavior of node X so that it may be punished by

all neighbor nodes.

Table 3 presents taxonomy of the aforementioned system-

centric trust models. We evaluate each model in terms of

bootstrapping mechanism, trust evidence, neighbor monitor-

ing mechanism, reputation propagation, punishment and re-

demption mechanism, attack models being addressed, rout-

ing protocol being used and energy consideration.

It is observed that CORE and SORI are more flexible than

CONFIDANT in terms of punitive measures and provide re-

demption mechanism in way that malicious node may return

4) CONFIDANT stands for cooperation of nodes - fairness in dynamic ad-hoc neTworks
5) Secure and objective reputation-based incentive.
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to system if they cooperate and behave properly in packet

forwarding. On contrary, CONFIDANT model has no such

provision and take severe action against malicious nodes in

the form of permanent exclusion from the network. It is also

observed that none of the aforementioned model gives con-

sideration to energy conservation in their mechanism which

makes them unsuitable for resource constraint networks such

as WSN, where energy is most critical factor.

Beside aforementioned classification, existing trust and

reputation based schemes can also be classified based on im-

portant design parameter for TRM such as trust computation

(TC).

On the basis of type of trust computation mechanism, ex-

isting TRM can be classified as follows:

i) Probability based schemes

ii) Weight based schemes

iii) Game theory based schemes

iv) Fuzzy logic based schemes

Table 4 provides the comparison of trust and reputation

schemes based on trust computation mechanism with pros

and cons.

In probability based trust computation models, trust is vi-

sualized as probability of expected behavior of a node. The

Beta distribution is most frequently used probabilistic trust

computational approach in TRM systems due to its simplic-

ity, flexibility, easy estimation and compatibility with trust

parameters. The beta distribution represents trust as binary

transactions such as positive or negative and cooperative or

non-cooperative. However, probabilistic trust models may in-

volve high computational complexity which is not desirable

for resource constrained nodes.

Weighting-based approaches provide simple and

lightweight computation methods to estimate trust. These

approaches aggregate the results obtained from nodes and as-

sign different weights to different observed quantities. How-

ever, accuracy of estimated trust should be verified as gran-

ularity of expressing trust may not be good when modeled

using weight-based approaches.

Fuzzy logic based trust computation methods are simple

and lightweight in nature. Fuzzy logic rules and membership

functions are used for trust computing. However, due to dy-

namic nature of trust phenomena the fuzzy logic inference

might be incompatible with trust management system. Trust

Table 3 Taxonomy of system-centric trust models

Ref. Bootstrapping Trust
evidence

Neighbor
monitoring

Reputation
propagation

Punishment
mechanism

Redemption
Routing

protocol
Attack model

Energy

consideration

[62] Nodes are as-
signed neutral
trust values

Both direct
and indirect
trust

Promiscuous
mode

Functional reputa-
tion is used to
evaluate trustwor-
thiness of node

Nodes with low trust
rating are deprived
of the service they
requested

Node becomes part
of the system again if
they behave in coop-
erative manner

DSR False praise
attack

No

[56] Nodes are
initialized
with positive
trust rating

Both direct
and indirect
trust

Promiscuous
mode

ALARM mes-
sages are sent to
neighboring nodes
and authenticity is
verified

Nodes with low
trust rating are per-
manently excluded
from network

No redemption for
the malicious nodes

DSR Bad-mouth
and false
report attack

No

[59] All nodes are
assumed to be
trustworthy

Direct trust
only

Promiscuous
mode

Reputation values
are updated peri-
odically by each
node

Packets from selfish
nodes are dropped
probabilistic-ally

If reputation values
exceeds threshold,
selfish node will not
be punished anymore

DSR Selfishn-ess
of nodes

No

Table 4 Comparison of trust computation methods

TC methods TRM schemes Objective Advantages Disadvantages

Probability [61,63,65,68–70,73–76] Trust rating follow probability
distribution.

Mathematically sound High complexity

Weight [47,49,57,58,67,96] Rating is changed according to
assigned weights

Easy to implement and low com-
plexity

Accuracy of estimated trust value
should be verified

Game Theory [60,62,77–80] Packet forwarding activity is
modeled as games

Provide set of mathematical tools
for investigating multi-person
strategic decision making

Not a predictive tool for the behavior
of nodes and prerequisite to apply game
theory is bi-directional behavior while
WSN employ one-way transmission

Fuzzy Logic [81–84] Trust is evaluated on the basis
of membership function and fuzzy
rules

Mathematically sound and easy to
implement

Due to dynamic nature of trust phenom-
ena, membership function might not
represent accurate trust value
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computation methods based on game theory provide mathe-

matical tools for investigating behavior in strategic situation

where success of one player depends on the behaviors of oth-

ers. The interaction among an adversary and defender is stud-

ied in these models. However, these models are not in com-

pete compliance to resolve trust problems in WSN as game

theory is not a predictive tool for the behavior of nodes but

a suggestive tool for how nodes ought to behave. Moreover,

WSN almost employ one-way transmission (sensor nodes to

base station) but the prerequisite to apply game theory is bi-

directional behavior.

5 Open research issues

Although lot of research work has been conducted in the field

of trust and reputation based systems in various domains,

but still TRMs are in evolutionary phases when it comes to

MANETs and WSNs. The application of trust and reputation

in ad-hoc and sensor networks is relatively recent and many

open issues have been identified which need to be resolved.

Some of the most important issues are discussed below:

1) Bootstrapping: It refers to the time TRMs may take to

build trust and reputation among nodes in the network. For

disaster monitoring and time-critical applications, this type

of delay is not acceptable. To reduce this startup time is still

an issue to solve.

2) False reporting: Use of secondhand or indirect informa-

tion makes the trust building process fast, but on the other

hand it makes the system vulnerable to false report attacks.

3) Monitoring node’s behavior: Majority of the existing

trust and reputation models discussed in the literature moni-

tors the behavior of neighboring nodes through promiscuous

mode. However, obtained results may not always be true due

to noise and other factors that may cause interference. Sim-

ilarly, it becomes very difficult to monitor the behavior of

nodes if directional antennas are used.

4) Mobility: Ad-hoc and sensor networks may exposed

to security threats due to high node mobility and frequent

changing of neighboring nodes. Future research should con-

sider this issue in the design of trust and reputation model.

5) Resource constraints and communication overhead:

Some of existing TRMs incorporate indirect trust and key

management to evaluate trust. This requires extra data struc-

ture, storage and computation resources which is not suit-

able for resource constraint networks such as, WSN. In or-

der to disseminate and update trust among the nodes, most of

the TRMs discussed in literature employ flooding approach.

Such flooding results in high network traffic and increase

communication overhead. Most of the existing TRMs have

not addressed these issues adequately.

6) Node’s collusion: Most of the existing TRMs have not

given appropriate attention to this issue. Existing models as-

sume that network is free from node’s collusion. However,

compromised nodes may collude to decrease reputation value

of normal node or increase reputation value of malicious

node. This act of compromised nodes badly affects the overall

performance of network. The solution for detection collusion

may be derived from sociology, evolutionary biology or psy-

chology, as human communities also exhibit same problem

[55].

7) Weight assignment: The direct and indirect trust eval-

uates the trustworthiness of node. There are several schemes

in literature which weight direct and indirect trust differently.

Few schemes assign high weight to direct trust while some

schemes assign high weight to indirect trust. The assignment

of appropriate weight to relevant information is important

factor in TRM. It is desired to have such a mechanism that

enables the nodes to dynamically assign optimal weights.

8) Quantitative comparison: The qualitative comparison of

TRM systems has been provided by most of the literature

which is not sufficient to assess the pros and cons of reputa-

tion systems. The quantitative comparison of existing TRMs

and software test beds should be provided under variety of

network configurations and node densities.

9) Trust dissemination: It is an important research issue,

which is not given proper attention, as it may involve message

overhead. For example, a malicious node may send unneces-

sary control or trust recommendation messages continuously

to its neighboring node in order to exhaust energy. Therefore,

an efficient trust dissemination mechanism is required that in-

corporate energy efficiency and security.

10) Trust models limitation in attack resistance: Most of

the existing trust models aim to deal with selfish node and for-

warding behavior attacks. There are several attacks that have

not been given appropriate consideration such as data forgery,

imitating identity, controversial behavior, Sybil attack and

Hello flood attack. Moreover, trust models may come under

attacks directed at trust management system such as iden-

tity imitation, malicious trust reporting, and malicious node

collusion. These attacks effect decision making capability of

trust models and may assign inaccurate trust value to mali-

cious node. Therefore, robust defense mechanism is needed

that may resist attacks directed at network as well direct at

trust management system.
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6 Conclusions

Trust and reputation are two very important tools that facili-

tate in predicting future actions of nodes based on their past

observations. Information about predicted future actions of

nodes may not be reliable and might lead to incorrect infer-

ence about other nodes behavior. Trust and reputation based

systems have been extensively used in effective decision mak-

ing for identification of suspicious nodes behavior. In this

paper, we surveyed and analyzed existing trust management

schemes in ad-hoc and sensor networks and organized them

into nodes-based trust models and system-based trust mod-

els. The aim of node-centric trust models is to enable nodes

to collect direct and indirect trust values, aggregates them and

evaluate the trustworthiness of particular node, thus leading

to decision whether to be engaged with subject node or not.

System-centric trust models focus on providing punitive mea-

sures in their interaction mechanism which enables the node

to be aware of the fact that abnormal behavior results in sig-

nificant punishment. Furthermore, we discussed in detail dif-

ferent type of node misbehaviors in MANET and WSN and

examined all aspects of TRM systems including bootstrap-

ping mechanisms, trust evidence, trust computation and in-

teractive decision making methods. Based on the study of

literature, some unresolved research issues are presented in

pursuit of TRM systems. As part of future work, we plan

to develop a comprehensive trust aware model for WSN not

only to identify and isolate suspicious nodes behavior but also

to take into consideration a rich set of attacks discussed in this

paper.
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