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Abstract

With the rising volume of transactions on blockchains, signature verification becomes a critical bottleneck of efficiency, hindering scalability
and performance. This paper presents a general approach to batch verification of arbitrary signatures on blockchain. By leveraging the
memory-friendliness of incremental verifiable computation (IVC) and optimizing for blockchain environments, the proposed scheme can
enhance scalability, reduce memory consumption, and ensure compatibility with common devices while supporting an arbitrary number of
signature verifications. This approach allows for the concurrent generation of IVC proofs while receiving signatures from other nodes, making
it particularly well-suited for low-latency blockchain applications. As a concrete instantiation of our approach, we introduce BEATS (Batch
ECDSA Transaction verification Scheme), where the underlying SNARK is instantiated by Spartan with Bulletproof commitment. Our
implementation, evaluated on a virtual machine with 8 cores and 16 GB RAM, shows significant performance gains compared to Spartangp,
which is the direct construction using Spartan with Bulletproof commitment to verify a batch of ECDSA. The comparison shows that
BEATS speeds up the prover by 37 times and the verifier by 48-240 times when handling up to 2!" ECDSA signatures, the maximum batch
size supported by Spartangp. For larger batches exceeding 210, our scheme outperforms the baseline approach, which verifies ECDSA
signatures one by one without any proof system. Our verifier achieved a speedup of 21-174 times compared to the baseline as the batch size

grows to 2% Furthermore, BEATS exhibits a remarkably low memory footprint, with peak memory usage remaining below 1 GB.
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H 1 Introduction
A digital signature is a cryptographic mechanism that allows a signer
to authenticate a message using his private key. Anyone can then
verify the validity of the signature using the corresponding public
key. This authentication functionality has led to the widespread
adoption of digital signatures in various applications. The rise of
blockchain technology has further increased the popularity of digital
signatures. In a blockchain system, when a transfer occurs, it must be
accompanied by a digital signature. The transaction can be recorded
on the blockchain only if it is verified by a sufficient number of
nodes (participants). As the number of transactions grows, the
workload for verifying these signatures increases dramatically. This
presents a significant challenge for blockchain scalability, as the time
it takes to verify signatures can become a bottleneck, limiting the
blockchain’s overall throughput and performance.

Batch verification of digital signatures offers a promising approach

to address this
simultaneously, batch verification significantly reduces the overall

problem. By verifying multiple signatures
verification time compared to individual verification. In particular,
customized signatures tailored for batch verification can leverage
homomorphic properties to significantly improve the verification
process. For example, the aggregate BLS signature [1] can be
constructed by adding up multiple individual BLS signatures simply,
resulting in a nearly 50% reduction in verification time.

While customized signatures like BLS offer significant advantages
for batch verification, adapting standard schemes like ECDSA for
efficient batch verification remains an active area of research, due to
ECDSA’s widespread adoption and strong security track record.
However, existing batch verification techniques for standard
signature schemes often face limitations. Harn [2] proposes schemes
for batch verification of RSA signatures, but these schemes only
support multiple signatures signed by the same private key. Karati
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et al. [3-5] present improvements for batch verification of ECDSA
signature, but the batch size is bounded by a constant number # <9,
making it impractical for a large number of signatures. Although
there are efficient methods for batch verification of variants of
ECDSA [6,7], these non-standard ECDSA signatures either have
security issues or are inefficient.

Recently, packing signatures inside SNARK, which is used in
zkRollup [8-11], has been an emerging approach to prove the
validity of a batch of transactions. The advantage of this approach
lies in its ability to support arbitrary signature schemes without
restrictions on the algebraic structure. Verifying a signature inside
SNARK allows a prover to prove the validity of the signature by
running the SNARK protocol and sending a succinct proof to the
verifier. The verifier can check the validity of the signature by
verifying the SNARK proof instead of running the signature
verification algorithm.

However, many SNARKSs that are highly efficient in verification
often take substantial time and memory resources to generate proofs
the
implementation of SNARKSs on a virtual machine with 8 cores and 16
GB of RAM, where the actual available memory is about 12.78 GB.
If we apply Spartan [12] with Bulletproof commitment [13],
which has a fast prover for a batch of ECDSA signatures, the

due to complex computation. For instance, consider

memory consumption grows linearly with the number of signatures.
The resulting scheme can support at most about 2! signatures with
peak memory usage exceeding 10 GB of RAM. On the other hand, if
applying Marlin [14] with univariate polynomial KZG commitment
[15], which has a short proof and a fast verifier, it can support only
one ECDSA signature, with peak memory usage exceeding 9.76 GB
of RAM. Consequently, generating proofs for a large number of
signatures within a reasonable timeframe becomes a significant
bottleneck for blockchain systems. This resource-intensive process
hinders the participation of low-performance devices in batch
verification, potentially limiting the scalability and accessibility of
blockchain systems.

1.1 Our contributions

To address the aforementioned challenges, we provide a general
construction for the batch verification of signatures in blockchain.
Our approach takes advantage of the memory-friendliness of
incremental verifiable computation (IVC) and the blockchain setting
to enhance scalability and reduce memory consumption, making it
compatible with common devices and supporting an arbitrary number
of signature verifications. Combined with the state-of-the-art folding
scheme [16], our construction can achieve a balance between
prover/verifier time and proof size, optimizing proof generation
efficiency while introducing minimal overhead for verification.
Another notable advantage of our approach is that the prover can
generate [VC proofs concurrently with receiving signatures from
other nodes in a blockchain system. Unlike most existing batch
verification schemes that start generating proofs only after collecting
enough valid signatures, our approach leverages the incremental
nature of IVC to efficiently utilize the waiting time for signatures.
This allows for a reduction in the overall block validation time,
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making it particularly advantageous in low-latency blockchain
environments where minimizing delays is crucial.

Our construction is general and can apply to any type of signature.
For concrete construction, we present BEATS (Batch ECDSA
Transaction verification Scheme) for batch verification of the
ECDSA signature. In BEATS, we instantiate the SNARK after the
IVC by Spartan [12] with Bulletproof [13] commitment, which is
transparent without any trusted setup. We implement it on a virtual
machine with 8 cores and 16 GB of RAM, and make a comparison
with the original construction SNARK Spartangp, which invokes
the SNARK Spartan [12] with Bulletproof [13] commitment to
verify a batch of ECDSA directly. The results of our comparison
show that BEATS speeds up the prover by 3-17 times and the
verifier by 48-240 times when the number of ECDSA signatures is
up to 2! This batch size is the maximum that can be supported by
Spartangp with 16 GB of RAM. For batch sizes exceeding 29, our
scheme becomes more efficient compared to the baseline approach,
which verifies ECDSA signatures one by one without any proof
system. Our verifier achieved a speedup of 21-174 times compared
to the baseline when the batch size reaches 22°. Notably, even when
the baseline approach was optimized for parallelism, our single-
threaded scheme outperformed it when the batch size surpassed 213,
The performance gap continued to widen with larger batch sizes, and
at 2%0 signatures, our verifier demonstrated a speedup of 3—30 times.
Furthermore, the peak memory usage of BEATS grows slowly and
stays almost constant at less than 1 GB, which ensures compatibility
with most low and mid-range devices.

We also conduct a comparison with a non-transparent SNARK
Marlin with KZG polynomial commitment [15], which has a short
proof and a fast verifier. Due to the bilinear pairing, the R1CS in
Marlin should be defined on a pairing-friendly elliptic curve instead
of the curve of ECDSA. Therefore, the number of constraints will
increase significantly and result in a slower prover and limited
scalability. Due to memory limitations, Marlin could only support a
single ECDSA signature in 16 GB of RAM. When there is only one
ECDSA signature, BEATS speeds up the prover by 10 times, while
the verifier time and the proof size are larger than Marlin by about
12 times. However, we improved the scalability significantly that
supports an arbitrary number of signatures and the proof size is
nearly constant when the batch size is less than 2!#. Since Marlin
needs to generate proofs for multiple signatures separately, the
verifier time and proof size of BEATS can be amortized efficiently.

Other applications. We present a construction that efficiently
verifies a large batch of signatures within a proof system, trading
increased prover time for significantly reduced verification
complexity. This approach is particularly beneficial for zkRollup
applications. Furthermore, our construction has promising
applications in image authenticity verification, a critical concern in
the era of Al-generated content. Standards like C2PA [17], supported
by Adobe, Arm, Intel, Microsoft, and Truepic, advocate for
embedding digital signatures within each photograph captured by
cameras. When acquiring images from photography platforms,

verifying these signatures is crucial to ensure their origin from
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authentic cameras and to mitigate the risk of Al-generated forgeries.
Our scheme offers an efficient solution for verifying the authenticity
of a large number of downloaded images.

M 2 Technique overview

Given a batch of signatures, verifying them inside a SNARK requires
transforming the signature verification algorithm into an appropriate
arithmetic circuit. In this work, we use the widely studied R1CS
constraints system as the arithmetized form. Intuitively, pairing-
based SNARK schemes like Marlin are well-suited for blockchain
applications due to their succinctness. However, applying it to verify
concrete signature schemes such as ECDSA presents challenges.
Most of the ECDSA verifier’s operations occur on the base field of
the elliptic curve secp256k1 while the R1CS in Marlin is defined
on the scalar field of pairing-friendly elliptic curves, such as
BLS12 381 whose scalar field size is smaller than that of
secp256k1.

Consequently, it needs to simulate operations on a larger field
using a smaller field. It will result in many non-native field
operations and lead to a significant increase in the number of
constraints. Even worse, the prover’s time and space complexity in
Marlin is asymptotically O(NlogN), where N is the number of
constraints. Since the prover must execute complex computations
including Fast Fourier Transformation (FFT) for long high-degree
polynomials, the prover cost will limit the number of signatures
handled in a batch.

One of our ideas in this work is to use SNARK whose finite field
matches that of ECDSA. That is, we represent the ECDSA
verification algorithm in RICS constraints over some elliptic curve
whose scalar field is the same as the base field of secp256k1. One
of the candidate elliptic curves is secq256k1l [I8].
secq256k1 is not pairing-friendly, we use Spartangp under the
discrete logarithm hardness assumption without bilinear pairing. This

Since

approach is similar to the work [19]"). The distinct advantages of
Spartangp are the fast prover and the succinct proof size. However,
using it alone will not achieve the desired high throughput. If
applying Spartangp to each signature, ¢ proofs would be generated
for ¢ signatures. Verifying ¢ proofs may not always be more efficient
than verifying + ECDSA signatures. Alternatively, if invoking the
Spartangp one time to prove a batch of ECDSA, it is hard to
support large batch sizes of signatures due to the memory limits.

To compress proof length, reduce verification time, and increase
throughput, we propose a folding-based technique for batch
verification of signatures. This technique leverages the folding
scheme from the IVC protocol Nova [16] to compress ¢ ECDSA
signatures into a constant size, independent of 7. In our scheme, a
batch of signatures is divided into blocks of equal size, and the
folding scheme is applied between these blocks. However, the
folding scheme in Nova is embedded in an IVC protocol, where the
full computation is a chain connected by the inputs and outputs of
each step rather than independent sub-computations. If simply

applying the folding scheme and proving the folding process step by
step, the verifier will only receive the last proof. While the validity of
this proof indicates that there exist ¢ valid instances that have been
folded, they are not necessarily the ¢ signatures claimed by the
prover. In other words, the proven statements may not be consistent
with the signatures recorded on the blockchain.

To address this issue, we introduce an additional commitment,
which is a chain of collision-resistant hash functions, to bind the
statements and construct the IVC chain. Specifically, we have the
verifier compute the hash chain locally to ensure the consistency of
the signature to be proven. Note that this commitment must also be
proven in RICS, and using hash functions like SHA-256 over an
extended binary field will dramatically increase the number of
constraints due to the bitwise operations involved. To improve the
prover efficiency, we choose the SNARK-friendly hash function
Poseidon to minimize the prover overhead. Details of the
construction can be found in Section 5.2.

We run Nova with the SNARK Spartangp on our modified IVC
chain. In contrast to verifying each ECDSA signature inside
Spartangp directly and separately, we package multiple signatures
via the folding scheme before executing the SNARK. The prover
time for each signature is amortized. Finally, only one IVC proof is
produced, independent of the number of signatures. The proof size is
O(N +1logN) where N is the number of RICS constraints of one
ECDSA verifier.

Remark (General Arithmetization) In this work, we use the R1CS
arithmetized form consistent with the basic implementation of Nova.
Note that some variants of Nova can support the Plonkish circuits
[20] and even the more general CCS (customizable constraint
system) [21], and our scheme also supports these arithmetization
methods. To avoid abstract definitions and make it easier to
understand, we use the original R1CS-based Nova that is sufficient to
describe our construction intuitively. When considering Plonkish
circuits, we can get a construction that replaces the Spartan with
Plonk, which is a non-transparent SNARK with an updatable CRS.

H 3 Related work

In the last decade, researchers have designed a lot of distinctive proof
systems. The trade-off between the prover and verifier time and proof
length has always been a hard task. Known for its constant-size
succinctness and efficient verification, SNARK schemes such as
[14,22,23] are widely used in blockchain [9-11,24] but are often
limited by the size of the circuit because the proof time is too slow.
Other proof systems [12,25-28] that do not contain complex
computations focus on efficient provers that can generate proofs in
optimal linear time about the circuit scale, but either the proof size or
the verifier time is at least an order of magnitude higher than above
SNARK schemes. A recent work [29] proposes an efficient
multilinear polynomial commitment scheme, Basefold, which has a
faster prover. They construct SNARK from Basefold and prove a
single ECDSA signature takes only 122 ms and verifier time is 24

D The implementation in [19] uses Spartan to prove only one instance of the twisted ECDSA signature, which is not the standard ECDSA and it does not

provide a well-established proof of security.
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ms on a server with 256 GB of RAM. However, the proof size is up
to 5.5 MB. [30] also proposes a SNARK with a fast prover and a
proof size of about 1 MB for ECDSA. They are both much larger
than our scheme. When considering a large batch of signatures, even
if using the batching techniques in [31], the prover time and verifier
time are linear about the number of signatures. Our verifier time is
independent of this. Some IVC can be used in Ethereum’s zero-
knowledge virtual machines (zkEVMs). But unlike our work, they
view the entire block verification process as a virtual machine
execution and apply IVC to the computation and memory operations,
rather than designing for the specific algorithms. Some projects like
[32] use Plonky2 [33] to prove the execution of zkEVM, including
verifying ECDSA signatures. However, Plonky2 is not friendly to
batch verification, it will be inefficient when proving multiple
ECDSA signatures.

To reduce the time and memory requirements of SNARK while
maintaining its succinctness and verification efficiency, a new
approach involves delegating the complex proving algorithm to
powerful devices. A resource-limited prover can simply rent a
resource-rich server or distributed computing in a cluster of machines
like [34]. However, this will leak the information of the prover to
these machines, and it cannot be used for zero-knowledge proof. To
protect privacy, [35,36] distributes the secret witness among n > 1
parties and uses the MPC protocol to complete the proving algorithm.
A drawback of delegating the proof generation to multiple servers is
that at least a subset of the servers must be trusted. Garg et al. [37]
propose a private delegation with a single server, which is based on
the (FHCom), a
heavyweight cryptographic component. They give an analysis of
The
delegation scheme gains efficiency entirely due to the higher

fully homomorphic commitment scheme

asymptotic complexity without concrete implementation.
performance of the servers, each of which executes nearly the same
amount of work as the original prover and does not reduce it. Liu et
al. [8] construct a distributed Plonk by splitting one large circuit into
many small circuits, reducing the computation of each server. The
of MPC and distributed

communication between participants or participants and the delegator

execution computations  require
or the so-called master node, where network throughput is a critical
factor that contributes to the prover time. In this work, we construct a
protocol in which low-performance devices can engage locally
without delegation.

Recently, several studies have utilized SNARK to construct
aggregate signatures, multi-signatures, and threshold signatures
[38—40]. In these constructions, the prover only needs to provide
SNARK proof for the existence of valid signatures for fixed public
keys and public messages, without revealing the signatures to the
verifier. Similarly, in some zkRollup designs, transactions are
packaged at Layer 2, with metadata sent to Layer 1 along with a
SNARK proof verifying the validity of these transactions. This
metadata only includes the users’ public keys and the transaction
details, omitting the signatures, which helps compress the blockchain
size by saving storage space. In this context, signatures are treated as
part of the SNARK witness, needing only to prove their existence, so
the verifier lacks any information about the signatures. This differs
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from the batch verification approach considered in this paper, where
signatures serve as common inputs for both the prover and verifier.
While our scheme can also transfer the signatures to the witness of
the IVC and eliminate the need for signature storage, retaining the
original signatures of transactions is essential for practical blockchain
applications when considering accountability and dispute resolution.
For instance, when a user wants to retrieve a historical transaction,
they only need to access the relevant transaction and its signature,
rather than the entire block (or batch). Furthermore, transaction
signatures are crucial for resolving disputed transactions in financial
scenarios. Without the original signatures, dispute resolution, audits,
and reviews would be significantly more complicated.

B 4 Preliminaries

4.1 Notation

We use A as the security parameter and negl(-) as the negligible
function. Let FF be the finite field with [F| = 2@ The bold letter @
denote the vector and a; denote the ith element of a. For vector
acF" and beF", aob = (aiby,...,aub,,) is their Hadamard
product. [1] represents the set {1,...,n}, [a,b] represents integers in
the range from a to b.

4.2 Building block

Definition 1 (Non-interactive Argument and SNARK). An argument
for a language L is a protocol between the prover £ and verifier V
and consists of a tuple of PPT algorithms (G,K,P,V) with the
following interface:

— G(1*) — pp : On input security parameter A, outputs public
parameters Pp.

- K(pp,R) — (pk,vKk) : On input public parameters pp and
the relation R, outputs proving key pK and verifier key VK.

— P(pk,11,w) — 7 : On inputs pp, instance 11 and witness W,
outputs the proof 7.

- V(vk,u1,m) = {0, 1} : On inputs pp, instance 11 and proof z,
outputs 1 or O to indicate accept or reject, respectively.

(G, K, P,V) is a non-interactive argument if the communication
between the prover P and verifier V only includes a proof z.

Let Ry, be a relation consists of all instance-witness pairs (11, W)
with w€ L. A non-interactive argument (G, K,P,V) needs to

satisfy the following properties:

o Perfect completeness: For any PPT adversary A,

dw,s.t. (u,w) € Ry,

pp — G(1Y,
pr| PRV KPR, | T aon D), |=1.
7 — P(pk,u, w), el
Vvk,u,m) = 1 "
e Soundness: For any polynomial time adversaries $*, for
€ =negl(Q),
pp « G(1",
V(vk,u,m) =1, "
Pri el (u,7) « P*(pp), <e.

(pk,vK) «— K(pp,Rr)

We call the non-interactive argument with knowledge-soundness
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defined as below a non-interactive argument of knowledge (NARK).
o Knowledge-soundness: For any PPT potentially malicious
prover P*, there exists a polynomial-time extractor & such
that such that for all randomness p, for € = negl(1),

pp < G(1"),
(u,m) < P*(pp; p),
(pk, vk) < K(pp,RL),
w < &(pp;p)
A NARK (G, K,P,V) is succinct if the length of the proof & is
sublinear to the length of the witness w, and we call it succinct non-

Vk,u,m =1,

Pl w) e R,

interactive argument of knowledge (SNARK).

Definition 2 (Incrementally Verifiable Computation (IVC)) An
incrementally verifiable computation scheme consists of a triple of
PPT algorithms (G, K, P, V) with the following interface:

— G(1Y) = pp : On input security parameter A, outputs public
parameters Pp.

— K(pp, F) — (pk,Vk) : On input public parameters pp and a
function F :{0,1}*x{0, l}b — {0,1}%, outputs prover and
verifier key (pK, vK).

- P(pk, (i,20,zi), auXj—1,11;_1) = II; : On input PK, an index
ieN*, the input zo€{0,1} with optional advice
aux;_ € {O,l}b and a claimed output z; € {0,1}¢, an IVC
proof I1;_1, outputs the updated IVC proof IT;.

- V(vK, (i,20,2i),11;) = {0, 1} : On input VK, an index i € N*,
the input zo € {0,1} and a claimed output z; € {0,1}“, an
IVC proof 7, outputs 1 or O to indicate accept or reject,
respectively.

An IVC scheme (G, K, P,V) satisfies perfect completeness if for
any PPT adversary A:
PI‘[ VK, (@ +1,20,zi41), 1) = 1
pp < G(1Y),
(F,i,20,zi,aux;,I1;) < A(pp),
(pk, vk) < K(pp,F),
zi+1 = F(zi,aux;),
V(i,z0,zi,11;) = 1,
Hi+1 — P(pk’ (l + 1,Z09 Zi+1 ), auxia Hl)
An IVC scheme (G, K,P,V) satisfies knowledge-soundness if
for any constant # € N*, and PPT potentially malicious prover $*,

there exists a polynomial-time extractor & such that for all
randomness p, for € = negl(1),

pp — G (1),
(F,z0,2,IT) < P*(pp. p),
(pk,vk) « K(pp,F),
(aux;)’y < &(pp;p),
Yie[n]:

3 < F(Zl;],aUXl;])

n %

Prl Ypp.zo.z =1

Definition 3 (Commitment Scheme). A commitment scheme is a pair
of PPT algorithms (Setup, Commit) with the following interface:

— Setup(1*) — pp: On input security parameter A, outputs
public parameter pp.

— Commit(pp,m) — c: On input public parameter Pp and the
message m € IF, outputs a commitment c.

The Commitment scheme in this work needs to satisfy the
following properties:

e Binding: for any PPT adversary A and € = negl(4),

moy £ miN\
Pr| Commit(pp,myp)
= Commit(pp,m,)

pp « Setup(l*),
(mg,my) « A(PpP)

e Additively homomorphic: Given two commitments cg,C|
respect to message mMmg,Mm, it must hold that co+c1 =
Commit(ck, mg +my).

Another property of the commitment scheme is called hiding,
which requires that the commitment itself does not reveal any
information about the committed value. The commitment scheme
usually commits to a message with randomness to satisfy the hiding
property. For simplicity, the randomness in the commitment is
omitted in this work. Note that we aim to generate proofs for public
signatures without using secret inputs and the hiding property is not
necessary for the commitment in our scheme. In particular, the
concrete instantiation of our commitment does not need to take
randomness as input.

Definition 4 (Hash Functions) A hash function on F is a pair of
efficient algorithms (Setup,H)

— Setup(1') — pp: On input security parameter A, outputs
public parameters Pp.

— H(pp,m) — h : On inputs public parameters PP and message
m € {0, 1}*, outputs a hash value i € F.

o Collision-resistant: A hash function is collision-resistant if
for every efficient adversary A and € = negl(1),

—_ A
Pr H(pp,mo) = H(pp,m1) pp < Setup(l ) ] e

A mg #my (mo,my) < A(pp)

e Zero-testing: Let Commit be the commit algorithm of a
commitment scheme that has the binding property, and
P:.F—F [X] be a deterministic function that maps a field
element to a polynomial with degree d =O(1). A hash
function has the general zero testing property if for every PPT
adversary A, for € = negl(4),

h — H(pp, Commit(pp, p)),

Prl ey =0

pp — Setup(l”), ] -
p < Alpp)

Definition 5 (Committed Relaxed RICS). Let F denotes a finite
field, consider the parameters m,{ € N where m > {. A committed
relaxed RICS instance is a tuple U= (E, s, W, x), where
seF,xeF, and E and W are commitments to E € F" and
W e F" =1 A committed relaxed R1CS instance U = (E, s W, X)
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is satisfiable with respect to the structure S = (A, B, C) if there exist
a relaxed witness W = (E, W) such that (U, W) € Rg, where the
committed relaxed R1CS relation Rg is defined by

E = Commit(ppg. E),

W = Commit(ppy, W),
Z=W,x,s),
A-ZoB-Z=s-(C-Z)+E

Rs:=3 (U, W):

There are at most k = Q(m) non-zero elements in each of the matrix
A,B,C € F™ When setting s = 1,E =0, the committed relaxed
RI1CS instance is a standard R1CS instance, where the constraint
equation is definedas A-ZoB-Z=C-Z.

As explained in Definition 3, unlike Nova, the randomness of the
commitment in this work is omitted.

Definition 6 (Folding Scheme). A folding scheme for committed
relaxed R1CS consists of a tuple of algorithms (G, K, P,V):

- 6(1YH = pp : On input security parameter A, outputs public
parameters Pp.

— K(pp,s) — pk : On inputs public parameters PP, a common
structure S, outputs proving key pK.

— P(pk, (U, W), (u,w)) — (T,(U’,W)) : On inputs proving
key pK, two committed relaxed R1CS instance-witness pair
(U, W), (u,w), outputs a folded committed relaxed RI1CS
instance-witness pair (U”, W’) with a folding proof T .

~ V(pp,U,u,T) — U’ : On inputs public parameters pp, two
committed relaxed R1CS instance U,u1, and a folding proof
T, outputs a folded committed relaxed R1CS instance U’.

A folding scheme satisfies perfect completeness if for all PPT
adversaries A,

pp < G(11),

(U, W), (u, w)) « A(pp),
(U, W) € Rs, (1, w) € Rs,
pk < K(pp.s),

(T, U, W"),

— P(pk, (U, W), (u, w)),
U” < V(pp,U,u,T)

A folding scheme satisfies knowledge soundness if for any PPT

potentially malicious $* and € = negl(A), there is a PPT extractor
& such that

U/ — Ul/’

Prl o wry e ®s

A
IRCAUES pp < G(17). g
(U, W) E Rs (S’U’ U) — P (pp’p)’ z
(w, W) « &E(pp,p)
pp < G(14),
(s,U,u) « P*(pp,p),
Pr| (U, W)eRs pk «— G(pp, s), —€.

(T.U"\ W) « P*(pk,p),
U « V(k,U,u,T)

Let H denote the Hash function in Denifition 4, which satisfies the
collision-resistant property and general zero testing property. A

folding G, K, P, V) is the

scheme non-interactive  if

Scalable batch verification of ECDSA for blockchain using IVC

communication between £ and V only includes a proof 7, and the

randomness r used to generate the outputs is computed as
H(vk,U,u,T) by P and V locally.

Definition 7 (Digital Signature in Hash-and-Sign Paradigm) A
digital signature scheme consists of a tuple of PPT algorithms
(Setupgig, Gensig, Sign, Verify), which are defined as follows.

— Gen(pp) : On input public parameters, outputs a keypair
(sk, pk).

— Sign(sk,m) — o : On input a signing key Sk and a message
m, outputs the o as signature of m.

— Verify(pk,o,m) — {0,1} : On input a signature ¢ with its
message m and public key pk, outputs 1 or O to indicate
whether the signature passes the verification or not.

Given a hash function hash with collision-resistant property, if the
algorithm Sign and Verify are executed as the following process,
the digital signature scheme is in the hash-and-sign paradigm.

— Sign(sk,m) — o : On input a signing key SK and a message
m, computes that
e ¢ «— hash(m),
e o « Sign’(sk,e).

— Verify(pk,o,m) — {0,1} : On input a signature ¢ with its
message m and public key pk,
e ¢ «— hash(m),
e {0, 1} « Verify’(pk,e).

The algebraic group model (AGM). In the algebraic group model,
AGM [41], an algebraic adversary should output a representation
vector whenever it outputs a group element in terms of all the group
clements that have been seen by the adversary so far. We use capital
letter X to denote a group element, let (Gy,...,Gg) be all group
elements
representation vector of X such that X = Z;‘:l x;G;.

known to the adversary, X 1is the corresponding

Refined AGM for Nova. To cover the situations in Nova, a refined
AGM was introduced in [42] that proposes three requirements:

(1) All group elements in the input of the algebraic adversary are
common random strings.

(2) Adversarial algorithms are non-interactive and cannot obtain
any additional information by querying.

(3) Pre-declared multiple encodings are allowed and the adversary
should output all relevant representation vectors. In particular, when
the adversary outputs a represent vector @ of group element 4, if a
group element B is embedded in @ by another encoding way, the
algebraic adversary should output the representation vector b of B as
well.

4.3 Overview of Nova

Consider an IVC statement as shown in Fig. 1. For a function
F:F>P — B9, there exist auxiliary inputs (QUXo, ..., auX,_1) such
that

F(...F(F(zg,auxp),auxy)...,aux,_1) = z,.
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aux, aux, aux,
Z F Z1 | E 2 ) :rrll F >z,
Fig.1 IVC chain

To prove this statement, the function F will be arithmetized as
some committed relaxed R1CS constraints by the IVC prover and
verifier before running the Nova IVC scheme [16] iteratively. For
i € [n], in the ith iteration, the prover claims that the i-th step is
evaluated correctly, i.e., F(z;,aux;) = zj+1, and all the previous i — 1
steps are also evaluated correctly, i.e.,

F(...(F(F(z0,auxp),auxy),...),aux;—1) = z;.
As shown in Fig. 2, in the ith iteration, a folding scheme is invoked
to fold the current instance u; into a folded instance U; that will be
updated to Uj;1. In addition, a new instance ;41 is introduced to
represent the execution of the step function and the folding process.
the standard R1CS
arithmetizing the trace of an augment function F’, which includes

Precisely, instance ;4] 1S a instance
computing F(z;,aux;) = z;+1, generating U;4| and checking some
consistency between two neighboring iterations by a hash function
H. The satisfiability of w;+| implies the computation from z; to Zj+1
and the folding process for getting U1 are correctly executed. The
instance U;;1 is a committed relaxed RICS instance, and its
satisfiability implies the satisfiability of the instance of U; and w;,
which further implies the correctness of the computation from zg to
Z;i by recursion. The hash function H can be seen as a binding
commitment to Z;, the consistency between the current input and last
output is checked by it in the instance 1;. Therefore, the correctness

of the IVC statement can be delayed until the end to be checked.

Nova on cycle of elliptic curves. Let E1,Ey represent two elliptic
curves that satisfy the “cyclic” property. More precisely, the base
field F), of E} is exactly the scalar field of E>, and the base field F,
of Ey is exactly the scalar field of Ej.

In the actual structure, due to the need for additive homomorphism
in the folding scheme, the commitment scheme in the R1CS instance
is realized by the Pedersen vector commitment, which is defined over
elliptic curve groups. Note that operations on the elliptic curve’s base
field dominate the folding scheme’s verification algorithm, while the
RI1CS constraints are specified on its scalar field. If one describes the

verification algorithm of the folding scheme on the scalar field
directly, it will lead to many operations on the non-native field that
incur a lot of R1CS constraints. An innovative approach in the
implementation of Nova [43] is using a cycle of elliptic curves, the
correctness of the folding scheme on one curve can be checked on
another curve. Precisely, the folding scheme is executed on both
elliptic curves E1 and Ey while the step function F is represented
only on one elliptic curve, without loss of generality, E1. The folding
scheme verifier on E7 is represented as RICS constraints over the
scalar field IF, of the curve E3, while the folding scheme verifier on
E; is represented as R1CS constraints over the scalar field F; of Ej.

In the original Nova, operations on two curves are switched in a
crossover manner, finally, the IVC protocol outputs a proof
consisting of 4 instance-witness pairs. Nguyen et al. [44] found
security problems with such an implementation and proposed the
refined Nova, where the operations on the two elliptic curves are
performed in alternating order, ultimately generating 3 instance-
witness pairs as the [IVC proof.

Compress with SNARK. If one wants to check the correctness of
the computation of the first i iterations of the IVC scheme, one can
easily run the IVC verifier on the IVC proof of the ith iteration,
which results in a slower verification. In Nova, a SNARK protocol is
introduced additionally at the end of the IVC, making it sufficient to
check the validity of the succinct proofs of the SNARK. This
compression process with SNARK is implemented by Spartan,
which in fact can be replaced by any appropriate SNARK with a
commitment scheme that satisfies the requirements of the folding
scheme. Due to the concrete efficiency requirements in practice.

In addition to the efficiency benefits, compressing with SNARK at
the end of the IVC chain also serves some security purposes. As
mentioned in [44], there may exist a malleability attack in Nova IVC
when the step function is non-deterministic. Adding a SNARK
protocol with zero-knowledge property can prevent this attack by
hiding auxiliary inputs from the adversary, as long as the zkSNARK
is simulation extractable. Looking ahead, since the step function in
our scheme is deterministic, we do not require the zero-knowledge
property and the attack in [44] cannot apply to our scheme.

H 5 Batch verification of ECDSA in Nova
In this section, we present a general construction for batch
verification of signatures based on the Nova IVC scheme. We

stepi—1 step i step i+ 1
I F(lzlfl’ aux; ) = Z I u; F(IZ(, aux,) = Zit | Ui | F(IZ,+1> aux;,,) = Ziy l Wi
G RN S R o S B
T - [T G-z || Gz | ]
U=U duy H—t U= UAu b 0,-UnAuy, | s
(20 = z) (20— 2z) (20 = zin)

Fig. 2 Simplified Nova IVC for i > 1. Here we only sketch the main functionality of each step of the augment function in Nova, omitting some

detailed processes such as hash checking w;.x = H(pp, i,20,z;, U;) and the trivial case i = 1. The symbol A denotes the verifier algorithm for the

folding scheme, which means that U A u = foS(ppfs,U,lu,f). The blue

font indicates the state implied if the statements in the box above it are

true. Two parts connected by a dotted line are checked for equivalence in the protocol, but they are not explicitly input-output relationships

F
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optimize the instantiation and construct a transparent scheme
BEATS for batch verification of ECDSA. Before introducing our
construction, we show a simple attempt and its security problem in
Section 5.1. We argue that a regular IVC scheme cannot support
batch verification of signatures.

5.1 A simple attempt

As mentioned in Section 2, applying the folding scheme directly and
proving the folding process cannot guarantee the consistency of the
signatures claimed by the prover and those received by the verifier.
To achieve consistency, a hash function can be added as in Fig. 2 for
checking the equality of instances between two neighboring steps, as
shown in Fig. 3. Symbol definitions of Fig.3 are the same as in
Fig. 2. “=1” in step i means z; will be set to 1 when running the hash
function H to check the equivalence. The blue font indicates the state
implied if the statements in the box above it are true. We treat the
output of F as a variable, denoted by z. 2 In addition to running the
verification algorithm of the signature, the function F checks the
correctness of the previous step. For each i € [n], z; = 1 if and only
if Verify(pk,-,a,-,mi) =landzi-1 =1.

After building the connection, we find that the construction is
equivalent to the IVC chain in Fig. 4. In the IVC construction, the
prover should prove the computation of F(...F(F(zo,y0),y1)---
Yn-1) = Zn.
20 =2, =1 is the public instance, the IVC statement will be

Since the function F is a common parameter and

accepted if the IVC proof passes the verification. Thus all »
executions of the function F are correct, which implies that all n
signatures are valid.

However, in the IVC context, each y; is the auxiliary input of F,
which is not explicitly sent to the verifier. An important fact is that
auxiliary inputs are non-deterministic and not unique. In applications
such as blockchain transactions where the verifier must receive all
The
construction in Fig. 3 only claims that the prover knows some valid
(pky,, 07, my,) if there are n steps

signatures, each y; must be public and deterministic.
signature triples (pk*,O'E"),mS), e,
in total. Still, these n signatures may not be consistent with the »
signatures (pko,00,M0),...,(pky, 0, my,) sent to the verifier in
advance. So a malicious prover can send a batch of invalid signatures
and instead generate proofs using some trivial valid signatures, such
as (pk”,
naturally knows its private key pk*,

0*,0) where the pk™ is the public key of the prover who
thereby tricking the verifier
without attacking against the unforgeability of the signature scheme.

Scalable batch verification of ECDSA for blockchain using IVC

In blockchain, this attack will lead to fake transactions, so we must
ensure the consistency of the verified signatures between the prover
and verifier.

5.2 Batch verification of signature in Nova
We first propose a general IVC-based construction for batch
verification of arbitrary digital signatures. Suppose the prover has
verified all signatures at the beginning of the protocol and sent the
valid ones among them to the verifier. In Section 5.1 for simplicity,
we use the function F to represent only one signature verification. In
fact, multiple signatures can be contained in one step of the IVC,
where the concrete efficiency depends on the number of signatures in
each step.

Suppose that the verifier receives ¢ € N* signatures in total. The ¢
signatures will be divided into n = |'£'| blocks, where b € {1,...,t}
is the block size that describes the number of signatures in a block.
Each step of the IVC handles one block so that n is the number of
steps of IVC. For each i € [n], we set the input to each F is a vector
yi= [(pki’j’a—i’j’mi’j)]je[b]' Let z; denote the output vector of F,
which indicates the verification result of the signatures in y;. The
description of F : F* — F? where |y;| = a,|zi| = [1°| = b is public.

The main idea of our construction is depicted in Fig. 5. Instead of
taking F as a step function in IVC simply, we introduce an additional
{0, 1}

construction in Section 5.1, since each input y; is the auxiliary input

collision-resistant hash function H: In the naive
and Z; as an intermediate value will not be sent to the verifier, the
function F is treated as a non-deterministic function. It fails to work
in the context of verifying deterministic signatures. We use hash
function H as a commitment to these non-deterministic inputs and
outputs, and the binding property relies on the collision resistance of
the hash function. We initialize h9 to a public value, and then
sequentially take y; and z; as input to H like the Merkle-Damgard
structure until 4, is output as the resulting commitment. In
applications such as blockchain, it is not enough for the prover only
to send the commitment to the signatures and then apply a
probabilistic proof protocol. Since the verifier can access all these
signatures, the verifier must also compute the commitment. Finally,
all hash values are connected into an IVC chain as Fig. 1, where the
statement is that ; = H (h;j—1,y;-1,F(yi=1)) for all i € [n].

We modify the scheme proposed in [16] to obtain the formal
description of the IVC scheme. Compared to the original definition,

stepi—1 step i step i+ 1
F(" bYi) = u; F(z:’ =z, U F(-wl’ V) = U 42
j’ ﬁ ﬂ it ﬁ i :
I' o,_, is valid U o, is valid I _l 1 g, is valid ﬁ[U ,
U,=U.Au., ——{ U.=UAu, — Uo-U.bu, | —>
Gy,..., 0, are valid Gy,..., 0, are valid 0y,..., 0, are valid

Fig.3 Modification of Fig. 2 with consistency check

2) Although the output of F can be viewed as a constant and embedded into a fixed R1CS structure, it is more general to provide explicit output for circuits. F
here describes only the evaluation, not the arithmetized circuit or constraints system.
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Wo N Y1
Zy—> F >z, —¥ F >, —» = —» F —>Z,
Fig. 4 IVC chain respect to Fig. 3
Yo— F y— F Yo —> F
—F —F =
hy—> H —>h—> H —> hy—> H —>h,

Fig. 5 Our construction

we view HoF as a composite function. In the i-th step of IVC, the
prover computes and proves an augment function F’ shown in
Fig. 6. The modified IVC scheme is shown in Fig. 7. NIFS shown in
Fig. 8 denotes the non-interactive folding scheme in Definition 6. Let
trace denote the execution of the augment function F’, which can
be represented as a committed relaxed R1CS with structure Sg7. The
instance-witness pair (11, w) describes the trace of F” in each step of
IVC. First, F’ executes the step function HoF on h;_1,y;—| to
obtain the incremental computation result h; =H(hi—1,yi-1,
F(yi—1)). Second, F’ runs the verifier of NIFS to fold two
committed relaxed R1CS instances U; and w1; into a new instance
Uit+1. Then the IVC prover generates U;+] to describe the trace of
the ith invocation of the augment function F ’. The instance ;41
claims the correctness of H o F and folding process in the ith step.
We provide our full protocol (G,K,P,V) for batch signature
verification in Fig. 9. Similarly, we assume that the prover has sent
the signature information y = [y; jlie[n],je(p) to the verifier and
claims that all these signatures are valid, i.e., Vi€ [n],je€ [b],
F(yij)=zij=1, which implies that z=/[z;lic[njep) =1"
Firstly, the prover computes the hash chain with length » to obtain
the commitment /,. Then the prover runs the IVC prover for the
IVC chain in 5 to generate an IVC proof I1. Due to the large proof
size, instead of running the IVC verifier, the SNARK prover
SNARK.P will be invoked on the folded IVC proof. After receiving
a proof from the prover, the verifier checks the commitment by
comparing the /1, from the prover and / that is computed locally on
y and z, where z is set to 1’ to enforce the prover can only prove
valid signatures. Then the verifier runs the folding scheme verifier

F,(ppfS’ Ul‘, u;, (l, ]’l(), hl'),y,', T,) - X.

If i is 1, output H (pp, 1, hp, H (ho, yo, F (0)) , 11,).
Otherwise,
1. Check that

w;.x = H(PP, i, ho, H (hi1, yi-1, F 3iz1)), Uiny),
where u;.x is the public 1O of u;.

2. Check that (u;.E, u;.5) = (u,.E, 1).

3. Compute Uy, = NIFS.V(pp, U;, u;, T)).

4. Output H (pp, 7, hi, H (i, yi, F (p:) , 1y).

Fig. 6 Modified augment function

G(11) — pp : Output pp « NIFS.G(14).
K(pp, F,H) — (pk, vKk) :

1. pk « NIFS.K(pp, S¢).
2. Output (pk, vk) < ((F, H, pks), (F, H, pp)).

PPk, i, ho, by, yi, 2i, 1) — Ty
Parse I1; as (U;, W;), (u1;, w;)) and then

1. If i = 0, compute
(Uit Wi, Tin) & (@i, o, E).
Otherwise, compute

(Uie1, Wist, Tiar ) — NIFS.P (pk, (U, W)) , (u;, wi).
2. Compute

(W41, Wipp) < trace (F/, (Vk, U;, w;, (0, ho, hy), yi, T;))
3. Output Ii; — (Wisy, Wiy), (Wig1, Wig1)).

VK, i, hy, h;, IT;) — {0, 1} :

If i = 0, check that hy = h;.
Otherwise,

1. Check that &; = h.

2. Parse I1; as (U;, W,), (u;, w;)).
3. Check that w1;.x = H(VK, i, hy, h;, U;).
4. Check that (u;.E, uy.s) = (u,.E, 1).
5. Check that (U;, W,), (u;, w;) € R

Spr e

Fig. 7 Modified IVC scheme

NIFS.V and the SNARK verifier SNARK.V on the folded IVC
instance. If all conditions are met, the verifier accepts the statement,
which implies all received signatures are valid.

5.3 Batch verification of ECDSA

Intuitively, we can apply the protocol in Fig.9 to the batch
verification of ECDSA by setting the function F as the verification
of ECDSA. Although this protocol is general for arbitrary signature
schemes, the selection of parameters and realization of some
functionalities may affect the efficiency in practical applications.

5.3.1 Optimizations on frontend implementation

The standard ECDSA signature [45] is shown in Fig. 10. The process
the
representation such as RICS is often called the frontend of the

of compiling verification algorithm to an arithmetic
protocol. The frontend efficiency plays an important role in the
overall proving process, and it is measured by the size of the
arithmetic representation, which in this work refers to the number of

RICS formed constraints.

Hash functions. Since the hash function H is a part of the step
function in the IVC statement, it needs to be arithmetized as R1CS
defined over a large field that the commitment scheme and SNARK
protocol defined on. To reduce the number of constraints, we use the
SNARK-friendly Hash function, Poseidon [46], to instantiate it.
Similarly, the folding scheme verification algorithm as shown in
Fig. 2 will also be proven in R1CS, so we can also use Poseidon to

Frontiers of Computer Science | ssuc 4 | Volume 20 | April 2026 | 2004803-9



Li LIU et al.

Scalable batch verification of ECDSA for blockchain using IVC

G(1Y) — pp : Output commitment keys ppg «— G, ppy <

G™=" where G is a group with additive homomorphism.

K(pp,s = (A, B,C)) — pk : Output pk « (pk, s)).

P(pk, (U, W), (u,w)) = T, (U, W) :
1. Parse (U, W) as (E(]),s(”,Wm,x(”),(E“),W(”) and

then set z» = (WD, x1 M)y,

— —@
Parse (u,w) as (E( ) 5O W ),x@)) L(E®, W) and

then set 2@ = (W@, x@_ 5@,
2. Compute T = Az o Bz® + Az® o BV —uV - 2 —

u?® . Ccz,
3. Compute T = com(ppg, T) = (T, ppz).-
4. r — H(U,u,T).
5. Compute
E—EV+r E? W WD+ r-w® (1)
e +r B2 Wewwrw? @

s — 5D 4. s(z), X — x4 x® 3)

6. Output 7, (U, W’), where
(U, W) = (B, s', W', ), (E', W")).
V(pp,(U,u),T) - U’ :

—(1) —(1)
1. Parse U as (E ,sO W ,x“)), and parse m as

—(2) —(2)
E7,sPO,W7 x|
2.r«— HU,u,T).
= =0 =@ — = =5,
3.EE—<FE "+r-E W W +r-W .
s e sW 4 r @ x e xD g x?,
4. Output U’ where U’ = (E’, s, W’,x’)).

Fig. 8 Group-based non-interactive folding scheme in [42]

generate the randomness in the NIFS as long as it satisfies the
general zero testing property in Definition 4. Since the Poseidon is
used as a random oracle in the original non-interactive folding
scheme in Nova, it can be deduced that Poseidon has the general
zero-testing property in the AGM According to Lemma 1.

Lemma 1 ([42]). The random oracle has the zero-testing property.

Notice that the hash function hash in ECDSA is instantiated by
Keccak-256 in many blockchain applications. Applying the general
protocol in Fig.9 on the function ECDSA.Verify requires to
compile the Keccak-256 defined over the expansion of binary field
IF> as constraints over a large field F,, which will significantly
increase the size of the R1CS.

In the SNARK scheme, the verifier must compute the local
commitment to the public inputs, which include the signed messages
in this work. Furthermore, as Keccak-256 can be evaluated very
efficiently on the CPU, it is not necessary for the verifier to delegate
this computation to the prover. Therefore, for a batch of signatures in
the hash-and-sign paradigm, we replace the message m; ; in the input

Suppose that the size of the package is t = nb > 0,
where n,b € N* are fixed public parameters that depend
on the size of the signature verification function F. Let
y = (pkij,0ij,m;)iem,jep) be the package of signature
triples and y; = (pk;j, 0 j,m;;)jep- The statement is that
fori € [n], F(y) = zi = 1, where |y] = |z = b.

G4 - pp:

1. Compute ppg < NIFS.G(1%).

2. Compute PPgnark — SNARK.G(1%).

3. Output (PPss> PPsnark)-
K(pp, F,H) — (pk, vK) :
1. pkis < NIFS.K(pp.ppss, SF7)-

2. (PKsnark> VKsnark) < SNARK.K(PP.PPgnark- SF7)-
3. Output

(pka VK) — ((Fv H’ pkf57 pksnark), (Fv H’ pp'ppfs’ Vksnark))-
Ppk,n, hoy, 2) =

1. For i € [n — 1], compute
hi < H i1, yi, 2).

I1; < IVC.P((F, H, pk.pkss), (i, ho, hiz1), Yi1, Zie1, ILisy).
2. SetI1 =11, := (U, W), (1, w)).
3. Compute

(U7, W’, T7) « NIFS.P (pk.pkss, (U, W), (11, w)).
4. Compute 1’ < SNARK.P (pk.pKgnarc, U’ W').
5. Output m := (h,,,TU,lu, T, n’).

V(vk,n, ho,y,m) — {0, 1} :

1. Compute

h e H(...H(H (o, o, 1b;,y1, 1)y, 1%).
. Parse 7 as (h,l, U,u, T,

. Check that h,, = h.

. Check that 11.x = H (VK.vkss, 1, 719, hy, U).

. Check that (uf,u.s) = (uhf, 1).

. Compute U’ « NIFS.V (vk.kas, (U, u) ,F).
. Check that SNARK.V (VK.vkgnak, U’, ") = 1.

~N N B W

Fig. 9 General batch verification of signatures

yi of FoH with its digest e; ; = hash(m; ;), and the function F is
changed to Verify’ which is the part of Verify in Fig. 10 except for
the step 2.

Elliptic curve. The standard ECDSA is defined on the elliptic curve
secp256k1, denoted Ej. Let IF,, denote its base field and F,
denote its scalar field. When considering verifying the ECDSA inside
a proof system, we usually represent the evaluation of the verification
process as R1CS constraints over a finite field F. Due to the group-
based folding scheme, we instantiate the homomorphic commitment
on the elliptic curve group where the discrete logarithm problem is
hard. Therefore the finite field F should be a scalar field of some
elliptic curve Ej. If the field F differs from the domain of the
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Gen(pp) — (pk, sk).

1sk&[1,g-1], pk — sk-G
/] G is a genrator of the group with order q.

2. Output (pk, sk).
Sign(sk,m) — o

Lk ,g=11, () — k-G.

2. r < xmod g, if r = 0, then go to step 1.

3. e < hash(m).

4.5 « k(e + sk - r) mod g, if s = 0 then go to step 1.
5. Output (7, s).

Verify(pk, o,m) — {0, 1}.

1. If r,s ¢ [1, g — 1], then output 0.
2. e « hash(m).

3. w« s~ mod gq.

4. u < ewmod ¢q,v <« rw mod q.
5., y)«—u-G+v-pk.

If (', ") = (0,0), then output 0.

Otherwise, ' < x mod g.
6. If r = 1, output 1, otherwise, output 0.

Fig. 10 ECDSA signature

evaluation, all non-native operations must be simulated over F. In
particular, simulating operations over larger fieclds on a smaller field
additionally increases extensive constraints. Using the state-of-the-art
frontend techniques in [47,48], we compute the number of constraints
required to simulate each operation of E on the scalar field of E3,
which is set to three cases of elliptic curves. The results are shown in
Table 1.

Therefore, to minimize the prover time, we avoid non-native
operations as much as possible in our scheme BEATS. We compare
the number of constraints of simulation for non-native operations
over the native curves in Table 1. The number of constraints of non-
native group operations is larger than that of non-native field
operations, so group operations are more expensive to simulate than
common field operations. In the verification of Fig. 10, there are not
only field operations over F; such as multiplication and inverse
modulo ¢, but also group operations such as point addition and scalar
multiplication. Since the group operations are implemented over the
base field F), of E1, we let F), to be the scalar of E3 so that we only

need to simulate a few of operations of IF; on IF,. On the other hand,
the verification of the folding scheme is dominated by group
operations and it will also be represented as R1CS constraints. Like
Nova, we use a cycle of elliptic curves, E1 and E3, to make it
efficient. We set the E; as the primary curve and Ep as the
secondary curve to execute the verification of the folding scheme
alternately, the ECDSA verification is only represented on the
primary curve. Fortunately, the elliptic curve secq256k1l [18]
perfectly forms a cycle with secp256k1, so we instantiate the E3
by secq256kl to complete the IVC scheme. Furthermore, the
scalar field F), is larger than F,, so there are no additional
constraints for simulating the multiplication and addition modulo g.
Therefore, secq256k1 is optimal to instantiate E7.

5.3.2 Optimization on backend implementation

Corresponding to the frontend, the process of executing a protocol on
a given arithmeticized representation is called the backend. At the
end of the IVC scheme, we add a general SNARK to compress the
proof size as shown in Fig. 9. Using Spartan with Bulletproof
commitment scheme as the SNARK is natural because it is not only
designed for RICS satisfiability but can be compatible with the
additive homomorphic commitment based on the discrete logarithm
problem. Moreover, it is transparent and has a prover with linear
complexity about the size of a committed relaxed RI1CS instance.
Although the proof size of the Spartangp is not a constant, the size
of the final proof 7 in our scheme is independent of the number of
signatures. The reason is that we apply the Spartangp only once on
a committed relaxed RICS instance-witness pair (U’, W’) with a
constant scale, instead of verifying a batch of ECDSA signatures
inside Spartangp directly. The proof size depends only on the fixed
block size and the ECDSA verification itself, not on the total number
of signatures.

Table 2 compares our scheme with the approaches used
Spartangp and Marlin directly for batch verification of ECDSA.
The batch size is # = nb where b is the number of signatures in each
step of IVC, and n is the number of steps. Let O(k) MSM represent
O(k)-sized multi-scalar multiplication, O(k) FFT represent O(k)-
sized FFT costs O(klogk) field operations. N denotes the number of
constraints of one ECDSA verification over the scalar field of
secp256kl, N’(> N) denotes the number of constraints of one
ECDSA verification simulated on BLS12 381, and N (2 N)
denotes N plus the number of constraints of a hash function H. Since
the prover time is dominated by complex computations such as MSM

Table 1 Comparison of the number of constraints of simulation for non-native operations over the native curves. “Mult” and “Add” denote
the multiplication and addition operations of the elements on the scalar field of the non-native curve, respectively. “Point Add” denotes the
addition of elements of the group on the non-native curve. “Scalar Mult” denotes the multiplication between a scalar field element and a
group element of the non-native curve

Curve E, Scalar field Curve E, Mult Add Point_Add Scalar Mult
secp256k1l F, (256-bit) secp256k1l 1 0 338 100353
secq256k1 F, (256-bit) secp256k1 1 0 3 1793
BLS12_381 F (255-bit) secp256k1l 71 25 338 100353
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Table 2 Asymptotic costs of our scheme and its baselines to generate and verify a proof for + = nb ECDSA signatures. |x| denotes the size of

the public 10 of the R1CS

Scheme CRS Prover Proof size Verifier
Spartangp Transparent O(tN) MSM 0,(log1) O(Ix1+1)
Marlin Non-transparent O(tN’)MSM + O(tN’)FFT 0,(1) O, (|x| +1og?)
BEATS Transparent O(tN"") MSM 0(1) O (Ix1)

and FFT, we count the times they must be executed in the protocol.
We evaluate the proof size and verifier time by elements and
operations of the cryptographic group or field. In the batch
verification of ECDSA, the number of constraints of each instance is
fixed, so N, N’, and N’ are constants and the unique variable in
this evaluation is the batch size ¢. The proof size of Spartangp
increases with ¢, the proof size of Marlin is always a constant, and
the proof of our scheme is also a constant since the block size b is
pre-determined.

M 6 Security

In this section, we analyze the security of our general construction of
the non-interactive argument in Section 5.2. The completeness relies
on the completeness of the IVC scheme and the SANRK schemes.
The soundness is determined by the knowledge-soundness of the [IVC
and the soundness of the SANRK schemes.

The knowledge soundness of the original Nova IVC relies on the
knowledge soundness of the non-interactive folding scheme (NIFS)
in the standard model, where the non-interactive property is realized
by instantiating the random oracle with a cryptographic hash
function. However in the batch verification of signatures, if the
parameter n is as large as O(A), this proof strategy will not work. As
mentioned in [42], the original Nova follows a general recursive
proof strategy, where the IVC extractor & generates &; from &y 1
for i € [n] and it holds that

time(&;) > time(&;) + time(A;) > 2 - time(&;4.1).

This proof strategy is applicable when considering a batch of no
more than ¢ signatures, where ¢ =nb,n = O(logA) for a fixed b.
When the number of signatures is so large that n = O(1), the running
time of the extractor & will be 2@ it cannot extract all TVC

witness in the polynomial time. If the A1<2128

, the original
knowledge soundness proof can only support n < 128 steps and
bounds the 128b signatures in total, limiting the scalability in the
blockchain in practice. Although the throughput may be improved by
choosing a bigger b, an oversized circuit in one step will cost a lot of
memory and offset the benefit of IVC to compress the circuit size.
Therefore, we use the knowledge soundness proof in AGM proposed
by [42] on the Group-based Non-Interactive Folding Scheme shown
in Fig. 8. Another advantage of this proof strategy is eliminating the

heuristic manner in the arithmetization of oracles.

Lemma 2 (Completeness of IVC). The construction in Fig. 7 is an
IVC scheme that satisfies completeness.

Proof Sketch For
((U;, W;),(u;,w;)). Suppose the IVC prover runs the protocol
honestly as Fig.7 and outputs a new IVC proof Il =
(U1, Wi, (Wir1,wis1)). Because II; is valid, then
(U;,W;) e Rs and (u1;, w;) € Rg for a certain public relation Rsg.
Because the prover run the folding scheme to obtain (Uj41, Witp), it
is the folded of (U;,W;) that
(Ui+1,Wir1) € Rs by the completeness of the folding scheme.

i>0, given a valid IVC proof II;=

result and (u;, w;) so
Finally, the instance-witness pair (11;, W;) describes the correct
it must hold that
(u;,w;) € Rs as long as the prover run the entire protocol honestly.

execution of the ith augment function,

The formal proof is provided in Appendix A. o

Lemma 3 (Knowledge Soundness of IVC). If the hash function H
has the general zero-testing property and the discrete logarithm
assumption holds in the group G, then the IVC scheme in Fig. 7
combined with the group-based folding scheme based on G and H
(Fig. 8) satisfies knowledge soundness in the refined AGM.

Proof We follow the proof strategy of [44]. For an IVC scheme with
n = poly(A) steps, the F.H, pp«< G(%Y, and
(pk,vk) < K(pp,F,H), consider a polynomial time algebraic
adversary P* on inputs pp = (PPz. PPw) and outputs Ag, i, IT with
set S of representation vectors following multi-encoding. We
construct a extractor & on input (Pp,hg,n), outputs (h,-);.’:_ll and
(yi,z,-)l"’z‘ol such that h, =h and H(hi_1,yi—1,2i—1) = h; where
Zi-1 = F(yi—1). We construct & by sub-extractor &; for all
ie[n—1] in reverse order. In each step, given (h;,...,h,),
((¥i52i)s+++»(Yn=1,2n-1)), and an accepting IVC proof II;, &;
outputs A1, (¥i-1,Zi-1) and an IVC proof IT;_;. After all n—1
sub-extractors &; are constructed, the IVC extractor & runs them to
the ((¥0,20)s-+-»(Yn-1,2n-1)). The
constructions of &; and & are described in Fig. 11.

functions

extract final  outputs

The correctness of the extracted witness from & relies on the
correctness of the outputs of each &;. By Lemma 4, each I1;_; are
valid and h;_1,yi-1,Zi—1 extracted in the ith step satisfies that

hi =H(hi-1,yi-1,zi-1), where zi—1 = F(yi-1).
Lemma 4 Consider the input and output

(hiw”ahn)a((yi’ zi)" . -’(yn—lwzn—]))a
that  hjp1 =H(hj,y;,2)) zj=F(y;) for all
j=1,...,n—1. Let S be a set of representation vectors output by
P*, and assume that I1; = (U;, W;), (u;, w;)) is a valid IVC proof
combined with the group-based folding scheme in Fig. 8. If the hash

such and
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Eiep, By ..., 1), (i, 20, - o, V-1, Z0=1)) 5 S)
= hi, (i1, Zim):
1. Parse I1; = (U;, W,), (u;, w;)).
2. Retrieve h;_ 1.,(y, 15 Zie 12) (IU,Zmu, 1)
3. Retrieve E,_ )I,WI WE,. )I,W, | from (U, wmy).
4. Retrieve E(l) W(') s Eff)l, W:z) from representation set S .
5. Set W, <Ef“.,W§_li>,w,- 1= (B2, WED.
6. Output
hict, Yic1s Zic1), icp = (Wi, Wisy), (Wim1, Wisy)).
S(pp’p) - ((.Y()s zO)v swey (.YVlfh znfl)):

1. Run the malicious prover $*: (hg, h,,I1,,S) « P*.
2. Parse I, = ((Un,W ), (W, Wy)).

3. Retrieve E,, 1, W,_y from (u;_;).

4. Fori=n- 1,...,1.

hiots (Victs Zic1),

Iy « & (pp, (A, . . .,
5. Output ((yo, o), - - -

hn)9 ((yi’ zi)v
5 (_Ynfl s znfl))-

L] (yn—l, Zn—l)) > S)

Fig. 11 Construction IVC extractor

function H has the general zero-testing property and the discrete
logarithm assumption holds in the group G, then the PPT sub-
extractor &; outputs a valid IVC proof Il—; = ((Uj_q,
Wi1), (-1, w;-1)) and (hi—1,yi-1,2i-1) satisfy zi-1 = F(y;-1)
and h; = H(hi-1,yi-1,2i-1).

The proof of Lemma 4 is the same as the Lemma 3 of [44] and is
provided in Appendix B. o

Theorem 1 (Completeness). The general construction for batch
verification of valid signatures in Fig. 9 is a non-interactive argument
that satisfies completeness.

Proof Given a batch of signatures, suppose the prover verifies them
and takes t = nb valid signatures y with their verification result Z as
inputs, and runs the protocol as in Fig. 9, outputs a proof n. Because
the ¢ signatures are valid, for i € [n], F(y;) = z; = 1°, where b is the
block size. Because the prover computes the hash chain and runs the
IVC prover in Fig. 7 honestly, h; = H (hi_1,yi, lb) and IT; is a valid
IVC proof for all i € [n]. The last IVC proof II,, = (U, W), (1, w))
is valid implies that (U, W), (u, w) € Rs, and checks 4 and 5 of the
verifier will pass by the completeness of the IVC scheme. Then the
prover obtains (U',W',F) by the folding scheme, so the
(U, W’') € Rs under the completeness of the folding scheme.
Furthermore, the completeness of the SNARK scheme guarantees
that 70 is valid. All conditions of the verifier can be met. o

Theorem 2 (Soundness). If the hash function H has the collision-
resistant property, the IVC scheme in Fig. 7 satisfies knowledge
soundness for n = O(4) steps, and SNARK is a SNARK of a valid
IVC proof satisfies knowledge soundness, the general construction in
Fig.9 is a non-interactive argument for batch verification of
t = O(AQ) valid signatures satisfies soundness.

Proof Let P* be an adversary against the soundness of the general
construction in Fig. 9 for batch verification of t = O(A1) signatures.
P* takes public parameters PP = (PPss,PPsnark) and outputs
ho,y = (¥0,---,¥n—1) with a proof 7= (hp,U,u,T’,70) for the
statement that all #=nb signatures described in y are valid, ie,
Vie[n],F(yi-1) = 1°. Suppose there exist at least one invalid
signature, without loss of generality, the jth (0 < j < f) signature, the
proof © from P* pass the verification with probability €(1), we
demonstrate that €(1) is negligible.

If P* follows the protocol honestly, precisely, * runs the prover
algorithm in the Fig. 9 to prove that F(y;_1) = z;—1 for all i € [n],
where F(yj) =z # 1%, = Lﬁ] and F(yi_1) = zi-1 = 17 for all
i#j. Because the proof is accepted, it must hold that
hy =H(...H(H(h0.y0.1%),y1.1%)..... 3. 1%) by the condition 1-3
of the verifier. As the hash function is collision-resistant, it will
contract to the Lemma 5. Thus all zj_; for i€ [n] are 1° with
overwhelming probability. Similarly, if P* honestly generate an
accepted proof for F(yl’._l) =1% forall i € [n] but y’ # y that sent to
the verifier before the protocol, it also cannot pass the verification
without a negligible probability.

Lemma 5 [49] If H is collision-resistant, then the Merkle-Damgard
construction of H is collision-resistant.

If P* pass the verification by cheating, all conditions of the
verifier will be met. By step 7 of the verifier, 77 passes the
verification of the SNARK scheme for the instance U’ computed by
running the verifier of the folding scheme. We first construct a
SNARK extractor g, which takes U’ and the accepted SNARK
proof 7U, outputs a witness W’ such that (U’,W’) € Ry with an
overwhelming probability. This implies that instances U and 11 are
satisfiable, we can run the folding extractor & to extract W and w
such that (U, W), (u,w) € Rs. Then we run the IVC extractor &
that takes (hg,h) and the accepted IVC proof II = (U, W), (1, w)),
outputs ¥ = (¥o,...,¥n—1) satisfies that H(h;_1,y;—1,F(yi-1)) = h;
for all i € [n]. Following the construction of the IVC extractor in
Fig. 11, we sequentially construct the sub-extractors &; for all
i € [n]. If there exists any j € [n] such that F(y;—1) = zj_1 # 17,
then it contradicts the collision-resistant property of the hash function
H as above. Suppose the SNARK scheme has the knowledge error
€snark(4), the TVC scheme has the knowledge error €yc(4A) for
n = 0(A) rounds iterations, the non-interactive folding scheme has
the knowledge error €nits(4d) and the probability of the event that
finding a collision for the Merkle-Damgard formed hash chain with
length 1 is €nagh(4) < negl(A). Then, our scheme in Fig. 9 has the
soundness error

€(A) = €snark(4) + &nits () + e () + €nash(4) < negl(4).
Finally, because the extractor 5 E, and & can extract the witness in
polynomial time, and the hash function can achieve at least 100-bit
security, the probability for any PPT $* generating an accepted
proof for a false statement is negligible. o

B 7 Implementation

Following the general construction of Section 5.2 and employing the
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optimization strategies in Section 5.3, we implement our scheme for
batch verification of ECDSA in Rust. The experiments were
executed on a Virtual Machine with an Intel i7-11800H CPU with
2.30 GHz, 8 cores, and 16 GB of RAM.

The arithmetic circuit RICS is compiled using the library
bellpepper [50]. We implement the IVC with SNARK scheme
following the code of Nova [43], where we choose secp256k1 and
secq256k1 as the elliptic curve cycle. We set secq256k1 as the
primary curve and secp256kl as the secondary curve. The
verification of ECDSA is only defined on the scalar field F), of
secq256k1. The number of R1CS constraints is about 4,000 per
ECDSA verification. In experimental testing, we can adjust the block
size b. In particular, the function F represents » ECDSA verification
processes on the digest of the message. We have the verifier compute
the digest ¢ = hash(m) locally and add this computation time to the
verifier time. We fix the message m as a 160-byte value as account
information in transactions. We instantiate the hash function H in our
scheme by Poseidon, which contains an initialization phase
independent of the message and a computation phase that processes
messages through the sponge structure. Since the initialization of
Poseidon is fixed and reusable, it can be seen as the offline
computation together with the setup of the proof system for the
prover and verifier. We only focus on the online phase related to
signatures.

7.1 BEATS

We instantiate the SNARK in our scheme via Spartangp to obtain a
transparent scheme BEATS. As shown in Fig. 12, we test the prover
time and verifier time with batch sizes ¢ ranging from 1 to 220
ECDSA signatures. We set the block size b = 1,2,8,32 in each IVC
step, respectively.

We first compare our protocol with the scheme that verified
ECDSA inside Spartangp directly. Since BEATS in this paper
uses the cycle of curves secp256kl/secq256k1, it is natural to
compare it with Spartan using secp256k1 in the experiments. For
the prover time, when the batch size is larger than 23, BEATS
begins to show its advantages. If the batch size is less than 29, the
prover time will be lower to set b = 8, while setting the block size b
larger, such as b = 32, would make the prover faster if one intends to
pack many more signatures. In BEATS, the parameter 5 determines
the number of constraints proven by the final SNARK after IVC.
Increasing b speeds up the prover for large batch sizes, while
decreasing b speeds up the prover for small batch sizes. Additionally,
smaller b results in faster verification and smaller proofs. When
= 211, Spartangp reaches its upper bound on the number of
signatures, the prover time of Spartangp is about 776 s, while the
prover time for b = 1,2,8 and 32 in BEATS is 248, 160, 62, and
45 s respectively. We speed up the prover by 3~17 times.

For the verifier time, it grows linearly with the number of
signatures in Spartangp, while in BEATS it is almost constant
when ¢ < 2. When ¢ = 211, Spartangp reaches its upper bound
with a verifier time of 21 s, while the mean of verifier time for

Scalable batch verification of ECDSA for blockchain using IVC
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Fig. 12 Comparison of the prover and verifier time between BEATS,
Spartangp and Marlin at different batch sizes of ECDSA signatures

different values of b =1,2,8 and 32 in BEATS is 87, 118, 180,
and 440 ms respectively. We speed up the verifier by 48-240 times.
The verifier time of BEATS starts to show an increasing trend only
when > 21 ; the reason is the verifier time is dominated by the
SNARK verification process before that and the hash computation of
the message is negligible. As the size increases, the hash computation
is proportional to the number of messages, so the hash computation
starts to dominate the verifier time when ¢ > 2. The baseline with
black triangle legend in Fig. 12 indicates the verification time of
ECDSA signatures without any proof system. Obliviously, BEATS
will be more efficient when the batch size is larger than 210
compared to the baseline. When ¢ = 229 we speed up the verifier by
21-174 times. Furthermore, even if the baseline is optimized for
parallelism as the gray triangle legend, BEATS still using a single
thread becomes advantageous when the batch size exceeds 213 The
gap when > 213 grows with the batch size. When ¢ = 220, we
speed up the verifier by 3~30 times.

Then we compare our scheme with Marlin. In Section 1.1, we
that Marlin is pairing, but
secp256kl/secq256k1 is not pairing-friendly as noted in Section

mentioned based on Dbilinear
2. Thus it is difficult to implement the bilinear pairing mapping of
Marlin on secp256k1 efficiently. To ensure fair comparisons, we
use the optimal finite field for Marlin, given its reliance on non-
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native operations. Following the result of [48] that there are about
220 constraints 3 for each ECDSA verification, we substitute the
result into the benchmark test to obtain the experiment performance.
Since the prover time of Marlin is quasi-linear and a large-scale
MSM and FFT dominate the time and memory of the prover, the
execution quickly reaches the upper bound. Marlin can prove only
one ECDSA signature in the virtual machine of this experiment.
When b = 1, the prover takes 1.82 s in BEATS and takes 19.46 s
in Marlin for one ECDSA signature. The single prover in BEATS is
faster than Marlin by about 10 times. Marlin has fast verifier with
6.74 ms and an extremely short proof with 0.73 KB. In BEATS,
the verifier takes 86.36 ms and the proof size is 9.22 KB.
Consequently, the verifier time and the proof size of BEATS are
larger than Marlin by about 12 times. However, these advantages of
Marlin come at the cost of longer prover time and higher memory
consumption, and it is non-transparent with a trusted setup. We
improve the scalability significantly that supports an arbitrary
number of signatures and the proof size is nearly constant when the
batch size is less than 2!*. Since Marlin needs to generate proofs for
a batch of signatures separately, the verifier time and proof size of
BEATS can be amortized efficiently.

Tables 3 and 4 describe the comparison of proof size between
BEATS and Spartangp and Marlin. The batch size ¢ in Table 3
represents the number of the ECDSA signatures in total and the block
size b in Table 4 represents the number of the ECDSA signatures
handled in each step of IVC in BEATS, the proof size of BEATS is
a constant independent of ¢ for fixed b. Our proof size is larger than
the Spartangp, because the implementation is over the cycle of
elliptic curves, there are two instance-witness pairs at the last of the
IVC scheme, i.e., (U’,W’) in Fig. 9 is replaced by (U, W) and
(UD W2y, Finally, there are two SNARK proofs. When a short
proof is desired, one can use only one curve to halve the proof size.

For scalability, the upper bound on the number of ECDSA
signatures that can be proved at once is 2! in Spartangp and only
in Marlin. BEATS support arbitrary batch
theoretically, and we show only a portion of the practical intervals in
Fig. 12 within a practically acceptable time. Thanks to the chain-
based IVC construction, our scheme is memory-friendly. The ith step

one can size

in the chain claims that the previous i steps were executed correctly,

Table 3 Proof size of Spartange and Marlin in different batch sizes

which is a compression of the historical state. Each generated IVC
proof can be viewed as an update to the current state and the past
state can be released. The prover generates the IVC proof and takes a
constant memory and a linear time about the number of steps of the
IVC chain. On the other hand, we can replace chain-based
construction with tree-based construction, which provides a faster
prover but costs more memory. This construction is similar to the
PCD-based SNARK in [51], but the batch verification for multiple
signatures is a natural uniform format, so we do not require a
compiler nor do we need to consider the wiring connections between
each sub-computation. In this parallel implementation, the time for
executing O(tN"")-sized MSM of the prover in Table 1 will be
reduced to the time for O(logn-bN"")-sized MSM, where t = nb
and b <<n. In addition, the width of the tree can be adjusted
according to the optimal number of threads for the device.

H 8 Conclusion

We present a general approach to batch verification of arbitrary
signatures on the blockchain, addressing scalability, memory
efficiency, and compatibility with common devices while supporting
an arbitrary number of verifications. As a concrete instantiation, we
introduce BEATS for batch ECDSA verification, demonstrating
significant performance improvements over existing methods. The
comparison shows that BEATS speeds up the prover and the verifier
of Spartangp significantly for the large batch of ECDSA
signatures. Furthermore, BEATS has high scalability that supports
an arbitrary number of signatures, which is far superior to the
existing SNARK such as Marlin. Finally, BEATS exhibits a
remarkably low memory footprint, making it compatible with
resource-limited devices.

A research direction in the future is how to realize proof
acceleration on small finite fields. However, several challenges must
be addressed. Firstly, while small finite fields may offer faster field
operations, they often lead to increased soundness errors. This
necessitates additional security mechanisms, potentially increasing
scheme complexity and introducing overhead for the prover.
Secondly, simulating non-native operations on smaller fields can
result in larger circuit sizes. Since prover time in many proof systems
scales linearly with the number of constraints, this circuit size growth
can significantly impact prover performance. Finally, in the context

Spartangp /KB 4.08 4.36 4.65 493 5.22 5.50 5.79 6.09 6.37 6.66 6.95 7.24
Malrin/KB 0.73 - - - - - - - - - - -
Table 4 Proof size of BEATS in different block sizes

Block size b 1 ) 8 32
BEATS/KB 9.22 9.51 9.79 10.37

3 Although the field size in [48] is 254-bit while the scalar field of BLS12 381 is 255-bit, representing a 256-bit field element on either of them requires 3 of
registers. All techniques for simulating the operations of a larger field on a smaller field are general, there are 1,508,136 constraints in total.
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of Nova IVC, the use of a cycle of elliptic curves is crucial for
efficient proofs. Finding suitable curve pairs that both enhance proof
efficiency and adhere to the cycle form presents a significant
challenge.
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B Appendixes

Appendix A Proof of Lemma 2

Proof Suppose F(y;) = z; and H(h;,y;,2;) = hi+1 for some i > 0.
Let pp < G4 and (pk, vk) < K(pp,F,H). Given an IVC proof
I1; satisfies that

(V(Vk, i, /’lo,hi,H,') =1.
We should demonstrate that given

i1 « PPk, i, ho, hi, yi, zi, I1;),
it must hold that

(V(Vksl+ 1’h09hi+17ni+1) = l
When i = 0. Given an IVC proof [l satisfies that

V(vk,0,ho, ho,I1p) = 1.

By the algorithm % and augment function F’, we have

Iy = (U, W), (ug, w)),
where U; =u,; and W
witness pair (1, W) € Rs,, . Since (u1,w1) describe the trace of
F’ in terms of (U, W), by correctness of F, H and the
satisfiability of (U, W), it also holds that (111, w1) € RSF, . By the
construction of F’, we have

= W . By definition, the trivial instance-

uy.x = H(vk, 1, ho, H(ho,¥0,20), U1),

Scalable batch verification of ECDSA for blockchain using IVC

where Zo = F(y9). By the construction of #, we have wi.E =0
that implies that 111.E =0 =1, .E, and u1.x = 1. Therefore, it must
hold that

(V(Vk 1, ho,hl,Hl) =1.
When i > 1. Suppose given an IVC proof I1; = ((U;, W;), (11;, w;))
satisfies that

V(VK, i, ho, h;, I1;) = 1.

Given

Miv1 =((Uir1, Wis1), (Wir1, Wit1))
— P(pK, i, ho, hi, yis zi ;).
By construction, P runs the prover of the non-interactive folding
scheme such that

(Uir1, Wis1, T4) — NIFS.P(pk, (U3, W;), (11, wy)).
By completeness of non-interactive folding
(Ui, Wy), (uj, w;) € Rs,, , we have that (Uj1, Wiy1) € Rs,, . Since
u;.xX = H(Vk, i, /’l(), H(hi,yi,zi),Ui), I]_li.E = O, and u;.5 = 1, P will
output (U;+1,W;i+1) that describe the trace of F’
(U,-,ui,i,ho,hi,y,‘,zi,i). By the construction of F’ and the

scheme and

on inputs

completeness of the non-interactive folding scheme. we have
Uir1.x = HVK, i + 1, ho, H(hi, yi, i), NIFS.V(vK, Uj, 1;, 7))
= H(vk, i+ 1,ho,H(hi, yi, F(yi)), Uy).

By the construction of P, we have w;y1.E =0 that implies that
Wit E=0= u,. E and u.s = 1. Therefore,

VK, i+1,ho,hiy1,Tliy1) = 1.

Appendix B Proof of Lemma 4
Proof By the construction of the group-based folding scheme in
Fig. 10, instance-witness pairs in the valid II; have the following

format,
(1) (1) (l) (1) Dy
Ui=(E ,sO W ) w, = D wh), (Al
= E SO W AP wi= EP WD), (A)
Since (Ui,Wi),(ui,wi)eﬂsF,, they satisfy the Pedersen
commitment relation, i,e.,
=
E; :com(ppE,Egl))=(E§1),ppE>, (A3)
—(1)
W; ' = com(ppy, Wi ) = (W, ppy), (A4)
=2
E;" = com(ppg. E\”) = (E\” . ppg). (A5)
—(2)
W:" = com(ppy, W) = (W, ppyy). (A6)

Given I1;, the extractor &; should extract

i1 = ((Ui-1, Wim1), (W1, Wi-1)),
and extract (h—1,¥;—1), such that

Frontiers of Computer Science | Issuc 4 | Volume 20 | April 2026 | 2004803-16



Front. Comput. Sci., 2026, 20(4): 2004803

hi =H(hi—1,yi-1,F(yi-1)).
Since IT; is a valid IVC proof, w; is the witness for the trace of F’
in the ith step and is formed as

(PP, U;-1,0;-1, (i, ho, hi-1), Yi-1,Zi-1, Ti-1)-
Thus &; can extract (U;_1,u;—1) from w; efficiently. Since the
witness W;_j contains the input and output of the execution
H(hi-1,¥i-1,F(yi-1)), & can efficiently extract (h;_1,y;—1) from
I1;_;. By the satisfiability of 11; and the construction of F”,

hold thath _H(hl 1,Yi- 1,F(yz 1))

Then 8, can retrieve (El I,Wf )1) from U;_; and retrieve

2 1 2
(Ef )1, W,._ 1) from w;—1. Since (E, 1,Wf )1) and (Ef )l,W, 1) are
group elements, in the refined AGM, the algebraic adversary must

output the represent vectors in the set S. Therefore, &; can efficiently

it must

find the corresponding representation vectors (E(l) (])) and

i-1°
(Efz)l, W) PPz lpPw. Then &

1 1 2 2
Wi (Ef W) and wisy = (B2, W),
Next, we demonstrate the correctness of the I1;_1 extracted by &;.

under the base sets

A valid IVC proof should pass all checks of the verifier in Fig. 8. By
definition of the committed relaxed RICS, a satisfied instance-
witness should first pass the opening check of the commitment. By
the premise, (u1;, W;) € Rs,,. The description of the instance w;
contains the folding process U; «— NIFS.V(U;_,u;- ,Ti_1). Thus
it must hold that

1 —@2
E( ) = E 1+rT 1+r2E§_)1, sl(. ) = (1) +rs(2)

i-1°
—(1 —(1 —2

W, =W, +rW, ), +rx(2) (A7)

i -1’

where r = H(U;, u;, ,'_1). Since T,'_l is a group element contained
in the witness w;, &; can find its representation vector Tj—1 from R.
Due to the AGM, these extracted witnesses satisfy the following

equatlons

E,_ 1—<E“1,ppE 1ppw), Wity = (W™D opg 1l ppyw),
= (E?,,ppg Il pow), Wr = (W, ppg Il i),

Tio1 =(Ti-1,PPg || PPW)- (AB)
By combining Egs. (A7) and (A8) with Egs. (A3) and (A4),
=
E; =com(ppg.E\") = <E(” PPE)
= Ei—l +rTi_1 +r E
=(ED +rTiy +rPE? ),ppE Il PPw)
=(ED +1Ti1 +°E, . ppg). (A9)

The last equitation holds under the discrete logarithm assumption
of the group. Similarly, we have
(D 1 1
W; " =com(ppy, W,-( )= <W,~( .pPw)
=) | =2
=W +rWe,
= (W +rW), ppg |l ppy)
1 2)
= (WD +rw?) ppy). (A10)

By the Egs. (A8)—(A10) and the additive homomorphism of the inner

product, we obtain the following relation,
—(1) 1 —(1)
E,_| = com(ppE,E§ )1) W1 = com(ppW,W( ))

E2, = com(ppg, EZ,), W), = com(ppyy, W), (Al1)
W), (Wi-1,Wi-1)

Therefore, the instance-witness pairs (U;_1,
pass the opening check of the commitment. Additionally, let
1 (1) (1 1 b
T—T, L os=s0, 2= WD A0 O) BBV 5= 50,
= (W(bl, l(b)l, (&) D> Eb E(b) for b € {0,1}, and J represents a
redundant term contains Zj ,ZQ,A and B. By the premise that
(Ui, W;) € Rs,., and Eq. (A7), we have
AZoBZ—-5s-CZ-E
=A(Z1+rZr)o B(Z1 +rZy)—(s1+71s82) - C(Zy +rZp)
—(E1 +1T +7*Ey)
=(AZoBZ,-51-CZ—E})+r6
+1*(AZy 0o BZy — 57-CZ; — E)
=0. (A12)
The last term of Eq. (15) is a degree-2 polynomial in » whose
determined by p:=(Z1,E1,Z2,E>,T). Let
— F?[X] be a deterministic function, we define this
P(p). r=HUi—1,1;-1,Ti-1),

Ui-1,u-1,Ti-1 can be seen as commitments to p. By the general

coefficients are
P: FSm

polynomial as Since where

zero test property of the hash function H, the polynomial P(p) is a
zero-polynomial with overwhelming probability. Therefore, we can
deduce that

AZioBZ —s51-CZ1—E|=0=AZyoBZy, —s,-CZ, — E»,
and (U;—1,W;_1),(0j-1,w;—1) € Rs,,. The last check of the
verifier in Fig. 9 is passed.

The valid II; implies that (u;,w;) €Rs,,, where (u;,w;)
describes the trace of F” on inputs

(Ul laul 1’ lhOahl 17yl lazl 1> Tl 1)

By the construction of F’ we have

1, ho,H(hi—1,yi-1,F(yi-1)), Ui-1),
(u ..E, 1). Therefore,

u;—1.x = H(vk,i—

and (uj—1 .E, Uj—1.5) =

VK, i—=1,ho,hi—1,I1-1) = 1.
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