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Abstract This paper focuses on an important type of black-
box attacks, i.e., transfer-based adversarial attacks, where the
adversary generates adversarial examples using a substitute
(source) model and utilizes them to attack an unseen target
model, without knowing its information. Existing methods tend
to give unsatisfactory adversarial transferability when the
source and target models are from different types of DNN
architectures (e.g., ResNet-18 and Swin Transformer). In this
paper, we observe that the above phenomenon is induced by the
output inconsistency problem. To alleviate this problem while
effectively utilizing the existing DNN models, we propose a
common knowledge learning (CKL) framework to learn better
network weights to generate adversarial examples with better
transferability, under fixed network architectures. Specifically,
to reduce the model-specific features and obtain better output
distributions, we construct a multi-teacher framework, where
the knowledge is distilled from different teacher architectures
into one student network. By considering that the gradient of
input is usually utilized to generate adversarial examples, we
impose constraints on the gradients between the student and
teacher models, to further alleviate the output inconsistency
problem and enhance the adversarial transferability. Extensive
experiments demonstrate that our proposed work can
significantly improve the adversarial transferability.

Keywords black-box attack, adversarial transferability,

deep neural networks

1 Introduction

Deep neural networks (DNNs), such as convolutional neural
networks (CNNs) [1-3] and transformers [4,5], have
demonstrated significant advancements across various
machine learning tasks [6—10]. However, recent studies reveal
that DNNs are vulnerable to adversarial attacks [11-13],
which add special yet imperceptible perturbations to benign
data to deceive the deep models into making wrong
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predictions. This vulnerability poses a considerable threat to
the safety of the DNN-based systems [14—16], especially those
applied in security-sensitive domains, such as autonomous
driving and face-scan payment.

Since different DNN architectures usually function
differently, their corresponding vulnerabilities are also
different. Therefore, existing adversarial attack techniques are
usually specifically designed for different DNN architectures,
to discover the safety threats of different DNN architectures.
Due to privacy or copyright protection considerations, black-
box attacks tend to possess more applicability in real
scenarios. In this paper, we focus on an extensively studied
scenario of black-box attacks, i.e., transfer-based adversarial
attack, which assumes that the adversary does not have access
to the target model. Instead, the attacker can train substitute
models to generate adversarial examples to attack the target
model.

For common CNN models, to enhance the transferability of
adversarial examples, various techniques have been proposed,
which can be briefly classified into two categories according
to their mechanisms, i.e., gradient modifications [12,14,17]
and input transformations [18-21]. The former type of
methods usually improves the gradient ascend process for
adversarial attacks to prevent the adversarial examples from
over-fitting to the source model. The latter type of methods

usually  manipulates  input images  with  various
transformations, which enables the generated adversarial
perturbations to adapt different input transformations.

Consequently, these adversarial examples possess a higher
probability of transferring to successfully attack the target
unknown model.

The recent success of vision transformers (ViT) has also
prompted several studies on devising successful attacks on the
ViT type of architectures. [22—24] construct substitute model
based attack methods for ViTs, according to their unique
architectures, such as attention module, classification token, to
generate transferable adversarial examples.

Currently, existing methods usually employ pre-trained
classification models as the source (substitute) model (as well
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as the target model in the experiments) directly, for achieving
transfer-based adversarial attacks. One of the core reasons,
which affects the transferability of these adversarial attacks, is
the similarity between the source (substitute) model and the
target model. By assuming that the source model and the
target model are identical, the attack becomes a white-box
attack. Then, the transferability is expected to be high, and the
attack success rate is equivalent to that in the corresponding
white-box setting. Intuitively, two models with similar
architectures and similar weights tend to possess high
transferability [25]. On the contrary, models with significantly
different architectures and weights usually exhibit low
transferability. For example, when we generate adversarial
examples in ResNet-18 and test them on ViT-S, the attack
success rate is 45.99%, which is lower than the transferability
from ResNet-18 to Inception-v3 (62.87%).

Since different network architectures and weights will
induce different outputs, we believe that the low adversarial
transferability is caused by the output inconsistency problem.
As can be observed in Fig. 1, even when each of the models
gives correct classification result, the output probabilities are
still inconsistent. Besides, the inconsistency between two
different CNN models is usually smaller than that between
two models from different architectural categories, e.g., a
CNN model and a transformer-based model. Apparently, this
inconsistency is harmful to adversarial transferability, because
adversarial attacks are usually designed to manipulate the
target model’s output probability and this inconsistency will
increase the uncertainty of the outputs of the target model. To
better describe this output inconsistency, KL divergence is
employed to numerically represent it. As shown in Fig. 2,

To alleviate the above problem, a straightforward solution is
to construct a universal network architecture which possesses
relatively similar output distributions as different types of
DNN models. Unfortunately, this universal network
architecture and its training strategy are both difficult to be
designed and implemented. Besides, this solution is highly
unlikely to effectively utilize the existing pre-defined DNN
architectures, which are much more convenient to be applied
in real scenarios.

To alleviate this output inconsistency problem and
effectively utilize the existing pre-defined DNN models, in
this paper, we propose a common knowledge learning (CKL)
method for the substitute (source) model to learn better
network weights to generate adversarial examples with better
transferability, under fixed network architectures. Specifically,
to reduce the model-specific features and obtain better output
distributions, we adopt a multi-teacher approach, where the
knowledge is distilled from different teacher architectures into
one student network. By considering that the gradient of input
is usually utilized to generate adversarial examples, we impose
constraints on the gradients between the student and teacher
models. Since multiple teach models may generate conflicting
gradients, which will interfere the optimization process,
motivated by PCGrad [26], we introduce the model gradients
constraint term into our work to diminish the gradient
conflicts of the teacher models.

Our contributions are summarized as follow.

e We analyze the relationship between adversarial
transferability and property of the substitute (source)
model, and observe that a substitute model with less

higher output inconsistency tends to induce lower output inconsistency to the target model tends to
transferability and vice versa. possess better adversarial transferability.
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Fig. 1 Output inconsistency among different networks with the same input image, whose truth label is ‘bird’. (a) is a randomly selected input
image from CIFAR-10, and (b)—(e) denote the output confidences of different models. Although every model gives the correct prediction, the
output probabilities are obviously different. The output discrepancy leads to the poor transferability of adversarial examples



Ruijie YANG et al.

Output inconsistency between models

Swin
MLPmixer
Convmixer

RN-34
Inc-v3
MN-v2
DN-121
RN-50
RN-18
VGG-16

& 2 2 2 2 2= =
> v xR o o o
Output inconsistency

VGG-16
RN-18
RN-50

DN-121
MN-v2
Inc-v3
RN-34
Convmixer
MLPmixer
Swin

(a)

Common knowledge learning for generating transferable adversarial examples 3

Transferability between models

1.0
Swin
MLPmixer
Convmixer 0.8
RN-34 :i‘
Inc-v3 %
MN-v2 0.6 ‘%
DN-121 &
RN-50
0.4

0 o
- ©

% &

RN-34

al
a
Z (]
S =

VGG-16
DN-121

I
o O
R
£k
£ 3
o =

(b)

Fig.2 Output inconsistency and transferability on the CIFAR-10 testing set. The results are obtained by averaging from 10,000 images. (a) The
output inconsistency. We calculate the KL divergence of different model outputs on the same input image, to represent the output inconsistency.
A higher value denotes a higher inconsistency; (b) We take two models in turn as the source model to generate adversarial examples to attack the

other and compute the transferability by averaging the two attack results

e To reduce the model-specific features and obtain better
output distributions, we propose a common knowledge
learning framework to distill multi-teacher knowledge
into one single student network.

e For generating adversarial examples with better
transferability, we propose to learn the input gradients
of the teacher models and utilize gradient projection to
reduce the conflicts in the gradients of multiple
teachers.

e Extensive experiments on CIFAR-10, CIFAR-100, and
TinylmageNet demonstrate that our method is effective
and can be easily integrated into transfer-based
adversarial attack methods to significantly improve
their attack performances.

2 Related work

2.1 Adversarial attacks

Adpversarial attack is firstly proposed by [27]. Subsequently, a
large number of adversarial attack methods are proposed,
which are usually classified into two categories according to
the adversary’s knowledge [28], i.e., white-box and black-box
attacks. The black-box attacks can be further classified into
query-based and transfer-based attacks. White-box attacks
usually assume that the adversary can access all the necessary
information, including the architecture, parameters and
training strategy, of the target model. Query-based attacks
usually assume that the adversary can obtain the outputs by
querying the target model [29-33]. Transfer-based attacks
generate adversarial examples without the access to the target
model, whose assumption is the closest to practice. Under
such circumstance, the adversary usually exploits a substitute
model to generate adversarial examples and utilize the
examples to deceive the target model [18,19,22,34-36]. Since
our work focus on the transfer-based scenario, we will
introduce this attack scenario in details in next subsection.

2.2 Transfer-based attacks
Since different DNN architectures usually function differently,

existing transfer-based attack techniques are usually
specifically designed for different DNN architectures.

For CNN architectures, the attack approaches in transfer-
based scenarios can mainly be classified into two categories,
i.e.,, gradient modifications and input transformations. For
gradient modifications based methods, [14] firstly proposes
MI-FGSM to stabilize the update directions with a momentum
term to improve the transferability of adversarial examples.
[12] adopts the Nesterov accelerated gradients into the
iterative attacks. [17] proposes an Adam iterative fast gradient
tanh method (AI-FGSM) to generate adversarial examples
with high transferability. Besides, [37] adopts the AdaBelief
optimizer into the update of the gradients and constructs ABI-
FGM to further boost the attack success rates of adversarial
examples. Recently, [38] introduces variance tuning to further
enhance the adversarial transferability of iterative gradient-
based attack methods.

On the contrary, input transformations based methods
usually applies various transformations to the input image in
each iteration to prevent the attack method from being
overfitting to the substitute model. [19] presents a translation-
invariant attack method, named TIM, by optimizing a
perturbation over an ensemble of translated images. Inspired
by data augmentations, [37] optimizes adversarial examples
by adding image cropping operation to each iteration of the
perturbation generation process. Recently, Admix [20]
calculates the gradient on the input image admixed with a
small portion of each add-in image while using the original
label, to craft adversarial examples with better transferability.
[21] improves adversarial transferability via an adversarial
transformation network, which studies efficient image
transformations to boosting the transferability. [39] proposes
AutoMa to seek for a strong model augmentation policy based
on reinforcement learning.

Since the above approaches are designed for CNNs, their
performances degrade when their generated adversarial
examples are directly input to other types of DNN
architectures, such as vision transformers [4] and mlpmixer



4 Front. Comput. Sci., 2025, 19(10): 1910359

[40]. Since the transformer-based architectures have also been
widely applied in image classification task, several literatures
have also presented transfer-based adversarial attack methods
when transformer-based architectures are employed as the
source (substitute) model. [22] proposes a self-attention
gradient attack (SAGA) to enhance the adversarial
transferability. [23] introduces two novel strategies, i.e., self-
ensemble and token refinement, to improve the adversarial
transferability of vision transformers. Motivated by the
observation that the gradients of attention in each head impair
the generation of highly transferable adversarial examples,
[24] presents a pay no attention (PNA) attack, which ignores
the backpropagated gradient from the attention branch.

2.3 Knowledge distillation

A common technique for transferring knowledge from one
model to another is knowledge distillation. The mainstream
knowledge distillation algorithms can be classified into three
categories, i.e., response-based, feature-based and relation-
based methods [41]. The feature-based methods [42,43]
exploit the outputs of intermediate layers in the teacher model
to supervise the training of the student model. The relation-
based methods [44] explore the relationships between different
layers or data samples. These two types of methods requires
synchronized layers in both the teacher and student models.
However, when the architectures of the teacher and student
models are inconsistent, the selection of proper synchronized
layers becomes difficult to achieve. On the contrary, [45],
which is a response-based method, constrains the logits layers
of the teacher and student models, which can be easily
implemented for different tasks without the above mentioned
synchronization problem. Therefore, [45] is adopted in our
proposed work.

3 Methodology

3.1 Notations

Here, we define the notations which will be utilized in the rest
of this paper. Let x € X € ROW*H denote a clean image and y
is its corresponding label, where X is the image space. Let
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2=1(01,02,...,0;,...,0) € RK be the output logit of a DNN
model, where K is the number of classes. T1(-),T2(+),...,Tn(-)
denote the teacher networks and N is the total number of
teacher models. S (-) stands for the student network. L(S (x),y)
is utilized as the loss function, e.g., cross-entropy loss, respect
to input image x, model S and label y. For simplicity, we also
use Ly, L7, to denote L(S(x),y) and L(T;(x),y), respectively,
in the rest section. The goal of an generated adversarial
example x* is to deceive the target DNN model, such that the
prediction result of the target model Fy,-(-) is not y, i.e.,

argmax F,(x*) #£y. Meanwhile, the adversarial example is

usuz;lly desired to be similar to the original input, which is
usually achieved by constraining the adversarial perturbation
by L, norm, i.e., ||x* —x||, < €, where € is a predefined small
constant.

3.2 Overview

According to Figs. 1 and 2, the output inconsistency problem
significantly affects the transferability of adversarial
examples, i.e., high output inconsistency usually indicates low
transferability, and vice versa. Since the output inconsistency
within each type of DNN architectures is usually less than that
of the cross-architecture models, the adversarial examples
generated based on the substitute model from one type of
DNN architectures (e.g., CNNs) usually give relatively poor
attack performance on the target models from other types of
DNN architectures (e.g., ViT, MLPMixer).

To alleviate the above problems, in this paper, we propose a
common knowledge learning (CKL) framework, which distills
the common knowledge of multiple teacher models with
different architectures into a single student model, to obtain
better substitute models. The overall framework is shown in
Fig. 3. Firstly, we select teacher models from different types
of DNN architectures. The student model will learn from their
outputs to reduce the model-specific features and obtain
common (model-agnostic) features, to alleviate the output
inconsistency problem. Since the input gradient is always
utilized in typical adversarial attack process, we also design a
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Fig.3 Our common knowledge learning (CKL) framework. We leverage the input gradient distillation loss and knowledge distillation loss to
force the student model (S) to learn the common knowledge from multiple teacher models
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constraint on the input gradients between the teacher models
and the student model, to further promote the transferability of
generated adversarial examples. After training the student
model, in the testing stage, this model will be utilized as the
source (substitute) model to generate adversarial examples.

3.3 Common knowledge distillation

As can be observed from Fig. 1, when the same input is fed
into different models, the output probabilities are quite
different, which actually reveals that there exists feature
preference in deep models. Apparently, the output
inconsistency problem is induced by these model-specific
features, because these features, which are considered to be
distinctive to one model, may not be distinctive enough to
others. Under such circumstance, when an adversarial example
is misclassified by the source model to the other class ¥
(Y#Y), it contains certain manipulated features which are
distinctive to the source model. However, if these manipulated
features are not distinctive enough to the target model, the
adversarial example may not be able to deceive the target
model.

According to the analysis above, it is vital to identify and
emphasize the common (model-agnostic) features among
different DNN models in the substitute model, such that when
these model-agnostic features is manipulated to generate the
adversarial examples, the target model will possess a higher
possibility to be deceived, i.e., the adversarial transferability
will be improved. Therefore, we construct a multi-teacher
knowledge distillation method to force the student model to
learn and emphasize the common features from various DNN
models. Since different DNN models usually possess different
architectures, we constrain the model outputs between the
student and teacher models, by adopting [45]. Specifically, we
employ KL divergence to measure the output discrepancy
between the student model S (-) and each teacher model T;(-).
We denote the output of student model as S(x)=
(of,og,...,oi) and the output of teacher model as T;(x) =

T, T; T; . .
(0y',05',...,0%). Then, KL divergence is formulated as

K OS
KL(S(x),Ti(x)) = )" 0f -log =, (M
k=1 Oy

where K represents the number of classes.
To jointly utilize all the teacher models, the knowledge
distillation (KD) loss Lgp is defined as

Lgp = XN KL(S (x), Ti(x)). 2)

3.4 Gradient distillation

Since the input gradients are commonly utilized in the main-
stream adversarial attack methods, such as FGSM [11], MI-
FGSM [14], DI-FGSM [18], TI-FGSM [18], and VNI-FGSM
[38], if two networks F(x) and G(x) satisfy V,Lp(x)=
ViLg(x), adversarial examples generated by these methods
will be identical when either of the two networks are
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employed as the source model. Additionally, if
Vi Lp(x) =V,Lg(x) for all x, the losses of F(x) and G(x)
differ by at most one constant, i.e., there exists a constant C
that Lp(x) = Lg(x) + C.D Since the outputs of two models are
more likely to be inconsistent when their losses are different,
if the input gradients of two models are similar, these two
models tend to possess less output inconsistency. Although
this assumption cannot be exactly satisfied in real scenarios, it
can still be useful in generating transferable adversarial
examples. Therefore, we make the student model to learn the
input gradients from the teacher networks, to further improve
the adversarial transferability.

As our framework will utilize multiple teacher networks to
teach one student model, it is vital to design suitable
approaches to learn multiple input gradients. Under such
circumstance, a simple solution is to design a multi-objective
optimization problem which minimizes the distances between
the input gradients of the student model and each teacher
model. This optimization problem can be simplified by
minimizing the distance between the input gradient of the
student model and the averaged input gradients of the teacher
models (which can be regarded as a representative value
among all the input gradients of the teacher models), as

min||V,Lg (x) - g(0)II3, 3)

where 2(x) = Zf\i ,8i(x) and g;(x) = VLr;(x). For convenience,
we let g; denote g;(x) and let g denote g(x) in the rest of this
section, when the input x is not necessary to be emphasized.

Unfortunately, there usually exists conflicting gradients
among them, which is similar to the gradient conflict problem
[26,46] in multi-task learning. This gradient conflict problem
means that there exists a j, satisfying g;-g <0. If V,Lg(x) is
gradually closer to g, this gradient conflict problem will
actually move V.Lg(x) further away from g;, which is the
input gradient of the jth teacher model.

To address this issue, inspired by PCGrad [26] method, we
adjust our optimization objective function by projecting one of
the two conflicting gradients onto the normal plane of the
other gradient. Specifically, when there exist two conflicting
gradients g; and g;, i.e., g;-g; <0, g will be replaced by
8i*8j
28 8j “)
to decrease the conflicts among them. This replacement step is
performed for all the gradients.?) After the replacement step,
we calculate the averaged value of replaced gradient g;, i.c.,
d(x) =X¥ gi(x), for the student model to learn. Then, the
gradient loss function becomes

8i=8i—

Lrad = IVxLs (x) = d()]}3. ©)
By combining Egs. (2) and (5), the final loss of our common
knowledge learning (CKL) for training the student network
can be obtained as

1 This is because that if we set ¥(x) = Lp(x) — Lg(x), V0(x) = O satisfies everywhere, which induces that ((x) = C is a constant function.
2 In practice, giving a gradient set A = {g1,82,...,&i,...,&n}, for each g;, & is randomly sampled without replacement in the rest set, i.c., ﬂ\{gi}. If

there is a conflict between g; and & j, we replace g; by Eq. (4).
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Algorithm 1 Process of CKL for one mini-batch

Input: mini-batch (x,y), the teacher models
Fr,,..., Fr,, the student model S
Parameter: A, Ir
1: Get the teacher output o’ = T(x)
2: Get the student output 0 = S (x)
3: Get Lgp by Eq. (2)
4: Calculate the teacher gradient g;= V,Lz,(x) 5:
Gradient projection by Eq. (4)
6: Calculate the student gradient V,Lg (x)
7: Get Lg,qq by Eq. (5)
8: Total loss Ly = Lyxp + A+ Lgraa
9: Update the parameter of S by ws = ws — Ir - Vs Ly

Liotas = Lkp + A+ LGraa, (6)

where A is the hyperparameter employed to balance the two
loss terms, which is further discussed in Section 4.6. The
detailed process of our CKL method for one mini-batch is
summarized in Algorithm 1.

3.5 Generating adversarial examples with CKL

After the training process, we utilize the trained student model
(S) as the source (substitute) model to generate adversarial
examples. Our framework can be easily combined with the
existing transfer-based adversarial attack methods. For
demonstration, here we leverage MI-FGSM [14] as an
example to explain the adversarial example generation
process. Let CE(-) denote the commonly utilized Cross
Entropy loss. We set xo = x. Then, the adversarial example
generation process can be formulated as

L(x;) = CE(S (x1),y),

8t = Vi, L(x1),
8
My = pum; + —t,
llg:lls
Xer1 = Clipy (X + @ - sign(my. 1)), (7
where € is a predefined small constant to constrain the
maximum magnitudes of the generated adversarial example.
Clip,(-) forces the modified value to stay inside the L., ball
({xelllx; — xllo < €}). @ is the step size and g is momentum.
This process terminates when ¢ reaches the maximum number
(N) of iterations, and xy is the finally generated adversarial
example.

4 Experiments

In this section, we firstly introduce the experimental settings
in Section 4.1. Next, we present non-targeted attack
experiments in Section 4.2, and targeted attack experiments in
Section 4.3. Then, we give the experimental results compared
to ensemble attack and intermediate-based attack, in Section
4.4 and Section 4.5. At last, we conduct ablation studies to
evaluate the effectiveness of our proposed modules in Section
4.6.

4.1 Experimental settings

Datasets We consider three widely used -classification
datasets, i.e., the CIFAR-10, CIFAR-100 [47], and
TinylmageNet, in our experiments. CIFAR-10 and CIFAR-

100 datasets possess images with the size of 32x32x3. The
numbers of classes in CIFAR-10 and CIFAR-100 are 10 and
100, respectively. For these two CIFAR datasets, we utilize
the official training and testing sets, which respectively
contains 50000 images and 10000 images, to train the student
models and generate adversarial examples. TinylmageNet, in
which the number of classes is 200, possesses 100000 images
in its official training set and 10000 images in its official
validation set, with the image size of 64x64x3. For
TinylmageNet, we employ its training set to train the student
models and utilize its validation set to generate adversarial
examples. Since the widely used DNNs usually give a low
accuracy on TinylmageNet and it is not quite reasonable to
attack the samples which are already misclassified by DNNSs,
we select 1000 images that are correctly classified by all the
target models to produce adversarial examples.

Networks Nine networks with different types of DNN
architectures are employed as either the source model or the
target model, which includes ResNets [3], VGG-16 [2],
DenseNet-121 [48], Inception-v3 [49], MobileNet-v2 [50],
ViT-S [4], Swin Transformers [5], MLPMixer [40], and
ConvMixer [51]. To learn common knowledge of neural
networks, we select teacher models from different types of
DNN architectures. Thus, ResNet-50, Inception-v3, Swin-T,
and MLPMixer are constructed as the teacher models in the
subsequent experiments.

Baselines Five baselines are employed in our work, including
non-targeted attack, ie., MI-FGSM [14], DI-FGSM [18],
VNI-FGSM [38], ILA-DA [52], and targeted attack, Logit
[53]. For non-targeted attack, the number of attack iterations
M is set to 30 and step size is set to 1/255. For targeted
attack, following the experimental settings in [53], M is set to
300 and step size is set to 2/255.

Implementation details We employ the training set to train
the student model (S) and testing set for generating the
adversarial examples. In the training process, the momentum
SGD optimizer is employed, with an initial learning rate
Ir =0.1 (annealed down to zero following a cosine schedule),
momentum 0.9, and weight decay 0.0003. The maximum
epoch number is 600. In the attack stage, we constrain the
adversarial example x* and origin input x by the /. ball with
€ = 8/255, i.e., ||x" — x|l < 8/255. For DI-FGSM [18], each
input benign image is randomly resized to rnd X rnd, with
rnd € [28,32) ([56,64) for TinylmageNet), and then padded to
the size 32x32 (64x64 for TinylmageNet) in a random
manner.

Evaluation metric The attack success rate (ASR) is employed
to evaluate the attack performance. It is defined as the
probability that the target model is fooled by the generated
adversarial examples, i.e.,

ASR=1- #{correct samples}, )
#{total samples}

where # denotes the number of elements in the set.



Ruijie YANG et al.

4.2 Non-targeted attack evaluation

4.2.1 CIFARIO results

The attack success rates (ASR) of the non-targeted attack on
CIFAR-10 are reported in Table 1. We compare our method
with MI-FGSM, DI-FGSM, and VNI-FGSM, which are
abbreviated as MI, DI, and NI, respectively. Their original
methods generate adversarial examples by directly employing
the pre-trained models. Meanwhile, our adversarial examples
are generated by the student model, which is trained by our
CKL framework. As can be observed, expect for the white-
box attacks, i.e., the source model and target model are same,
our CKL can give significant improvements compared to the
corresponding baseline methods, which proves the
effectiveness of our proposed work for adversarial
transferability. Since the transferability to the unseen models
is more consistent with transfer attack scenario, we calculate
the averaged ASR value of unseen models (other models) in
the last column, which do not overlap with teacher models.

Transferability to the unseen models Note that ResNet-50,
Inception-v3, Swin Transformer, and, MLPMixer are
employed as teacher models and utilized to train the student
models. As can be observed, when selected these four models
as the target models, the results with our CKL framework are
significantly improved, compared to their corresponding
baselines. To better verify the effectiveness of our CKL, we
also employ the unseen models, e.g., VGG-16, DenseNet-121,
Convmixer and ViT-S, as target models for evaluation, and
our CKL can also achieve significant improvements. We also
compute the averaged ASR value of the unseen models in the
last column. We can observe that our method have consistent
improvement on all baselines and substitute models. Our CKL
method can improve the averaged value for at least 10

Table 1
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percentage points, which indicates that our CKL framework
can learn actually effective common knowledge from the
teacher models and leverage them to the unseen models.

Transferability to the cross-architecture models The cross-
architecture transferability is usually a challenging problem
for the baseline attack methods, as can be observed from the
results. For example, when the source model is selected as
ResNet-18, the correspondingly generated adversarial
examples’ transferability to ViT-S is relatively low, i.e., only
37.16% for MI-FGSM. On the contrary, by integrating our
CKL framework, the attack transferability can be largely
improved (62.14% for MI-FGSM-CKL), which benefits from
the common knowledge learned at the training stage.

4.2.2 CIFARI100 results

For better assessment of our proposed work, we further
validate our CKL method on CIFAR-100 and the results are
shown in Table 2. The experimental setups are identical to
these in Section 4.1. MI-FGSM, DI-FGSM, and VNI-FGSM
are employed as the baseline methods.

As can be observed, our method has a consistent
improvement on the CIFAR-100 dataset, whatever the attack
method and the source model are. Besides, we compute the
averaged ASRs of the unseen models in the last column of
Table 2. From the results, we can observe that our CKL
method has a decent improvement, compared to the
corresponding baseline methods in different substitute models.
In addition, for the cross-architecture transferability, our
method usually gives an improvement of about 10 percentage
points. For example, when the source model is ResNet-18 and
the target model is ConvMixer, ‘MI+CKL’ outperforms ‘MI’
up to 10.86% and ‘DI+CKL’ outperforms ‘DI’ up to 11.93%.

Non-targeted attack success rates (%) on CIFAR-10. The first column introduces the source models and the second row presents the target models.

The third row gives the clean accuracy of these target models. We report the averaged attack success rate on the entire CIFAR-10 testing set. © implies that the
source and target model s are identical. MI-FGSM, DI-FGSM and VNI-FGSM are abbreviated as ‘MI’, ‘DI’, “VNI’, respectively. ‘+CKL’ represents that our

CKL framework is integrated

Method Teacher models Other models
ResNet-50 Inception-v3 Swin-T MLPMixer VGG-16 DenseNet-121  ConvMixer ViT-S Avg.*
Clean accuracy 93.87 95.34 85.55 78.93 94.02 94.56 91.36 78.74
MI [14] 70.67 62.82 45.99 39.17 73.73 74.75 58.22 37.16 60.97
MI+CKL 86.30 83.09 82.02 71.78 87.66 88.37 81.71 62.14  79.97(+19.00)
ResNet-18 DI [18] 77.84 69.39 56.17 44.80 79.87 83.00 65.20 43.00 67.717
DI+CKL 93.17 89.75 90.07 81.57 93.84 94.86 89.41 7351  87.91(+20.14)
VNI [38] 76.34 71.61 53.78 43.56 81.39 81.87 68.69 40.99 68.34
VNI+CKL 91.82 90.30 90.79 82.97 93.77 94.09 90.97 72.50  87.83(+19.59)
MI [14] 98.38% 66.89 47.36 41.60 72.76 78.43 61.82 38.90 62.98
MI+CKL 89.11 85.69 80.11 68.64 86.90 87.97 83.66 58.93  79.37(+16.39)
ResNet-50 DI [18] 99.86% 77.60 58.32 48.22 82.82 89.18 71.44 46.43 72.47
DI+CKL 95.61 92.59 88.83 79.14 93.33 95.16 91.12 70.82  87.61(+15.14)
VNI [38] 99.694 78.88 56.91 47.08 83.08 88.33 75.65 43.65 72.68
VNI+CKL 95.23 92.89 90.05 80.98 93.60 94.57 92.85 70.75  87.94(+15.26)
MI [14] 16.39 25.45 100 48.17 23.49 17.23 43.61 38.43 30.69
MI+CKL 26.25 39.02 99.79 78.16 37.28 27.64 59.12 55.10  44.79(+10.10)
SwinT DI [18] 25.98 35.75 1002 57.38 35.17 28.23 56.25 49.37 42.26
DI+CKL 37.28 52.53 99.86 83.94 50.37 40.68 72.27 66.27  57.40(+15.14)
VNI [38] 16.11 27.01 1002 51.68 24.75 16.52 48.42 40.03 32.43
VNI+CKL 27.26 43.34 99.94 84.68 40.87 29.05 66.90 60.48  49.33(+16.90)

* ‘Avg.’” denotes the average ASR value of unseen models (Other models), not overlapping with teacher models.
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Table 2 Non-targeted attack success rates (%) on CIFAR-100. The first column introduces the source models and the second row presents the target models.
The second column gives the attack methods. The third row gives the clean accuracy of these target models. We report the averaged attack success rate on the
entire testing set. MI-FGSM, DI-FGSM, and VNI-FGSM are abbreviated as ‘MI’, ‘DI’, “VNDI’, respectively. ‘+CKL’ represents that our CKL framework is

integrated
Method Teacher models Other models
etho ResNet-50 Inception-v3 Swin-T MLPMixer VGG-16 DenseNet-121  ConvMixer ViT-S Avg.
Clean accuracy 75.20 75.67 52.07 58.98 74.56 77.00 75.84 43.12
MI [14] 79.90 69.65 64.06 60.46 84.08 80.16 68.15 64.51 74.23
MI+CKL 87.87 87.19 76.59 76.28 91.32 86.49 79.01 71.12  81.99(+7.76)
ResNet-18 DI [18] 84.83 76.19 68.14 65.16 88.97 85.62 72.79 67.37 78.69
DI+CKL 91.82 92.35 81.69 82.47 95.05 91.47 84.72 75.86  86.78(+8.09)
VNI [38] 84.81 76.41 67.75 64.45 89.69 85.48 79.32 66.35 80.21
VNI+CKL 91.37 92.12 82.09 82.14 95.03 90.90 84.25 74.54  86.18(+5.97)
MI [14] 97.574 69.24 64.65 60.80 79.57 77.47 69.21 64.19 72.61
MI+CKL 91.46 89.49 77.98 78.47 90.80 87.95 81.99 72.10  83.21(+10.60)
ResNet-50 DI [18] 99.484 77.52 69.83 66.85 86.90 85.76 76.55 67.58 79.20
DI+CKL 94.38 93.91 83.75 85.04 94.47 92.44 86.98 77.43  87.83(+8.63)
VNI [38] 99,344 77.62 70.22 66.33 87.46 84.27 77.15 66.33 78.80
VNI+CKL 94.11 94.22 84.15 84.70 94.99 92.07 87.47 75.81  87.59(+8.79)
MI [14] 43.16 50.28 100 75.40 53.14 41.76 61.39 73.62 57.48
MI+CKL 48.16 60.54 82.38 79.57 59.04 48.01 64.76 68.71  60.13(+2.65)
Swin.T DI [18] 49.63 57.57 99.994 79.24 57.87 48.88 65.27 79.31 62.83
DI+CKL 57.25 73.44 85.59 83.48 68.90 59.22 72.79 74.67  68.89(+6.06)
VNI [38] 42.77 49.59 1004 73.53 52.78 41.10 61.94 71.98 56.95
VNI+CKL 51.31 64.19 85.47 82.74 62.76 51.26 68.88 70.48  63.35(+6.40)

These results further verify the effectiveness of our CKL
method.

4.2.3 TinylmageNet results

We also conduct non-targeted adversarial attack experiments
on TinylmageNet, to validate the effectiveness of our CKL
method. Considering that some models perform poorly on
TinyImageNet, we choose VGG-16, ResNets, DenseNet-121,
ViT-S, Swin-T, Convmixer in this experiment. ResNet-50 and
ViT-S are employed as teacher models and others are
employed as source or target models. According to the
strategy presented in Section 4.1, we randomly select 1,000
testing samples which are all correctly classified by the
networks in the non-targeted attack experiments. The results
are shown in Table 3.

As can be observed, the attack success rate of baseline
method is relatively low. After applying our CKL method,
which enables the substitute model to learn common
knowledge from different architectures, the generated
adversarial examples usually possess high ASR. We point that
even attacking unseen models, our CKL method also gives a
significant improvement. We also compute the averaged
attack success rates of unseen models in the last column. As
can be observed, our method improves the averaged ASR
values of unseen models for at least 20 percentage points,
compared to the baselines.

4.3 Targeted attack evaluation
Transferable targeted attack is more worthy of study because
attackers can directly control the unknown model to output the

Table 3 Non-targeted attack success rates (%) on TinylmageNet. The first column introduces the source models and the second row presents the target
models. The third row gives the clean accuracy of these target models. Note that the 1,000 testing samples are randomly selected which are all correctly
classified by the target models in the non-targeted attack experiments. MI-FGSM, DI-FGSM, and VNI-FGSM are abbreviated as ‘MI’, ‘DI’, “VNI’,

respectively. ‘“+CKL’ represents that our CKL framework is integrated

Method Teacher models Other models
etho ResNet-50 ViT-S VGG-16 DenseNet-121 ConvMixer Avg.
Clean accuracy 63.57 39.94 59.32 61.35 57.54
MI [14] 56.40 19.00 23.40 23.00 36.80 27.73
MI+CKL 77.90 80.90 53.60 50.80 68.30 57.57(+29.84)
ResNet-18 DI [18] 72.60 24.10 29.80 33.50 45.60 36.30
DI+CKL 86.00 85.10 63.90 60.90 77.80 67.53(+31.23)
VNI [38] 72.90 23.40 29.10 30.70 44.30 34.70
VNI+CKL 84.90 85.70 58.90 53.10 74.90 62.30(+27.60)
MI [14] 13.70 21.00 10.30 10.00 18.50 12.93
MI+CKL 43.10 68.50 28.50 28.30 46.30 34.37(+21.44)
Swin.T DI[18] 21.80 33.10 15.70 15.60 28.50 19.93
DI+CKL 58.40 77.00 40.50 37.80 59.90 46.07(+26.14)
VNI [38] 13.60 21.70 9.70 9.30 17.30 12.10
VNI+CKL 42.20 67.00 27.60 25.90 45.00 32.83(+20.73)
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desired prediction. Specifically, this scenario requires the
unknown target model to classify the adversarial examples
into a pre-specific class ¢ (¢ # y). Therefore, the targeted attack
is indeed a more challenging problem.

To evaluate the performance of our method in targeted
attack scenario, we employ Logit attack [53] as our baseline
method. By following [53], we set the maximum number of
iterations to 300, step size to 2/255 and € to 8/255. The target
label ¢ (t#y) is randomly generate for each data pair (x,y).
Note that for targeted attack, the attack success rate tASR is
computed as

#{x € X'|argmaxF,(x) =t}
i

tASR = s
#{x e X’}

where Fy,-(x) denotes the output class of the target model and
X’ represents the adversarial examples set. Then, we give the
experimental results on CIFAR-10, CIFAR-100 and
TinylmageNet dataset.

)

4.3.1 CIFARIO results

We utilize the entire CIFAR-10 testing set to generate
adversarial examples. The results are shown in Table 4. As
can be observed, the tASR scores are usually significantly
lower than the corresponding ASR scores, as shown in
Table 1, with the same settings. Besides, we can observe that
the cross-architecture transfer attack usually leads to lower
tASR values, compared to attacking a target model, which is
in the same type of DNN architectures. For example, when
Logit attack is employed as the attack method and ResNet-18
is utilized as its source model, ViT-S only obtains 9.91%
tASR score, because the distinctive features of ResNet-18 and
ViT-S tend to be different. On the contrary, when our CKL
framework is integrated, the corresponding results obtain large
gains, e.g., up to 23.79% improvement for the above example.
The last column gives the averaged tASR values of unseen
models. Although these test models are not touched in the
whole training stage, our method still improves averaged
tASRs at least 20 percentage points. This phenomenon also
indicates that our CKL framework can enable the student
(substitute) model to learn common knowledge from multiple
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teacher models, which significantly improves the adversarial
transferability.

4.3.2 CIFARI100 results

CIFAR-100 results are shown in Table 5. The entire CIFAR-
100 testing set are utilized to generate adversarial examples.
The first column introduces the source models and the second
row presents the target models. ‘Avg.” represents the averaged
tASR values of unseen test models. Targeted attack on
CIFAR-100 is a more hard problem, as it contains more
categories. From the results, it is observed that the tASR
scores on CIFAR-100 are wusually lower than the
corresponding tASR scores on CIFAR-10. Nevertheless,
applying different source models, our method can still
outperform the baseline method a lot. Our method can even
outperform the baseline method more than 10%, when
source/target model is ResNet-18/VGG-16, which validates
the effectiveness of our CKL method.

4.3.3 TinylmageNet results

TinylmageNet results are shown in Table 6. Here, we employ
the entire validation set, i.e., 10,000 images, to generate
adversarial examples to attack the target models. Compared to
the attack results on the CIFAR datasets, all the methods
possess relatively low tASR scores on TinylmageNet, which
implies that pushing a sample to a specific class on
TinylmageNet is more difficult. Under such difficult
circumstance, our method can still significantly improves the
attack performances of the baseline methods.

4.4 Comparison to ensemble attack

A commonly used technique to combine multiple models to
generate adversarial examples is ensemble. Our CKL method
distills the knowledge of multiple teacher models into one
single student model. In this section, we compare our CKL
method with ensemble strategy. MI-FGSM is deployed as the
attack method. ResNet-50, Inception-v3, Swin-T, and
MLPMixer are constructed as the teacher models, which are
also the models for ensemble. We conduct the experiment on
CIFAR-10 testing set. Ensemble is achieved by utilize the
average value of the four networks outputs to generate

Table 4 Targeted attack success rates (%) on CIFAR-10. The first column introduces the source models and the second row presents the target models. Logit
attack is selected as the baseline method. ‘+CKL’ represents that our CKL framework is integrated

Method Teacher models Other models

ResNet-50  Inception-vd  Swin-T MLPMixer = VGG-16  DenseNet-121 ~ ConvMixer  ViT-S Avg.

ResNet-18 Logit 46.33 36.00 15.28 9.46 48.81 58.36 26.58 9.91 35.92
Logit+CKL 71.01 64.52 52.89 35.73 72.34 77.45 54.42 33.70  59.48(+23.56)

SwinT Logit 9.28 16.01 99,994 19.57 15.62 10.91 24.16 17.93 17.16
Logit+CKL 18.62 35.00 93.33 42.86 31.42 23.79 45.86 33.73  33.70(+15.54)

Table 5 Targeted attack success rates (%) on CIFAR-100. We generate adversarial examples on the testing set and report the tASR value. ‘+CKL’ represents

that our CKL framework is integrated

Method Teacher models Other models
ResNet-50  Inception-v3  Swin-T ~ MLPMixer VGG-16  DenseNet-121 ~ ConvMixer  ViT-S Avg.
ResNet-18 Logit [53] 27.19 18.94 3.35 4.50 32.86 31.95 11.54 2.60 19.74
Logit+CKL 37.56 41.86 9.44 15.17 46.90 41.03 24.11 5.99 29.51(+9.77)
Swin-T Logit [53] 2.45 4.07 96.56% 13.13 3.30 2.62 4.42 9.02 4.84
Logit+CKL 6.75 19.87 12.84 18.08 12.39 8.87 12.48 6.07 9.95(+5.11)
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Table 6 Targeted attack success rates (%) on TinylmageNet. We generate adversarial examples on the testing set and report the tASR value. ‘“+CKL’

represents that our CKL framework is integrated

Method Teacher models Other models
ResNet-50 ViT-S VGG-16 DenseNet-121 ConvMixer Avg.
ResNet-18 Logit [53] 16.29 1.57 2.49 3.36 441 342
Logit+CKL 16.49 16.90 5.42 5.62 8.22 6.42(+3.00)
SwinT Logit [53] 091 1.13 0.61 0.65 1.03 0.76
Logit+CKL 4.86 9.24 1.88 2.12 3.47 2.49(+1.73)

adversarial examples. The results are shown in Table 7. We
observe that if the test model is one of the teacher models,
ensemble models have better performance. But when tested on
unseen models, our CKL method outperforms ensemble
strategy, which validates that the effectiveness of the common
knowledge learned by our proposed method.

In addition, ensemble strategy has two obvious defects.
Firstly, when there exist non-CNN models in ensemble model,
it can not employ any intermediate level based attack, because
intermediate level based attack needs a pre-specific
intermediate layer to get the feature map. But non-CNN
models do not possess corresponding feature map. Secondly,
directly utilizing ensemble model to generate adversarial
examples will cause high computational complexity,
especially when the volume of the teacher model is much
larger than student model. That is a common circumstance in
knowledge distillation. We compare the cost time of
generating adversarial examples in the last column, and this
experiment is conducted on a single RTX 3080Ti GPU. It is
obvious that our method is faster than the ensemble models
attack. When using ResNet-18 as the student model, our
method (41.10 s) is more than 25X faster than ensemble
strategy (1174.65 s).

4.5 Comparison to intermediate feature based attack

To further the broad suitability of our CKL method, we
compare it to intermediate feature based attack method. A
previously proposed method called intermediate level attack
(ILA) [34] finetunes an adversarial example by designing the
loss function on the output feature map of an pre-specific
intermediate layer of the source model. Recently, ILA-DA
[52] employs three novel augmentation techniques to enhance

ILA. In this section, we use ILA-DA as the baseline method
for comparison. As ILA-DA requires a pre-specific
intermediate layer to get the output feature map, it cannot
directly employ Transformer-based models as its source
model. Therefore, we utilize VGG-16, ResNet-18 and ResNet-
50 as the source model to generate adversarial examples. Test
model includes CNN and non-CNN models. ASR results are
shown in Table 8.

The first column gives the source models and the first row
presents the test models. ‘Average’ represents the averaged
ASR values of all test models. From the results, we can see
that our CKL method can consistently improve the ILA-DA
performance, whatever the test model is. Observing the results
of different source models, the averaged ASR value improves
more than 18 percent, which proves the effectiveness of our
CKL method when combining with intermediate level based
attack.

4.6 Ablation study

Input gradient distillation scheme Here, the effectiveness of
our input gradient distillation scheme is validated. For better
comparisons, we firstly introduce several variants of the
objective function in learning the input gradients.

(i) The student model is training without gradient learning,
i.e., it only employs Eq. (2) as the objective function, which is
denoted as ‘w/o teacher gradients’.

(i1) The objective function is replaced by the averaged value
of multiple teacher models’ gradients, i.e., ||[VyLgs(x)— g(x)II%,
where g(x) = Zf\; 18i(x), which is denoted as ‘average of
teacher gradients’.

(iii) The objective function is adjusted by gradient
projection, which is introduced in Section 3.4.

Table 7 Comparison to ensemble attack on CIFAR-10. We report the averaged attack success rate on the entire testing set. ‘CKL’ represents that our CKL

framework is integrated

ResNet-50 Inception-v3 Swin-T MLPMixer VGG-16 DenseNet-121 ConvMixer ViT-S Time/s

Ensemble models 84.14 97.90 100.0 99.83 82.66 74.11 87.82 59.79 1174.65
ResNet-18 86.30 83.09 82.02 71.78 87.66 88.37 81.71 62.14 41.10

CKL ResNet-50 89.11 85.69 80.12 68.64 86.90 87.97 83.65 58.93 124.30
VGG-16 79.47 91.89 84.61 68.20 95.74 84.07 91.54 58.40 54.32

Table 8 Comparison to ILA-DA on CIFAR-10. The first column introduces the source models and the first row presents the test models. We report the
averaged attack success rate on the entire testing set. ‘“+CKL’ represents that our CKL framework is integrated

Method ResNet-34  Inception-v3 ~ MobileNet-v2 ~ DenseNet-121 ConvMixer  ViT-S  Swin-T Average
ResNet-18 ILA-DA [52] 69.37 59.38 70.58 66.29 55.65 33.42 43.97 56.95
ILA-DA+CKL 82.74 79.40 85.93 84.38 79.45 59.57 80.00 78.78(+21.83)
ResNet-50 ILA-DA [52] 70.96 67.82 78.23 76.98 62.08 35.78 4521 62.43
ILA-DA+CKL 82.77 84.97 90.26 86.45 84.30 58.72 81.14 81.23(+18.80)
VGG-16 ILA-DA [52] 49.69 89.02 91.66 52.59 80.04 32.34 51.42 62.97
ILA-DA+CKL 75.80 91.33 94.95 79.81 91.15 55.53 83.33 81.70(+18.73)
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Here, ResNet-18 is employed as the source model. The
teacher models are identical to that in Section 4.1. As can be
observed in Table 9, learning the input gradient from teacher
models is effective. Besides, our method is more effective than
directly learning the average value of teacher gradients.

Effects on hyper-parameter 1. Here, we study the effects of
the hyperparameter A in Eq. (6), which is a factor to balance
the two loss terms, i.e., Lxgp and Lgqq. To assess its impacts,
we set 1= 1, 5, 10, 50, 100, 500, 1000, 2000. ResNet-18 is
employed as the source model and The target models include
VGG-16, ResNet-18, ResNet-50, DenseNet-121, Inception-
v3, ConvMixer, MLPMixer, Swin-T, and ViT-S. The results
are shown in Fig. 4. As can be observed, when A value is
small, the objective function in Eq. (6) is dominanted by the
first term, i.e., the objective function of knowledge distillation,
and the result remains essentially unchanged. With the
increasing of 4, the second term, i.e., the objective function of
input gradient distillation, starts to function gradually, and
thus the performance gradually increases. However, when A is
relatively large, e.g., 4=1000, the attack success rate will
decline. Thus, to achieve a good balance between the
knowlege distillation and input gradient distillation objectives
on all the models, we select 4 = 500 in our experiments.

Selection of the teacher models. To learn a common
knowledge from different types of DNN architectures,
ResNet-50, Inception-v3, Swin-T, and MLPMixer are
employed as the teacher models in our experiments. Here, we
study the effects of different selections of the teacher models,
ie.,

(a). 4 CNN models, including ResNet-18, ResNet-50,
Inception-v3, and VGG-16;

(b). 2 CNN models and 2 non-CNN models, including
ResNet-50, Inception-v3, Swin-T, and MLPMixer;

(c). 4 non-CNN models, including Swin-T, MLPMixer,
ConvMixer, and ViT-S.

For convenience, ResNet-18 is employed as the student

Table 9 Ablation study on different objective functions for input gradient
distillation. The source (student) model is ResNet-18. The first row presents
the test models

VGG-16 Swin-T ViT-S
w/o teacher gradients 86.90 78.85 59.93
Average of teacher gradients 87.65 81.36 61.50
Gradients projection 87.66 82.02 62.14

Attack success rate (ASR)

/‘/'/\\

0.85
0.84
0.83
0.82
0.81
0.80
0.79
0.78
0.77
0.76
0.75
A=10 A=50 A=100 A=500 A=1000 A=2000

Fig. 4 Attack results with different A values. The x-axis is the A value and

y-axis denotes the attack success rate. The source (student) model is ResNet-

18 and ASR is calculated as the averaged ASR values of nine target models
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(source) model. The results are shown in Table 10. As can be
observed, when the teacher models are all selected from the
non-CNN models, the adversarial transferability to the non-
CNN models is relatively high while that to the CNN models
is relative low, because the student model learns more bias
from the non-CNN models. Besides, we observe an interesting
phenomenon that when all the teacher models are selected
from CNNSs, the attack success rate on the target CNN models
are actually not the best. The best results are obtained by
selecting 2 CNN and 2 non-CNN models as the teacher
models, which implies that learning from both the CNN and
non-CNN models is more effective, when attacking the CNN
models.

4.7 Visualization results

We provide several visualization cases to further illustrate the
advantage of our method, as shown in Fig. 5. MI-FGSM is
employed as the baseline attack method. ResNet-18 is utilized
as the substitute model, and ResNet-50 is the test model.
‘+CKL’ denotes that the substitute model is trained by our
CKL method. We employ interpretable visualization with
GradCAM [54] to obtain a visual explanation for both clean
and adversarial images. As can be observed, while both our
method and the baseline method could mislead the test model,
our method usually suppresses the attention region on the true
object, and moves it to other region. This suggests that our
method possesses better interpretability and can successfully
divert the attention of the network to the wrong region.

5 Discussion and analyses

5.1 Discussion on common knowledge

This paper draws on the idea of common knowledge, to
enhance the transferability of adversarial examples. The
concept of common knowledge is also used in other tasks, like
object caption [55] and etc. This idea is somewhat similar as
Multiple Knowledge Representation (MKR) [56], which
integrates multiple knowledge representations from different
aspects, making the Al techniques more explainable and
generalizable. However, our goal is to get better substitute
model, which can generate more transferable adversarial
examples. Therefore, we design the common knowledge
learning framework to distill knowledge from teacher models
to the student model, which is used as the substitute model in
adversarial attacks. Besides, Since the input gradient is always
utilized in typical adversarial attack process, we also design a
constraint on the input gradients between the teacher models
and the student model, to further promote the transferability of
generated adversarial examples.

5.2 Complexity analyses
We propose to learn common knowledge from multiple
teacher networks of different architecture. In practice, our

Table 10 Ablation study on the selection of different teacher models. The
source (student) model is ResNet-18. The first row presents the test models

ResNet-18 ResNet-50 DenseNet-121 ConvMixer Swin-T

Teacher (a) 83.93 79.72 81.87 67.90 51.13
Teacher (b) 89.51 86.30 88.37 81.71 82.02
Teacher (c) 83.69 78.80 82.80 89.80 91.40
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Fig. 5 Visualization results. (a) denotes the clean image x; (b) is the GradCAM of clean image; (c) and (f) are perturbations which are
generated by MI-FGSM and MI+CKL method, and the perturbation magnitude is multiplied by 16; (d) and (g) are corresponding adversarial
examples; (e) and (h) are GradCAM of the adversarial examples generated by MI-FGSM and MI+CKL, respectively

method requires approximately N+ 1 times of the complexity
in the training process, where N is the number of teacher
models, compared to the standard training of one DNN model.
Fortunately, after the student model is trained, our method can
generate adversarial examples with high efficiency as well as a
significant improvement compared to the baseline, as
demonstrated in the experiments. Since our student model can
generate adversarial examples with a much Dbetter
transferability, we can release the trained student model to the
users, such that the users do not need to re-train the student
model. Meanwhile, we can utilize N as a hyperparameter to
control the tradeoff between generalization ability of the
adversarial examples and training complexity, i.e., we can
reduce the number of teacher models to reduce the training
complexity.

6 Conclusion

In this paper, we analyze the output inconsistency problem in
different deep neural networks and propose that the output
inconsistency significantly causes the poor transferability of
adversarial examples. To alleviate this problem while
effectively utilizing the existing DNN models, we propose a
common knowledge learning (CKL) framework, which distills
the knowledge of multiple teacher models with different
architectures into a single student model, to obtain better
substitute model for adversarial attack. Specifically, to
emphasize the model-agnostic features, the student model is
required to learn the outputs from multiple teacher models. To
further reduce the output inconsistencies of models and
enhance the adversarial transferability, we propose an input
gradient distillation to learn the gradients from teacher models.
Extensive experiments on CIFAR-10, CIFAR-100, and
TinylmageNet have demonstrated the superiority of our
proposed work.
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