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Abstract SaaS (Software-as-a-Service) is a service model
provided by cloud computing. It has a high requirement for
QoS (Quality of Software) due to its method of providing
software service. However, manual identification and diagnosis
for performance issues is typically expensive and laborious
because of the complexity of the application software and the
dynamic nature of the deployment environment. Recently,
substantial research efforts have been devoted to automatically
identifying and diagnosing performance issues of SaaS
software. In this survey, we comprehensively review the
different methods about automatically identifying and
diagnosing performance issues of SaaS software. We divide
them into three steps according to their function: performance
log generation, performance issue identification and
performance issue diagnosis. We then comprehensively review
these methods by their development history. Meanwhile, we
give our proposed solution for each step. Finally, the

effectiveness of our proposed methods is shown by
experiments.
Keywords SaaS software, performance log generation,

performance issue identification, performance issue diagnosis

1 Introduction

SaaS (Software-as-a-Service) provides software as service to
consumers [1-5], whose key factor is QoS (Quality of
Software). Among QoS [6—10], performance is the most
important attribute, which directly affect the user experience
and satisfaction for SaaS software. In the running environment
provided by cloud computing, if the average time of SaaS
software service response is too long, thus violating Service
Level Objective (SLO) [11], it is believed that it is suffering a
performance issue [12]. When this happens, it tends to cause
the dissatisfaction of consumers, even causing the large
economic loss [13,14]. Therefore, the operation and
maintenance managers need to timely discover performance
issues and take measures to ensure the normal operation of
system. However, as the SaaS software is deployed in the
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cloud platform environment, applications or services at all
levels interact frequently, resulting in massive data generated
by various components of the system, and many of them are
multidimensional data with noise, which not only increases the
difficulty of identifying and diagnosing SaaS software
performance problems in the traditional way, but also reduces
the timeliness and accuracy of identification and diagnosis.
Therefore, manual identification and diagnosis for
performance issues is typically expensive and rely on
empirical knowledge due to the complexity of the application
software and the dynamic nature of the deployment
environment. As a result, it is vital and valuable how to
automatically identify and diagnose performance issues of
SaaS software. In recent years, with the rapid development of
machine learning and deep learning, more and more auto-
learning methods are proposed, which are data-driven and
suitable to automatically find the data distribution from a large
amount of data. Based on this understanding, machine
learning method is very suitable to solve performance
identification and diagnosis problem. However, this problem
is non-trivial because several challenges exist in automatically
identifying and diagnosing performance issues of SaaS
software.

(1) Insufficient information: there are many reasons leading
SaaS software to performance issue, such as the problems of
software, the lack of resource in the running environment, the
user explosive requests and the third-party services. The
performance issue identification and diagnosis need various
information including the information of software and the
running environment. However, the information is often
insufficient, which can affect the accuracy and timeliness.

(2) Large data: the traditional log-based performance issue
identification and diagnosis methods usually need domain-
specific background knowledge obtained by the analysis of the
managers for log. However, the frequent interaction between
different compositions of SaaS software can generate millions
of log data including lots of noise, which makes it difficult to
analyze the log data.

(3) Complex interaction: with the rapid development of
microservice architecture, the SaaS software is becoming
more and more complex. The complex interaction brings the
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challenges to performance issue identification and diagnosis
methods.

(4) Muti-dimensional information: there are different
dimensions of information collected from the SaaS software.
These data describes the running state of the SaaS software
from different angles. How to reasonably use these data is
very challenging.

To tackle these challenges, a large number of researches
have been made in this field, resulting in a rich papers and
methods. They solve this problem from different angels. To
the best of our knowledge, there are many researches
summarized the related researches, such as [15—17]. However,
most of researches only summarized a part of performance
issue identification and diagnosis. For example, [15,16]
concentrate on the performance issue identification while [17]
focuses on the log parsing [18—20]. Little effort has been
made to systematically summarize the difference and
connection among them.

In this paper, we try to fill this gap by comprehensively
reviewing performance issue identification and diagnosis
method of SaaS software. Specifically, as shown in Fig. 1, we
divided the performance issue identification and diagnosis
method of SaaS software into three steps according to their
function: performance log generation, performance issue
identification and performance issue diagnosis. The detailed
information of the three steps is summarized in Table 1.

The performance log generation provide the raw material for
the analysis of SaaS software operation by log scraping or

system monitoring. Performance issue identification judge if
the SaaS software is suffering performance issue by metric-
based method, log-based method and behavior-based method.
Performance issue diagnosis aim to find out the reason of
performance issue.Then, we review different methods of the
three steps and their main characteristics by their development
history. Meanwhile, we give our proposed solution for each
step. Finally, the effectiveness of our proposed methods is
shown by experiments.

The rest of this paper is organized as follows. Section 2
gives the preliminaries of this paper. Then, we review
performance log generation, performance issue identification
and performance issue diagnosis, and give our proposed
solutions for each step in Section 3, 4 and 5, respectively.
Afterwards, we give the experiments about our proposed
methods in Section 6. Finally, we conclude this paper and give
the future directions in Section 7.

2 Preliminaries
In this section, we list the notations and some basic definitions
used in subsequent sections. Specifically, Table 2 illustrates
the notations used in this paper.

Then, some definitions about log are given as follows.

Definition 1 Performance log. It refers to the time series log
data used to support the performance issue identification and
diagnosis.

Definition 2 Status log. It refers to the log recording the
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Table 1 The detailed information of the three steps

The basic architecture of performance issue identification and diagnosis of SaaS software

Step Techniques

Main functions

Performance log generation
Performance issue identification
Performance issue diagnosis

Log scraping and system monitoring

Metric-based method, log-based method and behavior-based method
Log-based analysis and process monitoring based approach

Providing the raw material
Judging performance issue
Classifying performance issue
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Table 2 The notations used in this paper

Notations Descriptions

Sy The state of the SLO at time ¢.

m; The ith metric value of M.

r The requirement of user.

At The time interval.

Trar The response time of the requirement r in time interval Az.
Ir; The arrived time of ith response.

Iy; The response time of ith response.

ART),  The average response time of SaaS software.

Si The ith service of SaaS software.

Slows;  The number of slow requirements in time interval Az.

Normaly; The number of normal requirements in time interval Ar.
S ARatioa; The ratio of slow requirements.

A The running time of service.

Xt The metric vector of SaaS software at time 7.

X The observation set of Xj.

X The concrete instance of X.

I; The system performance state related to X at time ¢.

4 The system performance state sequence related to X .

T The time index set.

V(£) The overall potential function of £.

Z,7 The normalizing constant.

N The neighborhoods.

w The normalizing weight for the total violations of constraint in the
P neighborhood.

vi The output of the ith neuron at time .

Wl_tj(g) ;li"rl;;(;onnection weight related to ¢ between ith and jth neurons at

n The number of samples.

m The number of available features.
T The number of snapshots.

F The feature matrix.

Fi The feature matrix of the ith sample.

related performance information of system in running time.

Definition 3 Event log. It refers to the log recording context
execution information.

Definition 4 Error log. It refers to the log recording
information about exceptions.

The specific information of different type of performance
logs is shown in Table 3. Next, we give some definitions
about performance issue.

Table 3 The data format of different type of performance logs

Log type Attributes set Attribute description

LT: specific time for logging
SID: ID of a recorded object
ST: moment state of the recorded resource

Status log (LT,SID,ST)

LT: specific time for logging
SID: ID of a recorded object
Event log (LT,SID,EID,ET,ED) EID: event ID
ET: event type
ED: description information of the event

LT: specific time for logging
SID: ID of a recorded object
LEVEL: error level

ET: specific type of error

ED: error description information

Error log gb"l;,SID,LEVEL,ET,

Performance issue monitoring, identification and diagnosis of SaaS software: a survey 3

Definition 5 Average Response Time (ART). It reflects the
expected time of users for the response of software. The
specific definition is given as follows:

ARTx = E[Trald = ) (tr, —15)/n, M

n
i=1

where T,p; represents the response time of the requirement r
in time interval Az; n denotes the number of user response in
time interval At; f, and f; represent the arrived time and

response time of ith response, respectively.

Definition 6 Slow-to-All-requests-ratio (SARatio). It reflects
the current state of system, i.e., the response speed for users’
requests. The specific definition is denoted as follows:

IS lowa,]

S ARatiop; = 2)
where Slowp, and Normalp, represents the number of slow
requests and normal requests in time interval At, respectively.
In this paper, we think that the system is suffering
performance issue when SARatio is bigger than 5%.

IS lowas| + |Normala,|’

3 Performance log generation

Log data is important recording material and analysis basis for
software operation [21,22]. The log data is divided into two
classes according to their format: text data and metric data.
The former is often semi-structured text [23,24], such as
tracing and the program log [25], while the latter is often the
time series data including the value of a metric and its
corresponding collection time. The two types of log data have
different collecting method. Specifically, the former usually
uses log scraping method to get data while the latter usually
utilizes system monitoring method to obtain data. The two
methods of obtaining log data are introduced as follows.

3.1 Log scraping

In the operation and maintenance of large-scale software, it is
still a problem plaguing developers and managers to determine
what to log, where to log and how to log [26—28]. In recent
years, there have been some related researches. Figure 2 show
the categories of these researches. Some studies paid attention
to the macro development of logging. Specifically, Gujral
et al. [29] analyzed the logging questions on six popular
technical Q&A websites in 2021. This study demonstrate that
the logging problem exists various fields, such as database,
network and mobile computing. They utilized Latent Dirichlet
Allocation (LDA) [30—-36] to make semantic analysis, which

Macro-development of logging

What to log

The research of log scraping

Where to log

How to log

Fig. 2 The categories of log scraping researches
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revealed the development trend of the log topics.

Some studies concentrated on what to log. Specifically,
Yuan et al. [37] used the case-study method and described the
results of log recording on five large-scale software in 2012.
By analyzing 250 randomly sampled reported failures, the
author found that even half of them could not be diagnosed
using existing log data. However, most of these undiagnosed
failures can be exposed through a common set of fault modes,
such as system call return errors. This means that if relevant
information is logged, it can significantly simplify the
diagnosis of these failures. Fu et al. [38] systemically studied
the real developing log and obtain six valuable findings in
2014, such as the type of recording log code snippet, the
influence factors of recording log and the availability of
automatically recording log.

Some studies focused on where to log. Zhu et al. [39]
proposed a framework of “learning to log” to guide the log
recording work in 2015. A logging advice tool was developed,
called LogAdvisor, which can automatically learn where to do
logging from existing logging instances and provide feasible
suggestions for developers. It identifies the important
influencing factors of where logging should be done, extracts
structural features, textual features, and syntactic features from
them, and then utilizes machine learning and noise processing
techniques to accurately implement recommendations for
logging. Li et al. [40] conducted a comprehensive study to
uncover guidelines on code-block-level logging locations in
2020. They combined deep learning and manual investigation
to analyze the logging statement and their surrounding code.
In the experiments, both syntactic-based and semantic-based
deep learning model achieve a better performance. However,
on the cross system, syntactic-based model can still keep the
good performance while the performance of semantic-based
model is poor. The above experimental results demonstrate the
existence of the hidden syntactic logging guidelines on the
cross system. Gholamian et al. [41] proposed a method to
predicting log statement by source code clones and natural
language processing (NLP) in 2021. First, it utilizes source
code clones to predict the location and code of a log statement.
Then, it predicts the description and NLP model of a log
statement. Finally, it automatically checks the other detailed
information of a log statement. Experimental results show the
effectiveness and good performance of log-aware clone
detection for automated log location and description
prediction.

Other studies paid attention to how to log. Specifically,
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/
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Cinque et al. [42] argue that event logs have been widely used
to analyze the failure behavior of various systems over the
past thirty years. However, the implementation of the logging
mechanism lacks a systematic approach, and the logs collected
when reporting software failures are often inaccurate. This
poses a threat to the effectiveness of log-based failure
analysis. Therefore, they proposed a rule-based method in
2013 based on above limitation of the recent log mechanism.
And experimental results show the effectiveness for analyzing
invalidation problem of software. Li et al. [43] proposed to
guide log revisions by learning from evolution history in 2019.
This method can avoid the evolution of log code brought by
bug fixing or feature updating. In addition, they think that the
revisions are valuable since the log statement with similar
context is common. Based on this idea, they designed and
implemented an automatic tool: LogTracker. This tool learns
log revision rules by mining the correlation between log
context and modifications. Then, it recommends candidate log
revisions by these learned rules. Experimental results show its
effectiveness. Zhang et al. [44] quantitatively and qualitatively
studied the production and test logging statement in 2022.
Their study reveals the difference and relationship between the
product and test logging statement and the reasons of using
test log.

Based on the existing researches, there have been some
available log scraping tools, such as the Fluentd tool, the
Splunk tool [45] and the framework of Flume [46]. The
Fluentd tool uses regular expressions to match the target tag
and put the information obtained in the specified location. The
Splunk tool assigns a specific token for each log file and
utilizes it to search specified file. The framework of Flume is a
good method of log scraping. Figure 3 illustrates it. As shown
in Fig. 3, there are two channels: file-based channel and
memory-based channel. The file-based channel can avoid the
loss of data while its efficiency is low. Therefore, this channel
usually uses the HBase [47-53] database to store. The
efficiency of the memory-base channel is high while it is not
sensitive for the loss of data. Therefore, it usually utilizes
KafKa [54-57] to store log event and the overall framework
of KafKa is shown in Fig. 4.

3.2 System monitoring

System monitoring aims to compensate the loss of the related
performance information, which is helpful for the analysis of
SaaS [58] software. To the best of our knowledge, some
commercial cloud platforms have their own monitoring tools,

—  Sink #1

———

Channel #1 =

Sink #2

————>

" Channel #2

Fig.3 The overall framework of fluentd
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such as the CloudWatch tool of Amazon EC2 [59,60], the
Ceilometer tool of Openstack and the AzureWatch [61] tool of
Microsoft Azure. However, the above-mentioned monitoring
systems of cloud platforms are not usually used to monitor
other system since they are usually closely related to their
cloud solution. Based on the above circumstance, some third-
party tools have been developed to monitor the service
compositions from different cloud platforms, such as Nimsoft
[62], PCMONS [63], Ganglia [64], Nagios [65] and Zabbix
[66].

In addition, some researches about cloud monitoring have
been done. They concentrated on the monitoring technologies,
platforms and frameworks. Next, we will introduce these
researches.

Andreozzi et al. [67] proposed a grid system monitoring
service GridICE in 2005, which can provide the fault
monitoring reports, service level agreement violations and
user-defined event mechanisms. However, it only can monitor
the basic physical infrastructure with slow change. To solve
this problem, Clayman et al. [25] proposed a monitoring
framework Lattice for rapidly changing virtual resource
environments. This framework can solve the problem of
existing monitoring frameworks such as Ganglia, Nagios, and
GridICE that can only monitor slowly changing physical
infrastructure.

To solve the real-time monitoring problem of large-scale
systems, Konig et al. [68] proposed a layered monitoring
architecture based on distributed monitors in 2012, which has
strong scalability. It can finish real time monitoring of large-
scale systems with strong scalability to meet analysis needs.

To manage information of multi-tenant cloud platform in a
reliable and scalable way, Povedano-Molina et al. [69]
proposed a resource management monitoring framework for
distributed cloud platform DARGOS in 2013. It can monitor
the physical infrastructure resources and virtual resources for
multi-tenant cloud platform.

To support performance-enhanced functionalities, Meng
et al. [70] proposed a new monitoring model, called

Monitoring as a Service (MaaS). This model supports the
functional requirements and non-functional requirements.
However, the above-mentioned researches neglect the
information and control with regards to the customization of
the monitoring metrics that the cloud customers have over the
rented cloud resources. To solve this problem, Calero et al.
[71] proposed a new monitoring architecture by integrating
Nagios and OpenStack in 2015, called MonPaaS. It enables
cloud providers to see a complete overview of infrastructure,
and provides each cloud consumer with a monitoring Platform
as a service, so that they can automatically see their leased
cloud resources, and define other resources or services to be
monitored.

Alhamazani et al. [72] proposed a new method to do
efficient QoS monitoring and benchmarking of cloud
applications hosted on multi-clouds environments in 2019.
The highlight of this method is its capability of monitoring the
ability of the single component of the target application.
Experiments were conducted on several cloud platforms
including Amazon EC2 and Microsoft Azure and
experimental results show its effectiveness.

To solve the node failures and performance issues due to the
increased work-load, Wang et al. [73] discussed some
problems existing in the monitoring system of OpenStack
cloud platform and proposed a new scheme for the monitoring
of cloud service in 2022. This method allows users and
managers to optimize the computing resources according to
the changing business requirements.

However, the existing monitoring frameworks work under
the control of service providers, which may create
dissatisfaction among customers over Service Level
Agreement (SLA) violations. Therefore, to solve this problem,
Badshah et al. [74] proposed a reliable framework in 2022.
This framework monitors the providers’ services by adopting
the third-party monitoring services with the SLA and penalties
management. For violations, it can penalize the people who
violate SLA. Simulation results demonstrate that this
framework is able to satisfy the requirements of users. Mezni
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et al. [75,76] provided an understanding of the lifecycle
management phases of the emerging big service model, as
well as the role of big data frameworks and multi-cloud
strategies in provisioning these services in 2021 and 2023.
This provides a reference for big data processing framework.

3.3 Our proposed performance log generation method

In this paper, a multilayer performance log generation
framework is designed to record the related log information
and the running environment information. Then, the
information is processed to support the performance issue
identification and diagnosis of SaaS software. Figure 5 gives
the framework of performance log generation.

As shown in Fig. 5, the implement of the above framework
is divided into four steps: performance log collection,
performance log transformation, performance log processing
and performance log storage. Specifically, the performance
log from the SaaS application WebApp will be collected by
some agents of Flume and then flow into the Flume sink node.
In this process, two log event stream branches are generated.
The first flows directly into HBase for storage; The second
first flows into a Broker of Kafka [77] and then enter Spark
Streaming for calculation. Finally, the results are written into
MySQL [78]. The real-time monitoring for PaaS and [aaS will
be implemented by different monitoring technologies and
monitoring data is stored by MySQL. MySQL is capable of
handling intricate data structures, providing robust support for
complex queries, and possessing transactional capabilities.
These are critical for analyzing and aggregating log data in the
context of SaaS software performance issues, where data

troubleshooting and optimizing performance. In addition,
HBase is adopted to store text log information including error
information. Transferring data from MySQL to HBase allows
for unified management of data, enabling advanced data
analysis capabilities for global data storage. To ensure higher
data real-time and reduce the communication overhead, the
push & pull hybrid mode [79] is used as the data transmission
strategy that switches between push and pull modes in real
time according to the performance state of the system.

4 Performance issue identification
Performance issue identification, also known as performance
anomaly detection, aims to judge whether the system is
suffering performance issue according to the history
observation data. The solutions of performance issue
identification are divided into three classes: metric-based
method, log-based method and behavior-based method.

4.1 Metric-based method

Metric-based method identifies the performance issue by some
manually defined metrics. It is a black box approach without
requiring to know the internal structure of the system. Until
now, there are many studies about it, which are given as
follows.

Lan et al. [80] proposed a method based on outliers to
identify the node-level abnormity in the large-scale distributed
system. In [80], a group of techniques was first utilized to
build a unified data format and automatically analyze the
collected data. Meanwhile, the feature extraction technique
based on Independent Component Analysis (ICA) is used to

relationships and aggregations play a crucial role in reduce data size while the unsurprised techniques are utilized
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to identify the outliers. Experimental results demonstrate that
the proposed method has a high accuracy and low
computation overhead. After that, they conducted further
research in [81]. In [81], they proposed a scalable and
nonparametric method to effectively identify performance
abnormity of the large-scale system. This method can be used
in various distributed parallel systems with peer-to-peer
properties. Specifically, it takes a “divide and conquer’
approach to solve scalability challenges, while nonparametric
clustering and two-stage majority voting are used to improve
detection flexibility and accuracy. In addition, they also
designed a probabilistic model to quantitatively assess
decentralized design options. And experiments were
conducted on a suite of applications on production systems
and experimental results demonstrate that this method
outperforms existing methods in terms of accuracy with a
negligible runtime overhead.

Odyurt et al. [82] introduced the concept of software
passports based on Extra-Functional Behavior (EFB) metrics
in 2019. Among these metrics, they concentrate on the CPU
time, read and write communication event counts of different
processes. Experimental results show its efficiency.

To applying deep Ilearning in performance issue
identification, Wang et al. [83] proposed a deep learning
method based on Independent Component Analysis (ICA) and
restricted Boltzmann machine (RBM) in 2020. This method
adopts ICA to obtain features and RBM to identify the
performance issue of SaaS software. Experimental results
demonstrate that the proposed method outperform the classical
shallow classification algorithms while keeping competitive
efficiency.

However, all above-mentioned methods are not applicable
for the large-scale, diverse and dynamically changing KPI
[84—88] streams.

To solve this problem, Zhang et al. [89] proposed a new
method based on PU learning [90—96] in 2021, called PUAD.
By this method, the accurate KPI anomaly detection has been
achieved. Specifically, it integrates clustering, PU learning
and semi-surprised learning to improve the accuracy of
anomaly detection. In addition, a new active learning method
was proposed, which selects the samples most likely to be
positive in each iteration to avoid false alarms. Experiments
were conducted on 208 real world KPI streams and
experimental results show its superior performance.

B

4.2 Log-based method

Log-based method identifies the performance issue based on
the analysis for logging of SaaS software. It is a grey box
approach requiring to know a part of the system execution
path.

Some researches concentrate on the log processing and
feature extraction, which are introduced as follows.

He et al. [97] proposed an online log parsing method based
on the fixed-depth tree [98] in 2017. This method can
accurately and efficiently parse the original logging in a
streaming manner. In the logging parsing process, log
templates can be automatically extracted. Experimental results
on five real-world datasets show the superior performance of
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this method. However, this method not adaptive, which leads
them to be unable to handle software/firmware upgrade.

After that, Du et al. [99] a log parsing method based on the
longest common subsequence [100,101] in 2018. This method
adopts the way of online stream processing to change
unstructured system logging into structured data. Experiment
results demonstrate that this method outperforms the state-of-
the-art methods in terms of efficiency and accuracy. Similarly,
it also is not adaptive and cannot handle software upgrade.

To solve this problem, Meng et al. [102] proposed an
adaptive log parsing framework to support the intra-service
and cross-service incremental template learning and update in
2020. Specifically, this method transforms the template
generation problem into the word classification problem and
learns the features of template words and variable words.
Experimental results conducted on four public datasets
demonstrate that the proposed method can support the
accurate adaptive template update and new service’s log
parsing. However, this method cannot finish real-time
monitoring and processing for SaaS software.

With the development of various software, more and more
tasks require real-time monitoring. To meet this requirement,
Vervaet et al. [103] proposed an online logging parsing
method based on evolution tree [104—106], called USTEP.
Experimental results on 13 real-world datasets show its
superior effectiveness and robustness.

With the rapid increase of log data size, efficiency is more
and more important for log parsing. Therefore, Dai et al. [107]
proposed an automatic log parsing method, called Logram in
2022. It utilizes n-gram dictionary to achieve the efficient log
parsing. Experiments were conducted on 16 public log
datasets and Logram method was compared with five state-of-
the-art methods. Experimental results demonstrate that this
method outperforms all comparison methods in terms of
efficiency and accuracy.

Other studies focus on the techniques of performance issue
identification, which are given as follows.

Fu et al. [108] proposed a performance issue identification
method based on non-structured log analysis in 2009. An
algorithm was designed to convert free form text messages in
log files into log keywords and construct log sequences. By
training the log sequence, a finite state automaton FSA model
was learned to represent the normal workflow of each
component in the system. It has learned a performance
measurement model that describes normal execution
performance based on timing information in log messages.
These models can automatically detect anomalies in newly
inputted log files. And its effectiveness is shown by
experiments. However, this method uses separate models for
different types of data and build an ensemble to generate the
final predictions, which neglects the correlations between data
sources.

After that, Xu et al. [109] proposed a method of
automatically mining console logs based on program analysis,
information retrieval, data mining and machine learning.
Specifically, it first analyzes the system source code to obtain
a log template, which presents a list of variables and message
types in the form of <name, type>. Match these templates with
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the log messages to convert the log messages from
unstructured text to structured data. By selecting variables to
group log messages and extracting information from them,
such as execution traces, a feature vector is constructed. Log
messages of the same group are strongly correlated material,
and there is correlation between features. Those deviating
from the correlation mode are exception vectors. PCA was
used to perform anomaly detection on feature vectors,
identifying them as normal and abnormal, and converting the
anomaly detection results into a form that is easy to
understand. Decision trees are used to visualize them.
However, it uses separate models for different types of data
and build an ensemble to generate the final predictions. This
processing method neglects the correlations between data
sources.

To fill the gap, Nedelkoski et al. [110] proposed an
unsurprised multimodal performance issue identification
method in 2019. This method uses the LSTM neural networks
and distributed tracing technique to identify the performance
issue of software. Specifically, it utilizes the single mode and
sequence text data to simulate the causality between services.
Then based on this idea, the multi- modality structure is built
by multi-modal tracing data. This method can not only model
the normal system behavior, but also identify the performance
issue. And experiments conducted on cloud data demonstrate
that this method outperforms all baselines. However, there are
overfitting problem in this method.

To solve the overfitting problem, Geiger et al. [111]
proposed a performance issue identification method based on
the unsurprised generative adversarial neural networks in
2020. Specifically, this method introduces a GAN [112—-116]
structure with the same cycle to map time series to time series.
In addition, a new similarity measurement method was
proposed to evaluate the similarity between two time series.
Experimental results conducted on three famous datasets
demonstrate this method outperform all baselines. However,
this method is only suitable to the similar data distribution and
its robustness is bad.

To increase the robustness of performance issue
identification method, Wang et al. [117] proposed a robust log
anomaly detection method based on contrastive learning and
multi-scale masked sequence to sequence in 2021.
Specifically, it combines the BERT [118—121] model with
contrastive learning to extract features. Then, it utilizes a
multi-scale masked sequence to sequence model to learn the
context information from different scales. Finally,
experimental results conducted on the public datasets
demonstrate that the proposed method outperforms four
baselines in terms of accuracy and robustness. However, it is a
supervised learning method and needs a large number of
labeled data, which is time-consuming and need a large
amount of manual labeling.

After that, to reduce the reliance on labeled data, Yang et al.
[122] proposed a novel anomaly detection method based on
log, called PLELog. It is a semi-supervised method, which can
get rid of time-consuming manual labeling by incorporating
the knowledge on historical anomalies via probabilistic label
estimation. In addition, an attention-based MU neural network

was designed to effectively identify anomaly. Experiments
conducted on two public datasets show its superior
effectiveness and the application in real systems further show
its practicability.

Recently, Farzad et al. [123] proposed a novel anomaly
detection method, which uses the radius-based fuzzy C-means
and a multilayer perceptron network to detect anomaly. The
cluster centers and a radius are used to select reliable positive
and negative loggings. This model was tested on three famous
datasets, i.e., BGL, Openstack and Thunderbird. The
experimental results demonstrate that this model outperform
the state-of-the-art method.

In 2022, Zhang et al. [124] proposed a deep learning based
microservice anomaly detection approach, called DeepTralog.
This method uses a unified graph representation to represent
the complex structure of a trace and the related logs. Based on
the unified graph representation above, a gated graph neural
network model is trained where the loss function is
constructed by the deep SVDD model. And experimental
results show that the proposed method outperforms the state-
of-the-art trace/log anomaly detection approaches. However, it
neglects monitoring data of microservice system.

In the same year, a trace representation method [125] was
proposed by them, called TraCRL. This method combines the
graph neural network with the contrastive learning method to
learn the representation of a trace. Specifically, it first
constructs an operation invocation graph where nodes and
edges represent service operations and operation invocations,
respectively. Then, a graph neural network-based model for
trace representation is trained based on the operation
invocation graph of traces. And experimental results show that
the proposed method can significantly improve the
performance of trace anomaly detection and offline trace
sampling. However, it cannot fully utilize the attribute
information of invocation relationships.

4.3 Behavior-based method

Behavior-based method identifies the performance issue based
on the analysis for behavior of SaaS software, such as
component interactions and execution paths. It is a white box
approach, which obtains data to reason the behavior of
components by application instrumentation.

Until now, some researches about behavior-based
performance issue identification have been made. Aguilera
et al. [126] proposed a novel behavior-based performance
issue identification method, which infers causal paths between
application components and attributes the delay to a specific
node.

After that, Chen et al. [127] utilized the probabilistic context
free grammar to represent the execution paths. In their
method, it is seen as the anomaly if the execution path can be
parsed by grammar.

Then, Barham et al. [128] used the clustering to group paths.
In this method, it is seen as the anomaly if the execution path
does not match the clusters. Afterwards, Chen et al. [129]
adopted statistic methods to periodically analyze the
interaction between components using the y? test.

Recently, Lim et al. [130] proposed a performance issue



Rui WANG etal. Performance issue monitoring, identification and diagnosis of SaaS software: a survey 9
identification method based on hidden markov random field violation}) at time ¢. Let ﬂt =[my,...,m;,...,m,] denote a

(HMRF) [131,132]. This can identify the recurring and
unknown performance issues by transforming the performance
issue identification into a clustering problem based on HMRF.
Specifically, this method utilizes history data to train the
clustering model and the iteration algorithm based on EM to
optimize the threshold and the clustering centers.
Experimental results show its superior performance.

To unify traced response times and call trajectories in an
interpretable way, Liu et al. [133] proposed a new
unsupervised performance issue identification method based
on service tracing and a fault root cause location algorithm in
2020. This method adds the posterior flows on basis of deep
bayesian networks to achieve the nonlinear mapping. The test
conducted on TrainTicket show the effectiveness of this
method.

Performance metrics only can represent the average load of
a system, which cannot help managers find the root-cause of
fault. Therefore, Kohyarnejadfard et al. [134] proposed a
framework of anomaly detection in 2021. This method first
collects system calling flows during process execution by
Linux Trace Toolkit Next Generation (LTTng). Then, it
utilizes the machine learning to reveal the system calling
anomaly. Finally, experiments conducted on real datasets
show its effectiveness in different sceneries.

Micro-service is a structure of Web applications. Although
it can improve the abstraction, modularity and extensibility of
Web applications, it brings some challenges for fault root-
cause localization. Therefore, Cai et al. [135] introduced the
concept of service dependency graph (SDG) to describe the
complex calling relationship among nodes and developed an
anomaly detection and root-cause localization framework in
2021, called TraceModel. Experimental results on real-world
datasets demonstrate that this model outperforms the state-of-
the-art root-cause localization.

The tracing data can not only reflect the running time of the
time of calling between services, but also express the calling
relationship between services. Therefore, Li et al. [136]
proposed a semi-surprised method to detect anomaly. It first
uses semi-surprised method based on application tracing and
performance monitoring data to obtain anomaly threshold.
Then, it uses dynamic sliding window to detect anomaly and
the sorting algorithm of tracing to locate the root cause.
Finally, experimental results on the public dataset of AIOps
Challenge 2020 show the superior performance.

4.4  Our proposed performance issue identification method

In fact, performance issue identification is binary
classification problem. It identifies the state of SaaS software
into two classes: performance anomaly and performance
normality. In this subsection, a performance issue
identification method is proposed, which is based on the
HMREF [137]. Next, this method will be introduced as follows.

4.4.1 Performance issue identification formalization

In the performance issue identification problem, we try to
calculate the current performance state of SaaS software by
analyzing the observed performance metric data. Let
S;={0,1} denote the states of the SLO ({compliance,

vector of values for n collected metrics at time ¢, where m; is
the ith metric. In the complex running environment of SaaS
software, the health state of the system is often unobservable
before the occurrence of performance issues. But we can infer
the current health state of the system through some other
system characteristic parameters (low-level metrics, such as
CPU, memory). This is consistent with the hidden state of
Hidden Markov Random Field (HMRF), so the SLO
performance state S of the system can be modeled as hidden
state of HMRF. In addition, in order to reasonably infer the
hidden state, it is necessary to analyze the changes of
observable system characteristic parameters caused by it. This
is also consistent with the structure of HMRF so these
observations M = [mi,...,m;,...,m,] can be modeled as
parameters of HMRF. The following are formal definitions of
performance issue identification:

Definition 7 X and [ are two random fields whose state
spaces are X ={1,2,...,x} and £={1,2,...,1}, respectively,
7 ={1,2,...,T} denotes the time epoch indices, for V¢ € 7 we
have X;e X and L, € L.

Definition 8 Observation data set X = (xp,...,X;,...,X,)
correspond to the set of measurements, random variable x;
correspond to the value of metric m; at the tth epoch. Let y be
an observable instance of X, X be the set of all possible
instances so that

X={)=01,...,xpxeX,teT},
where x; denotes a vector of values for n collected metrics at
time 7.

Definition 9 Hidden label set L= (l,...,1,...,l,) is the
hidden variable, hidden variable /; denotes a SLO state of
system related to m; at the tth epoch. Let £ be a configuration
of [, L be the set of all possible configurations so that

L={t=,....Ipl e LiteT},
where [, denotes a SLO state of system related to M, at the rth
epoch.

Definition 10 Temporal-neighboring constraint, which means
that every pair of neighboring records (37) tend to indicate the
same SLO state (S), and are independent of past, non-
neighboring records. Each hidden variable /; is related only to
its neighbors within an SLO state type. The hidden variables
are mutually related via a neighborhood system N .

The concept of HMRF is derived from Hidden Markov
Model (HMM), which are defined as stochastic processes
generated by a Markov chain whose state sequence cannot be
observed directly, only through a sequence of observations.
Each observation is assumed to be a stochastic function of the
state sequence. Here, we consider a special case of an HMM
in which the underlying stochastic process is a Markov
Random Field (MRF) instead of a Markov chain, therefore,
not restricted to one dimension. We refer to this special case
as a hidden Markov random field model.

Performance issue identification is to determine whether the
SaaS software is in a performance error state. The problem can
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be formalized as an HMRF problem. SaaS software
performance state can be modeled as hidden variables
L={l;,teT}, where T ={1,2,...,T} represents the snapshot
time. The hidden variable /; denotes the performance state
associated with performance status log record at the tth
snapshot. Assume that there are 7T performance status
instances (performance status log record), including SLO
violation instances and SLO compliance instances. Instances
that are not adjacent may belong to different classes. The
neighboring instances indicating the same performance state
form a neighborhood, in which every pair of records is
interconnected via Definition 10. Our objective is to train a
performance issue identification model based on HMREF,
which can judge the new performance state. If it is classified
as SLO violation of the performance state, it means that SaaS
software is in the performance error state, thereby achieving
the purpose of identification.

4.4.2 Performance issue identification modeling by HMRF
We select a classifier based on the HMRF-MAP framework.
The framework is to calculate the Maximum a Posterior
(MAP) P(L=¢X=y) that hidden state [ of the system
suffers a performance issue at the current moment ¢, through a
sequence of observations X = (x:1,...,X¢i,...,Xrn). It has
important practical advantages: it is interpretable and can
combine expert knowledge and constraints.

We use HMRF to construct MAP estimation model, the
process is as follows: 1) define a neighborhood system A, and
the potential Vi, (¢) of the neighborhood system; 2) define the
prior potential function V() to give P({); 3) derive the
likelihood function P(y|f); 4) multiply P(€) and P(x|¢) to yield
the posterior probability P(L = £|X = x).

L represents the HMRF model of ¢, according to
Hammersley-Clifford theorem, the prior probability of £ can
be expressed as a Gibbs distribution
e*ZNpeN VNp(é’)’

1 1
P(L=f)= —e VO = — 3
( ) Zle 7 )

where Z; is a normalizing constant, V(£) denotes the overall
potential function, which can be expressed as a sum of
potentials Vj,(€) over all the neighborhoods N for the label
configuration ¢. According to Definition 4, every pair of
records within each neighborhood N, tends to be grouped into
the same issue cluster. With this, Vj,(€) can be defined as

Vi, (0) = w,,-Z Vinl € Np 1] )
t+t

where the wvariable ] denotes an indicator function
(I[true] = 1,I[ false] =0) and w, denotes the normalizing
weight for the total violations of temporal-neighboring
constraint in the neighborhood N,, gives more weights to
neighboring records that are not grouped within the same
cluster.

The likelihood function Py(X =y|L=¢) models the
conditional dependence and has Gaussian distribution
N(]J[,O’lz). Each class can be represented by its mean vector y
and variance 0'12. According to the characteristic (3) of the
HMRF model, the conditional probability of £, y is

_ Gepe)? ) )

er%

1
Py(X = YIL = £) = [1yer POilly) = [rer W‘”‘P(
l

6))
In Eq. (5), variance 0'12 €{02,02} represents the variance
corresponding to the performance issue and the normal
classes, respectively. Similarly, u; € {u,,u.} represents the
mean corresponding to the performance issue and the normal
classes, respectively. Here, we consider 6 = {u,,u.,02,02} as
the parameter vector associated with the Probability Density
Function (PDF).
¢ cannot be obtained deterministically form x. Hence, ¢
should be estimated from x. One way to estimate ¢ is based on
the statistical MAP criterion. The objective in this case is to
have an estimation rule which yields ¢ that maximizes the
following posterior probability distribution
{= argmax PoX =)L =ONL=0) 6)
¢ P(X =x)
Considering the prior probability Eq. (3) and the likelihood
function Eq. (5) of HMRF, we can deduce from Eq. (6)

2
Z—(X’z (f’;”) + " V0,

€T NpeN

A . 1
= argmm{—ln(z) + @)

¢
where % is a constant. By minimizing Eq. (7), we can optimize
itand get 6 = {,uv,,uc,o%,o%}.

4.43 MAP estimation by Hopfield neural network

As the performance issue identification problem is viewed as a
MAP estimation problem of the HMRF modeled performance
issue with Hopfield Neural Network (HNN), it suffices to
establish relation between Eq. (7) and the energy of an HNN,
and to provide an updating rule so that the convergence is
guaranteed. The clique potential function Vy,(¢) in Eq. (7) is
considered as

VN, (0) = =Wy, (Ovivg, (®)

where v and v} represent the output of the sth and gth
neurons, respectively and Wéq is the connection weight
between them and depends on ¢. Value of connection
strengths are considered as

Vil €N,
t£1

W (0) =w,- 1L # 1],

©

where w), is a parameter associated with the clique potential
function and is a HMRF model parameter.

Substituting Eq. (9) in Eq. (8) we get
2o nen, Hi# lr]) .

13
v.y,.
t#1 s

VN, (O) = -w, [ (10)
Considering Potts model, i.e., a generalization of Ising

mode, we can rewrite Eq. (3) as

> Vi,L N, [ # 1]

t#t

Vit

~ S ApeN W' a

PL=0= e

(11)
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For implementing the HMRF model with Hopfield’s
network, we may interpret x as the initialization of the
network (each metric is considered as a neuron). Similarly y;
can be interpreted as the present state of the network. Thus we
may rewrite Eq. (7) as

p— - I—vp)?
{’—arg;mn{zs ke

Z(S,q),s#q W?q({’)vtyv;} (12)

Now the problem is reduced to the minimization of Eq. (12).
We can establish a relation between Eq. (12) and the energy
function E of HNN and provide an updating rule so as to
reach a minimum of E. In the high gain limit it can be
excluded and written as

r r r r

1

E6y==->" > wiowivi - 1+ 3 PN (13)
s=1 g=1,q#s s=1 s=1

By proper adjustment of coefficients, Eq. (12) can be made
equivalent to minimize E(v").

4.4.4 Model parameters estimation by EM algorithm

In order to obtain the optimal parameters of the HRMF model
from a set of metrics data, we design Algorithm 1 based on
the Expectation Maximum (EM). HMRF model parameters
are estimated recursively in EM framework. In the HMRF-
MAP framework, x is considered as the observed data and ¢ as
the unobserved data to be estimated. For estimation of ¢, the
observed data x is modeled with HMRF. The aim of
Algorithm 1 is to estimate 6 = {/Jv,,uc,cr%,o%} based on the
observed data x. The algorithm begins with an initial arbitrary
value #° at time 0, and the performance record labels are
estimated using the parameter ¢ at time r.

4.4.5 Performance issue identification algorithm

Figure 6 depicts all the steps required for the implementation
of our performance issue identification method. In this section,
we will explain every step taken. The first step is to get the
performance issue identification model by training the
historical data, which is the system state data collected by our
performance log generation system, and meets the input
requirements of the model after processing; The second step is

History data
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Algorithm 1 EM algorithm

Input: the training set D = {(X1, 1), ..., (Xi, 1), . . ., (X, I}
Output: £, 6 = {uy, e, 02,02}

1. Select an arbitrary initial parameter set 6°;

2. Initialize the class labels using SARatios, metric;

3. E-step: Calculate the likelihood distribution P/(X = x|L = ¢), and the
MAP estimate as

' = argmaxPy(L = £1X = x)
4

by using HNN;
4. M-step: Compute the posterior probability distribution and update
the parameters

= Sier P (i)
' Sie PN
_ Sier P @i — re)?
Yier PX)
5. Repeat steps 3-5 until the stopping criterion is met, i.e., the changes

of the parameter values lie within a predefined positive constant € in
consecutive iterations.

()

to continuously monitor the system status and dynamically
update the model according to the latest data during the
system running to make the model more consistent with the
current running status of the system; In the third step, the
probability of the current state of the system is calculated and
output. If the MAP estimation value obtained by the HNN
outputs “1”, the current performance log record can be judged
as a performance issue. After outputting the results, we update
the historical performance log record space.

Algorithm 2 gives a complete description of performance
issue identification algorithm through the analysis and design
of key parts such as the construction, solution and parameter
estimation of performance issue identification model.

5 Performance issue diagnosis

The performance issue diagnosis aims to find the reason of
SaaS software performance issue. In general, this problem can
be solved from the text mining or analysis of resources and
these solutions are divided into two classes based on the above

Data collection service

~ o~ o~ o~

2. monitor in real

X X,

HMRF model

End

3. classify
Performance

issue?

X5 X4 X, Performance_lssues
diagnosis

Fig. 6 The steps of our proposed performance issue identification method
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Algorithm 2 Performance issue identification algorithm

Input: X; = (x;1,..
Output: “1” or “0”

s Xtise s xl,n)

1. Model the performance record X using HMRF;

2. Conduct Algorithm 1;

3. Obtain 7, the initial bias using the threshold for the SARatio metric,
using 95th percentile

, _[+1.if  SARatio> 5%
ST\ -1, if  SARatio < 5%

4. x; are fed as the input to each neuron of HNN;

5. Compute the energy value using Eq. (13);

6. Iterate the HNN until all the neurons are stabilized;
7. Obtain the output of the HNN as ¢;

8. Update the performance record space.

angels: log-based method and process-monitoring-based

method.

5.1 Log-based method

When the system suffers performance issue, the log-based
method can be used to solve this problem [138]. This method
first obtains the related information from the log data. Then, it
adopts the data mining and machine learning to diagnose the
performance issue.

At present, many researches about log-based method have
been done. Fu et al. [139] proposed designed an event
correlation mining and prediction system based on log to
predict the invalidation of system in 2012, called LogMaster.
The LogMaster parses the log data into the event sequence,
where each event is represented as a 9-tuple of information.
Specifically, An algorithm was designed to mining event
rules, called Apriori-LIS and a system invalidation prediction
system based on event correlation graph.

Zou et al. [140] implemented a fault log analysis system,
called UiLog, which can help the system managers to know
the real-time status of the entire system. Specifically, it first
conducts fault log analysis and quantifies the fault
classification results of manual learning using a fault keyword
matrix to confirm the fault type. Then, it performs fault log
correlation, combines the fault log analysis results with the
time window, performs fault cause analysis, and then clusters
the relevant logs using the same fault cause as the clustering
criterion to find the root cause of the fault. Finally, a fault tree
is generated based on the cause and type of the fault in order
to diagnose the new log.

In 2019, Guo et al. [141] proposed a graph-based trace
analysis method to help to understand microservice
architecture and diagnose performance problem, named
GMTA, which supports various needs such as visualizing
service dependencies, making architectural decisions,
analyzing the changes of service behaviors, detecting
performance issues and locating root causes. This method can
efficiently process traces produced on the fly. Specifically, it
divides traces into different paths and further groups them into
business flows. And the authors used a case study conducted
in eBay’s monitoring team and Site Reliability Engineering
team to demonstrate its substantial benefits in industrial-scale
microservice systems. However, there is a plenty of useless

logging, which makes it difficult for the mining of event
correlation.

To solve this problem, Huo et al. [142] proposed an
association rules mining and self-updating method in 2020,
called IWApriori. This method contains two steps: log
preprocessing and the association rules mining and updating
based on IWApriori. It can effectively improve rule integrity.
Experiment results conducted on real-world log dataset that
this method outperforms other methods in terms of time
performance, space performance and the effectiveness of
mining rules.

After that, Wang et al. [143] proposed a novel root-cause
metric localization method by incorporating log anomaly
detection. It is believed that the root-cause metric value should
change with the anomaly score of the system fault in [143].
Specifically, this method collects anomaly scores by log
anomaly detection algorithms and identify root-cause metric
by the robust correlation analysis. Experimental results on
public micro-service systems show its superior performance.

Considering that the use of the tracing data can make the
localization of root-cause more accurate, Li et al. [136]
proposed a new anomaly detection algorithm in 2021. It uses
semi-supervised learning to obtain the anomaly threshold and
the sorting algorithm based on tracing to locate the root-cause.
They tested this method on public datasets and the superior
performance is shown by experiments.

Similarly, Liu et al. [144] proposed a high-efficient root
cause localization approach for availability issues of
microservice systems in 2021, called MicroHECL. Based on a
dynamically constructed service call graph, the MicroHECL
analyzes possible anomaly propagation chains and ranks
candidate root caused by correlation analysis. Specifically,
combining machine learning with statistical methods, the
authors designed a customized models for the detection of
different types of service anomalies. Meanwhile, this method
uses a pruning strategy to eliminate irrelevant service calls in
anomaly propagation chain analysis. And experimental results
show its superior performance. However, the above
approaches rely on empirical techniques.

To solve this problem, Gan et al. [145] proposed a novel
machine learning-driven root cause analysis method in 2021,
which focuses on practicality and scalability. Specifically, this
method uses unsupervised machine learning method to reduce
the cost of trace labeling and determine the root cause of
unpredictable performance. The experiments were conducted
on both local clusters and large clusters on Google Compute
Engine and the experimental results show the superior
performance of the proposed method. Similarly, Ma et al.
[146] proposed a novel framework for anomaly detection and
root cause identification in the microservice system in 2022.
This method first uses the history data to train an anomaly
detector without pre-defined thresholds. Then, it designs a
causal relationship extraction approach to construct impact
graphs. Finally, a heuristic investigation algorithm based on
random walk is designed to identify the root cause of the
anomaly.

To improve the efficiency of the identification of root cause,
Li et al. [147]. proposed a root cause analysis method based
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on intervention recognition. This method first constructs a
causal relationship graph based on the knowledge of
microservice system architecture and some causal
assumptions. Then, the linear regression method is used to
infer the root cause. Finally, the experiments were conducted
on a real-world dataset and the experimental results
demonstrate that the proposed method outperform all
comparison methods.

5.2 Process-monitoring-based method
Process-monitoring-based method diagnoses the performance
issue by online monitoring and analysis. It always keeps an
eye on its running circumstance of the target system. Until
now, many related researches have been made. The difference
of these works is very large since their aims, analysis methods
and information resource are different.

Zhao et al. [148] designed an analyzer for non-intrusive
distributed service request flow. It first infers how to parse
logs by the static analysis for the binary code of applications.
Then, it integrates different logging and associates them with a
specific requirement. Note that, it infers the requirement flow
by running log data without the modification of source code.
LProf is a profiling tool that helps diagnose actual
performance anomalies. Experiments show its effectiveness
for the performance issue diagnosis.

Bare et al. [149] proposed an online diagnosis framework in
2009, called ASDF. This framework can monitor and analyze
the data resource with time and locate the performance issue
into a specific node or a node set. Its flexible structure allows
the system managers to customize the data sources and
analysis modules. And the authors show the effectiveness of
ASDF on performance issue according to the file.

Attariyan et al. [150] proposed a performance aggregation
technology of automatic performance issue diagnosis in 2012.
It first takes the performance cost as the attribute of each basic
block. And then, dynamic information flow tracing is used to
evaluate the possibility of each hidden root-cause being
executed. Finally, the cost of each hidden root-cause is
collected. Based on the idea, author developed a tool, called
X-ray to help users solve the performance issue of software
without the support of developers.

To help performance analyst to effectively compare load test
results, Malik et al. [151] proposed a supervised method and
three unsupervised methods in 2013. These methods can
effectively identify the performance issue violating SLA.
Meanwhile, it can utilize a collection of smaller manageable
important performance counters to analyze the root-cause of
performance issue.

With the size and complexity of high-performance
computing systems, the influence of performance change is
becoming more and more important. To reduce the influence
of performance change as more as possible, Tuncer et al. [152]
proposed a new framework based on machine learning to
automatically diagnose the performance issue. This framework
utilizes history data to obtain the anomaly features.
Specifically, it first transforms the collected time series data
into statical features. Then, the available anomaly features are
obtained. Afterwards, these features are used to diagnose
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anomaly. Finally, experimental results on real-world HPC
systems demonstrate that this framework is better than the
existing anomaly diagnosis techniques.

In the cloud platforms, although performance monitoring
metrics can entirely describe the current status of service,
empirical alarm thresholds alone often fail to identify root
cause in real time. Therefore, Li et al. [153] proposed a
common anomaly detection algorithm. This algorithm uses the
offline and online learning methods to dynamically modify the
feature matrix and the anomaly threshold of metric. Then,
deviation degree, scoring and sorting algorithm are used to
identify the root cause of fault. This algorithm was tested on
the dataset of AIOps challenge (2021) and the experimental
results show its good performance.

Although there are data monitoring infrastructures, the lack
of labels describing the state of the system is a pervasive
problem. To fill this gap, Borghesi et al. [154] proposed a
method obtaining labels from service monitoring tools.
Specifically, this method is used to obtain labels. Then, these
labels are used to train a deep learning model. Finally,
experimental results demonstrate that this method can
accurately diagnose the real faults.

5.3 Our proposed performance issue diagnosis method

The problem to be solved in this part is to diagnose the
performance issues during the SaaS software running and to
help the operation and maintenance manager to analyze the
performance issues more finely and find out the causes of the
performance issues. In this section, an automatic performance
issue diagnosis method is proposed. This method further
diagnoses the identified performance issues and constructs
RBM classification model. This model classifies the current
performance issues of the system and finds the causes of the
issues.

Based on the above reasons, a performance issue diagnosis
method based on RBM is proposed. First, we build a
performance issue diagnosis model and train its parameters to
get a maximum likelihood estimation (MLE) that can correctly
distinguish the type of performance issue; then, we use the
model to calculate a new data source to achieve the purpose of
diagnosing the running state of the system; finally, after the
operation and maintenance managers get the type of the
running state of the system, they take corresponding effective
measures.

5.3.1 Performance issue diagnosis formalization
Performance issue diagnosis can be regarded as a multi-
classification problem in supervised learning. Suppose that
there exist 7 instances of performance issue and each of
which belongs to one of the [ issue types (I < T). The T issue
instances (i.e., violation instances) and the non-issue instances
(i.e., compliance instances) can be grouped into [+ 1 clusters (I
issue types plus 1 non-issue type). Each cluster consists of
performance issues of the same type. The SLO compliance
records can be treated as a special non-issue type. The
problem is to automatically group the record space into [+ 1
clusters, and assign a new record to a correct cluster. If the
new record can be well classified into a cluster, then the cause
of the performance issue is discovered.
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Restricted Boltzmann Machine is a bipartite graph model,
which means that it contains two layers, the visible layer and
the hidden layer. The visible layer is composed of visible units
(corresponding to visible wvariables) v =[vi,va,...,vp]
representing the observable data, the hidden layer is composed
of some hidden units (corresponding to hidden variables)
h = [hy,hy,...,hy]. And each unit of hidden layer is connected
with all the units of visible layer and vice versa, while there is
no connection within each layer. Both v and & are binary
vectors.

In performance issue diagnosis problem, we try to infer the
performance issues by analyzing the observed metric data.
This problem can be formulated as a RBM problem. The
performance issues can be modeled as hidden variables
L={l,teT}, where 7 ={1,2,...,T} denotes the snapshot
times. The hidden variable /; represents the performance issue
associated with record at the ¢th snapshot. Our objective is to
train a RBM-based performance issue diagnosis model to
categorize the performance issues in the entire performance
status log record space into several issue types (including the
non-issue type). Based on this model, new performance status
records can be classified. If they are classified into a certain
type of issue, it indicates that the cause of the performance
issue is obtained, thereby achieving the purpose of diagnosis.

5.3.2 Performance issue diagnosis based on RBM

Similarly, performance issue diagnosis is also a pattern
classification problem. It is to induce or learn a classifier
function ¥ mapping the current system state to a known
system performance state class. The training dataset of the
classifier is derived from the multi-category labeled
observation log, providing preclassified instances for the
analysis to learn from. Since supervised learning is superior to
unsupervised learning, we still choose supervised learning to
train the model.

5.3.2.1 Feature matrix generation

We define any individually measurable variable of the node
being observed as a feature, with the goal of constructing a
feature matrix for data analysis. Let m be the number of
features collected from n nodes. In order to capture the trend
and the correlation of these features, each node samples T
snapshots. Therefore, there are n matrices F' (i=1,2,...,n),
each representing the feature matrix collected from the ith
node. In each matrix F’, the element f}’;’j represents the value
of the feature & collected at the jth snapshot, where 1 < j < T
and 1 <hA<m. In order to facilitate the data analysis, we
reorganize each matrix Fi¢ into a (mxT) vector
fi= [ffﬁlff’z---fé’k]T. Finally, we construct a single large-
scale matrix as a feature matrix

F(m><T)><n = [fl,fz’-",fn]- (14)

We think all the features are equally important. However,
the data collected may have different scales. In order to
convert the data into uniform scale, the matrix F is first
normalized to F’ so that the feature values can be controlled
between 0.0 and 1.0. Then it is necessary to adjust F' to F” so
that its columns have zero mean. This ensures that the
following feature extraction capture the true variance, thus

avoiding distorting results due to the mean difference. For the
data matrix F”, each column represents a node and each row
gives the values of a particular feature.
5.3.2.2 1CA-based feature extraction
We analyze the overall performance of the SaaS software by
measuring the correlation between performance metrics,
which requires extensive calculations. We try to learn features
by unsupervised learning, both Principal Component
Analysis(PCA) and ICA are important choice for feature
learning. In this paper, we also prove this point. We apply ICA
to the matrix F”, and treat each column of F” as a data point
of JR™<T . First calculate the covariance matrix of F”:

Loy

cov=-F F °.
n

(15)

then calculate nonzero Eigenvalues of cov in a descent order:
1222, Let V=diag(d1,2,...,4;) and E =[ey,
ez,...,er], where e; is the Eigenvector corresponding to A;.
The whitened data of F” are defined as

X=V'2ETF", (16)
where X is a r X n matrix, and r < m X T. After whitening, ICA
projects the data point x; € IR" to a data point y; € IR’ as
follows:

yi=M"x;. (17)

The dimensionality of y; is set to s. The goal is to find an
optimal projection matrix A/ such that y; are maximally
independent. The process of finding M is the feature
extraction process, as shown in Algorithm 3.
5.3.2.3 RBM-based performance issues classification
After recognizing the performance issue features, a Boltzmann
machine classifier for the features is established, and the
classifier is trained. The training process is mainly to use the
sample set of performance issues to train the RBM with
visible units with Gibbs distribution function.

RBM is an Energy-based model, the energy of the joint
configuration of visible variable v and hidden variable h is

E(v,h;0) = —h"Wv—-bTv—a'h, (18)

Algorithm 3 ICA-based feature extraction

Input: feature matrix F f
Output: new feature matrix ¥

1. Calculate the covariance matrix of F~ according to Eq. (15).
2. Whiten the feature matrix F~ according to Eq. (16).
3. Project (iteratively searching for M):
1). Choose a random initial matrix M = [my,my, ..
[lm;] = 1.
2).Fori=1tos
mi = % g Xi(m
m; = m [|lmf||
Here, the first calculation is to ensure that the iteration approaches
the maximal independence and the second one ensures that ||| = 1.
3). M = M(MTM)~'/2, which is to ensure that m; # mj when
i# .
4). If (1 - ImiTm,-I) < ¢, where ¢ is a small constant, the algorithm
converges;
Otherwise, go to step 2).
4. Get the new feature matrix ¥ = {y;,y2,...

are independent of each other.

., myg], where

L

A3 p
;%) = 3m;

,Vis+ -5 Yn}, TOW vectors
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where the model parameter 6 = {W,b,a}, W is the weight of the
connection between the visible unit and the hidden unit, » and
a are the bias of the visible unit and the hidden unit,
respectively. Boltzmann distribution is the distribution of this
energy configuration.

Because of the special structure of RBM (without
connection within the layer and with connection between the
layers), the activation state h; of each hidden unit is
independent when v is given. On the contrary, given h, the
activation state v; of each visible unit is also independent of
each other, that is

P(hj =1lv) = O'(Z Wijvi+aj],
i

(19)

P(v; = 1]h) = O'[Z Wijh,+ bi], (20)
J
where o(x) = 1/(1 + exp(—x)) is the logistic sigmoid function.

An RBM can be used to model the distribution of the
observed data Py(v) by learning from the training data v,. The
training is done in an unsupervised manner. In fact, RBM is a
Markov random field problem, and it belongs to a structured
prediction, involving an exponential combination of outputs.
So the calculation is very large, it is difficult to solve with
gradient descent method. In order to solve the above problem,
G. E. Hinton et al. proposed an efficient learning algorithm,
Contrastive Divergence (CD).

One way was first proposed by G. E. Hinton et al. and
explicitly discussed by Hugo Larochelle was to use an RBM
directly as a classifier called the Classification Restricted
Boltzmann Machine (ClassRBM).

ClassRBM has the similar structure with the ordinary RBM.
It models the joint distribution of an input y = [y,¥2,...,Vx]
and target class /€{0,1,2,...,C} using a hidden layer of
binary stochastic units h = [k, hy,...,hx]. This is done by first
defining an energy function

E(y,h,l;0)=-h"Wv-b"v—a"h-d"e;~h"Ue;, (21)
with parameters ® = {W,b,a,d,U}, U is the weight of the
connection between the target class and the hidden unit.
e = (1i:l)iC:0 is the “one hit of C” representation of /. From the
energy function, we assign probabilities to values of /, y and h
as follows:

ply b= CPEEXRD)
where Z is a normalization constant (also called partition
function) which ensures that Eq. (22) is a valid probability
distribution. (y,[) is the visual layer. The y part is used for
input of sample feature information, and the / part is used for
input of class label information, which is represented by
binary vector. When the sample belongs to the k class, the k-th
node in the / part takes the value 1, and the other nodes take
the value 0, i.e., I(k) = 1,1(i)) = 0,i £ k.
Through the energy function of the ClassRBM model, the
posterior activation probability of visible units in the model
can be deduced, as shown in Eq. (23).

(22)
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phiLy) = [ | pthjit.y). 23)
J
with p(hj =1lLy) = O'(aj + Ujl+ZiWijyi)~
Similarly, the posterior activation probability of hidden units
in this model, as shown in Eq. (24):

p(yn) = [ | pilh),

with p(y; = 1|h) = o(b; + 3 ; W;h)).

ClassRBM can be trained in two ways. One is called the
generative training objective which maximizes the joint
probability over training data y, and its label /;. The other is
called the discriminative training objective which maximizes
the probability of the label /; of training data conditioned on
the training data y,. The discriminative training objective is
more suitable for relatively smaller data, the following training
objective is used:

(24)

[Dirainl

f(®’ Dtrain) =- lnp(lzb’t), (25)

|Dtrain| =1

where Dyyqin = {(¥1,1;)} is the set of training examples.
Minimizing the objective function Eq. (25) is equivalent to
maximizing p(l1,....4p, . 1¥1s-- > ¥IDyainl)» @S We assume that
the training examples are independent from each other. It is
worthy to notice that, y, does not have to be binary in this
case, as the distribution of y; is not modeled.
Calculate the gradient of f(®, Dy,4i,,) over parameters ©:

‘Dtrainl a
Z Epavityol 55 £y )=

|Dtrain| =1

0
6_9f(®,Dtrain) -

d
Epiny 75 ECLy. WD),

where E,)[f(y)] represents the expectation of f(y) over
distribution p(y). The pseudo code of model parameter update
procedure is given by Algorithm 4.

Given the training set Dyqin = {(v1,01), 02,0),..., i 1), - - -,
(Vn»1n)} and the label set L={0,1,2,...,C},/ e L. Training
ClassRBM model based on historical data. Our goal is to
further classify the current issued state of system identified by
the performance issue identification model and obtain specific
label information of the state data. After the model is trained, a
new identified sample data y,,, is assigned to the class [
according to the following decision rule:

(26)

Algorithm 4 Discriminative training update of the ClassRBM using CD

Input: training pair (y,, /;) and learning rate n

# Positive phase

Ly <y,

ﬁo —o(a+Wy®+ Uep)

# Negative phase

h° ~ p(ali®, %), ' ~ p(In®), y' ~ p(yh)
b — o(a+ Wy + Uey)

# Update

for 6 € © do

A0 A1
0 — 0-nlHEE,Rly,) - ZEW,h ly,)]

# Notation: x « y means x is set to value y
# Notation: x ~ p means x is a sample from distribution p
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Obviously, the data vector y,., is classified into the class
where p(l|¥peyw) is the largest.
5.3.2.4 Performance issues diagnosis algorithm
The above supervised learning is applied to analyze
performance issues automatically. In this paper, the
performance issue diagnosis problem is regarded as a multi-
classification problem. The multi-classification method for
performance issue is divided into three stages: feature matrix
generation, feature extraction and classification. All the steps
required for the performance issue diagnosis method are
shown in Fig. 7. Through data transformation, the generated
performance status log data set is integrated into a feature
matrix (usually high-dimensional). Here, a feature is defined
as any individually measurable variable of the node being
observed, such as CPU utilization, available memory size, 1/0,
network traffic, etc. Through feature extraction, the feature
matrix is reduced in dimension while retaining the most
relevant information in the data. This can not only speed up
the training of the performance issue diagnosis model by
reducing the data dimensionality, but also improve the
diagnosis ability of the model by eliminating the inherent data
dependency. The newly arrived system performance state
(identified performance issue) is input into the trained RBM-
based performance issue diagnosis model, and the likelihood
estimate of each performance issue type to which the
performance issue belongs is calculated, and which type [ has
the largest likelihood estimate, the performance issue will be
judged to this type [*. The above diagnosis process is to
subdivide the identified performance issues into specific
classes to find the causes of the performance issues.
Algorithm 5 gives a complete description of the
performance issue diagnosis algorithm by analyzing and
designing the key parts of the performance issue diagnosis
model, such as data input, training, solution and parameter
estimation.

Algorithm 5 Performance issue diagnosis algorithm

Input: training set Dyain = {(1,11), 02, 02) - Qis 1)y o oo Ons 1)},
new identified performance state y,,,,,;
Output: the trained ClassRBM model, /*.

1. Initialization: learning rate 1, number of Gibbs steps to do in CD,
number of hidden units;
2. Construct feature matrix using Eq. (14);
3. Feature extraction using Algorithm 3;
4. Training the ClassRBM model using Algorithm 4;
5. Classification:
Y. are fed as the input to the trained ClassRBM model;
Classify the performance issue based on the trained ClassRBM
model using Eq. (12).

6 Experiment design and results analysis
To verify the effect of our proposed method, the experiment
was conducted on PC with Windows 10, 1 CPU and 8§ GB
memory. The experimental dataset was collected from a real
Integrated Disaster Reduction Application System (IDRAS)
[138]. This system relies on cloud service platform and the
SOA idea, which contains many web components with
independent functions. This system is developed by Java and
deployed on Cloud Stack. The proposed method is
implemented by python. 20 metrics are collected from the
PaaS and IaaS layers to represent the observed state of the
system, as shown in Table 4. We collected 2862 performance
log records (i.e., 2862 snapshots), including 491 performance
issues, and these 491 problem instances, plus non-problem
instances, total 19+1 performance problem types. Experiments
were conducted by the 5-fold cross-validation to avoid
overfitting.

6.1 Evaluation metrics

We choose the most common classification metrics, recall,
precision and F1, as an indicator to test the effectiveness of
the proposed performance issue identification method (bi-
classification method) and the proposed performance issue
diagnosis method (multi-classification method). For each issue

Performance
records

AOO

D

\4

New records

. N / N
Data transformation Feature extraction
s oy —~ —~ cov = lF”[T”T
o O O O "
O O O O >
= F\2ETE"
0 O O O X=V"12ETF
\O_/ 9 9 9 yi = Mxi
S \ l 4
RBM for Classification

A

Fig. 7 The steps of our proposed performance issue diagnosis method
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Table 4 Performance metrics
Layers Objects Metrics Descriptions
SaaS Service Response Time Response Time of service (ms)
MySQL Threads_connected No. of MySQL server connected threads (counts)
Threads_running No. of MySQL server running threads (counts)
PaaS JVM_Free Size of free JVM (MB)
Tomcat Tomcat_requestCount Total No. of Tomcat requests (counts)
Tomcat_Thread No. of Tomcat threads (counts)
CPU_Cores No. of CPU Cores (counts)
cPu CPU_utilization Percentage of CPU utilization (%)
Mem_totalSize Size of Memory (GB)
Memory e
Mem_usagePercent Percentage of Memory utilization (%)
laaS Disk_avail Size of free disk (GB)
Disk 10_Read Rate of read operation (Kbps)
10_Write Rate of write operation (Kbps)
Network NetCard_Receive Rate of Network card receive bytes (Kbps)
NetCard_Send Rate of Network card send bytes (Kbps)
CPU_Allocated Allocated CPU (GHz)
Py utilization Percentage of CPU utilization (%)
. Mem_Allocated Allocated Memory (GB)
Physical resources Memory e
utilization Percentage of Memory utilization (%)

Storage Allocated

Primary storage e
utilization

Allocated Primary Storage (TB)
Percentage of storage utilization (%)

type, recall measures the fraction of the relevant records
whose issue types are successfully classified. Precision
measures the fraction of classified records that are indeed
relevant. F1 is the balance of precision and recall metrics.
Classification results are expressed in a confusion matrix
[155], as shown in Table 5.

More specifically, recall is the proportion of performance
issues correctly classified to the number of actual issue
records:

TP
TP+FN’
Precision is the proportion of performance issues correctly
classified to the number of records classified:

TP
TP+FP’
where 7P (True Positive) is the number of correctly classified
records (i.e., the testing records that are assigned to the correct
issue type). FP (False Positive) is the number of classified
records that are irrelevant (i.e., the irrelevant testing records
that are assigned to the target issue type). FN (False Negative)
is the number of relevant records that are failed to be classified
(i.e., the relevant testing records that are not assigned to the
target issue type).

Recall and Precision are a contradictory measure, so it is not
appropriate to use only one of them to evaluate the
performance of the identification model. F1 can combine them
to evaluate models, it is widely used in performance

Recall = (28)

Precision = (29)

Table 5 Evaluation metrics

Actual record

Relevant NonRelevant

Fault positives
(FP)

Fault negatives True negatives
(FN) (TN)

Classified True positives (7P)

result

NonClassified
classified

evaluation of prediction model and other software engineering
research fields [156]. The calculation formula of F1 is the
harmonic mean of recall and precision:

_ 2 X Recall X Precision

Fl= (30)

Recall + Precision

6.2 The experiments of our proposed performance issue
identification method

Our proposed performance issue identification method was
evaluated from system cost and effectiveness by experiments,
which is introduced as follows.

6.2.1 System cost experiments
This section mainly introduces the system cost experiments.
The proposed performance issue identification method needs
some system cost since it needs to monitor the system state in
real-time. To verify the system cost of our proposed method,
the experiment was conducted when the number of concurrent
requests increases from 1 to 100. Figure 8 gives the influence
of performance issue identification for service performance.
As shown in Fig. 8, the response time of service gradually
increases with the number of concurrent requests. When the
number of concurrent requests is larger than 100, the response
time of service rapidly increases. This phenomenon illustrates
that the system cannot process these concurrent requests. The
service response time increase of performance issue
identification is about 5-15 ms. These experimental results
demonstrate that the system cost of our proposed method is
very small.

6.2.2 Effectiveness experiments

This section mainly introduces the effectiveness experiments.
These experiments were used to verify the effectiveness of our
proposed method. To verify the effectiveness of the HMRF-
MAP, we compared it with 7 comparison models, such as
Support Vector Machine (SVM) [157-159], Naive Bayes
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Fig.8 The influence of performance issue identification for service
performance

Classifier (NBC) [160], KNeighbors Classifier (KNC) [161],
Nearest Centroid Classifier NCC) [162], Logistic Regression
(LR) [163]. Table 6 gives the experimental results.

As shown in Table 6, the HMRF-MAP outperforms all
comparison models in terms of F1. Specifically, it is 0.91%
better the ranking second model (SVM) while it is 32.05%
better than the worst model (MNB). This further show the
effectiveness of HMRF-MAP.

To verify the effectiveness of our proposed method for
response time, we compared the response time of using
performance issue method and manual identification when the
system is suffering performance issue. Figure 9 gives the
response time of using performance issue method and manual
identification.

As shown in Fig. 9, the average response time rapidly

Table 6 F1 of the HMRF-MAP and comparison models
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increases when the system is suffering performance issue.
From the figure we can draw the conclusion: the proposed
performance issue identification method can obviously reduce
the response time of system compared with manual
identification when the system is suffering performance issue.
The experimental results demonstrate that our proposed
performance issue identification method can effectively
reduce response time in the period of system performance
issue and restore the service capability of the system in time.

6.3 The experiments of our proposed performance issue
diagnosis method

Our proposed performance issue diagnosis method was
evaluated from system cost and effectiveness by experiments,
which is introduced as follows.

6.3.1 System cost experiments

This section mainly introduces the system cost experiments
where 1 =0.06, iterations =30 and the number of hidden
units is 100. The proposed performance issue diagnosis
method needs some system cost since it needs to diagnose the
performance issue. To be able to quickly find the reasons of
performance issue, the system cost of our proposed method
should be as small as possible. To verify the system cost of
our proposed method, the experiment was conducted when the
number of concurrent requests increases from 1 to 200.
Figure 10 gives the influence of our proposed performance
issue diagnosis method for service performance.

As shown in Fig. 10, the response time increases with the
number of load concurrent requests. Specifically, the response
time increase of service due to performance issue diagnosis
method is about 6-37 ms. This demonstrate that the system
cost of our proposed method is very small, which is totally
acceptable.

NB
Dataset GaussianNBC MultinomialNBC BernoulliNBC SVM KNC Nee LR HMRE
IDRASI1 0.86 0.69 0.77 0.90 0.87 0.88 0.89 0.89
IDRAS2 0.85 0.65 0.78 0.87 0.85 0.84 0.85 0.90
IDRAS3 0.86 0.66 0.78 0.89 0.84 0.85 0.86 0.91
IDRAS4 0.84 0.70 0.79 0.88 0.83 0.84 0.85 0.88
IDRASS 0.83 0.67 0.77 0.87 0.85 0.86 0.87 0.87
AVG. 0.848 0.674 0.778 0.882 0.848 0.854 0.864 0.89
- ---- Identification approach Manual fingerprinting
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Fig. 9 The response time of using performance issue method and manual identification
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Fig. 10 The influence of our proposed performance issue diagnosis method
for service performance

6.3.2 Effectiveness experiments

This section mainly introduces the effectiveness experiments.
These experiments were used to verify the effectiveness of our
proposed method. To verify the effectiveness of the RBM with
ICA, we compared it with 5 comparison models, such as
Gaussian Naive Bayes Classifier (GaussianNBC) [164],
Decision Tree (DT) [165], Boosting [166], Maximum Entropy
(ME) [167], and RBM without ICA. Table 7 gives the
experimental results.

As shown in Table 7, the performance issue diagnosis model
constructed by RBM is superior to the other four shallow
classification algorithms in average Precision, average Pecall
and average F'1 value. This further show the effectiveness of
RBM and ICA.

To verify the effectiveness of our proposed method for
response time, we compared the response time of using
performance issue identification method, performance issue
diagnosis method and manual identification when the system
is suffering performance issue. Figure 11 gives the response
time of using performance issue identification method,

Table 7 F1 of the RBM with ICA and comparison models

Metrics
Models —
Precision Recall F1

RBM with ICA 0.88 0.91 0.89
RBM without ICA 0.87 0.90 0.89
GNB 0.86 0.87 0.87
DT 0.84 0.86 0.85
Boosting 0.84 0.87 0.86
ME 0.83 0.86 0.86

— Diagnosis approach

100

200

0 50
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performance  issue method and manual
identification.

As shown in Fig. 11, the average response time rapidly
increases when the system is suffering performance issue.
Specifically, the performance issue diagnosis method is more
effective in reducing response time in the period of system
performance issue compared with the performance issue
identification method and manual identification method. The
experimental results demonstrate that our proposed
performance issue diagnosis method can effectively reduce
response time in the period of system performance issue and

restore the service capability of the system in time.

diagnosis

7 Conclusion and future directions

In this paper, we first divide the performance issue
identification and diagnosis method of SaaS software into
three steps according to their function: performance log
generation, performance issue identification and performance
issue diagnosis. Then, we comprehensively review these
methods by their development history and describe their
characteristics and difference among them. Meanwhile, we
give our proposed solution for each step. Finally, the
effectiveness of our proposed methods is shown by
experiments on a real Integrated Disaster Reduction
Application System (IDRAS).

With the rapid development of SaaS patterns, identifying
and diagnosing performance issues during the operation of
SaaS software systems has become increasingly important.
The identification and diagnosis methods studied in this article
have certain application value. However, with the
development of the SaaS model, software has become
increasingly complex and diverse. In response to this reality,
the method proposed in this article can be improved in the
following aspects.

(1) The method proposed in this article mainly targets
certain specific attributes in performance logs and applies
them to a specific SaaS software application system. However,
when identifying and diagnosing performance issues with
different types of SaaS software, these attributes or
combinations of attributes may no longer be suitable.
Therefore, in future work, we will apply our method to various
application systems and search for methods to automatically
construct classification features.

- Identification approach Manual fingerprinting

250 300

Time/min

100

Fig. 11 The response time of using performance issue identification method, performance issue diagnosis method and manual identification
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(2) The methods proposed in this article respectively use
HMRF and RBM to establish recognition and diagnostic
models. When establishing the model, all training data will be
stored in memory. However, as the model undergoes more and
more model updates, more and more performance status logs
will be saved. This situation will result in the updating and
construction of the model taking longer and longer, affecting
the efficiency of recognition and diagnosis. Therefore, in
future work, parallel approaches can be considered to
construct the model.

(3) The method proposed in this article involves two steps in
SaaS software performance analysis: identifying performance
problems and identifying the causes of performance problems.
The next step should be to select corresponding measures
from performance methods to solve performance problems
and evaluate performance. Identifying performance issues and
identifying their causes can accelerate the speed of restoring
service levels, and appropriate problem-solving solutions or
strategies can better address the situation and stop losses in a
timely manner. Therefore, in future work, we will address the
performance issues of SaaS software.
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