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Abstract Block synchronization is an essential component of
blockchain systems. Traditionally, blockchain systems tend to
send all the transactions from one node to another for
synchronization. However, such a method may lead to an
extremely high network bandwidth overhead and significant
transmission latency. It is crucial to speed up such a block
synchronization process and save bandwidth consumption. A
feasible solution is to reduce the amount of data transmission in
the block synchronization process between any pair of peers.
However, existing methods based on the Bloom filter or its
variants still suffer from multiple roundtrips of communications
and significant synchronization delay. In this paper, we propose
a novel protocol named Gauze for fast block synchronization. It
utilizes the Cuckoo filter (CF) to discern the transactions in the
receiver’s mempool and the block to verify, providing an
efficient solution to the problem of set reconciliation in the P2P
(Peer-to-Peer Network) network. By up to two rounds of
exchanging and querying the CFs, the sending node can
acknowledge whether the transactions in a block are contained
by the receiver’s mempool or not. Based on this message, the
sender only needs to transfer the missed transactions to the
receiver, which speeds up the block synchronization and saves
precious bandwidth resources. The evaluation results show that
Gauze outperforms existing methods in terms of the average
processing latency (about 10x lower than Graphene) and the
total synchronization space cost (about 10X lower than
Compact Blocks) in different scenarios.

Keywords block synchronization, cuckoo filter, probabilis-
tic data structure

1 Introduction

The blockchain is a distributed system that combines
cryptography and P2P networks, which enables transactions to
be completed without a third party and protects the users’
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privacy. It is a distributed ledger that records transactions in
the form of an append-only ledger maintained by all network
participants. Furthermore, the recorded transactions are
protected by encryption technologies and stored in blocks
connected in a chain structure. There are two critical roles in
the above process of recording the ledger: i) miners collect
transactions, verify their integrity, pack them into a new block,
and append the block to the blockchain; ii) the non-mining
peers add the new block to their local blockchain after
successful verification.

When a node in the blockchain generates a new transaction
with an encrypted hashed transaction ID, the new transaction
should be broadcasted to all peers in the network using the
Gossip protocol [1]. Thus, the higher the number of
transactions, the longer the synchronization time required. The
peers who received the new transaction then keep it in their
local mempool for validation. Subsequently, the miners are
engaged in a time-sensitive competition to solve a Proof-of-
Work problem [2], or a Proof-of-Stake problem [3,4] to
extend the blockchain. After the succeeded miner packs the
transactions from the mempool as a new block, the new block
will be broadcasted to other peers across the network
(illustrated in Fig. 1). The above process of broadcasting these
transactions to each peer and ensuring the absolute
consistency of the transactions contained in the blocks is
called block synchronization. There are two main goals of
block synchronization: first, allowing network peers to
synchronize the update of transactions and blocks of the
system; second, disseminating peer information to support
peers to re-enter the system after disconnection.

Block synchronization is of great importance for blockchain
systems. Network delays and overhead are noticeable during
block synchronization. It is crucial for blockchain systems to
achieve a high level of processing performance while ensuring
the consistency of the block data. There are many advantages
for an efficient protocol to synchronize new authorized
transactions and newly mined blocks of validated transactions
among peers. First, reducing the propagation time of the
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Fig.1 Block synchronization in the blockchain. (Since node 4 is disconnected, new transactions and blocks are not saved to this node’s

mempool during the second synchronization round.)

underlying blockchain network is crucial for miners, as every
millisecond of delay would reduce the chances of gaining
bookkeeping rights. Second, less data transmission can reduce
the network communication burden, thus improving the
process efficiency. Such a fast and efficient block
synchronization process is an essential basis for ensuring the
performance expansion of the blockchain. However, there are
still several intractable challenges in the synchronization
process.

First, how to reduce the bandwidth consumption during
block synchronization [5,6] is a vital issue for blockchain
systems. Traditionally, the same transaction may be
transmitted to other peers twice in the block synchronization
process. The first transmission is sending the newly authorized
transactions to all peers, and the second transmission is the
broadcast across the network as a content of the newly mined
blocks. However, the majority of the peers have already
received these transactions, and they only need to discern
them from those in their mempool. The transmission of these
repeated transaction data requires high network bandwidth
resources.

Second, the propagation delay for distributing new blocks is
still very high. How to improve the processing performance
and speed up the block synchronization process [7,8], which
will directly affect the transaction throughput. The overall
throughput of current blockchain systems is generally low.
Specifically, the transactions per second (tps) of Bitcoin and
Ethereum are 7 and 15, respectively. The tps of blockchains
are much lower than that of centralized payment systems such
as VISA (24,000 tps), making it difficult to meet the practical
requirements of users. If the peers can complete the block
synchronization process quickly and efficiently, they can start

the next round of competition for the right to keep track of the
blocks as early as possible.

However, existing methods either take excessive time or
require high network bandwidth [9—12] to complete block
synchronization. Moreover, some methods may also require
several roundtrips to complete the block synchronization,
which further degrades the processing performance of the
blockchain systems. Xtreme Thinblocks [13] (XThin) uses a
Bloom filter [14] to encode the transaction IDs. The sender
responds to the receiver with a list of the block’s transaction
IDs shortened to only 8-bytes. However, the space cost of
XThin is still very high. Compact Blocks [15] (CB) reduces
the network bandwidth consumption to 6n (n is the number of
transactions encoded in a block) by shortening the block’s
transaction IDs to 6-bytes. Graphene [16] further reduce the
network bandwidth consumption through the combination of a
Bloom filter and an Invertible Bloom Lookup Table (IBLT)
[17]. However, Compact Blocks and Graphene may require an
extra roundtrip time when the receiver misses transactions.

Besides, the existing methods are not friendly to the
performance and efficiency of blockchains. Therefore, a
significant improvement could be achieved if a fast method
could be proposed to synchronize block transactions. The
majority of the peers have already received these transactions.
Instead of exchanging all transactions in the blocks directly
between peers, we aim to discern them from those in their
mempool and only transmit the missed transactions between
peers.

In this paper, we introduce Gauze, a probabilistic method
for synchronizing blocks (and mempools) among peers in
blockchains with high success probability. The basic idea of
Gauze is to use the Cuckoo filter [18] to discern the different
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transactions between peers. By exchanging the CFs, Gauze
can determine those transactions that existed in the target node
and avoid re-transmission in the subsequent synchronization
processes. Our work can save a significant portion of network
bandwidth by reducing transmission traffic in the network.
Our Gauze provides higher process performance, uses less
space than other approaches, and does not require an extra
roundtrip time to accomplish the block synchronization
process. The main contributions of this paper are summarized
as follows:

1) For the most common scenario where the receiver’s
mempool contains all transactions in the block, we design the
Gauze protocol. Gauze uses the sender’s CF to determine the
transactions in a block, which can speed up the transaction
synchronization process among peers and improve the overall
processing performance of the blockchain.

2) For the missed transactions owing to network failures or
other reasons during the block synchronization, we design the
Gauze Enhanced protocol. Gauze Enhanced confirms the lost
transactions and transmits them to the receiver directly. It can
reliably realize block synchronization in more complex
scenarios and efficiently reduce the network bandwidth con-
sumption for block synchronization during block propagation.

3) The evaluation results show that our protocols require
less data transmission (only about one-tenth of Compact
Blocks [15] and one-fifth of Graphene [16] when the block
size is 200) and achieve higher processing performance
(increased by about 10x when the block size is 200, and about
3% when the block size is 10,000) in blockchain systems.

The rest of this paper is organized as follows. Section 2
introduces the background and related work. Section 3 details
the design philosophy of our Gauze protocol. Section 4 reports
the evaluation results. Section 5 discusses several issues about
our Gauze protocol and at last Section 6 concludes the whole

paper.

2 Background and related work

In this section, we first introduce the background of block
synchronization and follow with its related studies. Then we
introduce the data structures of a set reconciliation.

2.1 Block synchronization

Block synchronization (illustrated in Fig. 1) is an essential
function of blockchain systems that provides the necessary
conditions for achieving a consensus among miners. Block
synchronization includes the synchronization of the
transactions and the state. Transaction synchronization is
aimed to ensure that transactions of the blockchain reach as
many peers as possible. This can alleviate the impact of
transaction loss and provide the basis for packaging
transactions into blocks through consensus. The function of
state synchronization tries to keep the state of the blockchain
peers up-to-date and ensure the disconnected peers are
correctly returned to the latest state. It is noteworthy that only
a node that holds the latest block state can participate in the
consensus. As shown in Fig. 1, when node 1 mines a new
block and broadcasts it to other nodes, node 4 is disconnected
for a while due to network failure or other reasons, and the
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new transactions and block are not saved to the node’s
mempool. Therefore, node 4 needs transaction and state
synchronization operations to recover to the latest block state.

Blocks propagate in a similar way (illustrated in Fig. 2).
When new transactions are received, a node sends the
transaction IDs as the content of an INVENTORY (inv)
message (the first step in Fig. 2), which is usually the header
of the block, to each neighbor. If some neighbors do not have
all of these transactions, they will send a getdata message to
request the missed transactions (the second step in Fig. 2).
After receiving the getdata message from the receiver, the
sender sends the block header of missed transactions to the
receiver (the third step in Fig. 2). Block synchronization
ensures transactions in each block of blockchain kept in each
node are identical. There are two methods of block
synchronization. In the first method, the sender would transmit
the complete block, and then all transactions in the block are
sent to the receiver. This undoubtedly leads to significant
bandwidth consumption. For the second method, each node
only sends the transactions that do not exist at the receiver,
which is explored in this paper. This approach would reduce
the bandwidth consumption and improve the block synchroni-
zation processing performance against the first method.

2.2 Comparison to related work

Xtreme Thinblocks [13] (XThin) is a robust and efficient
protocol designed to accelerate the block relaying. It uses the
Bloom filter to send only the missed transaction of the
receiver. Further, it shortens the block’s transaction IDs to 8-
bytes, which reduces the size of the XThin blocks. The cost of
mlog,(f)

8In2

transactions encoded in a block) bytes. In addition, Xthinner
[19] is a variant of XThin that uses compression techniques
for the list of transactions in a block. In comparison, Gauze
requires a significantly lower bandwidth consumption.

For the Compact Blocks [15], the getdata message from the
receiver is a simple request (no Bloom filter is sent). The
sender shorts the block’s transaction IDs to 6-bytes. Although
the network cost of the Compact Blocks is 6n (n is the number
of transactions encoded in a block), it requires an extra
roundtrip time when the receiver misses some transactions. As
shown in Section 4, Gauze outperforms Compact Blocks
significantly in terms of space cost.

XThin is approximately +6n (n is the number of

2. Getdata i
Request

|

Fig.2 The propagation process of blocks in the blockchain
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Graphene [16] further reduces the network bandwidth
consumption through the combination of a Bloom filter and an
invertible IBLT. It uses a Bloom filter to identify the
symmetric difference between the block and mempool, and the
IBLT is employed to recover from minor errors in the Bloom
filter. However, Graphene requires that the generated BF and
IBLT at the sender and receiver sides be nearly the same size
to support the subtraction operation. In addition, Graphene
may use an additional roundtrip to repair missed transactions
compared to Gauze.

Erlay [20] is a hybrid protocol that combines low-fanout
flooding with efficient set reconciliation. It is designed to
optimize Bitcoin’s transaction relay while maintaining the
existing security guarantees. Erlay is more scalable relative to
the number of peers in the network and their connectivity,
reducing the bandwidth used to announce transactions by
84%.

2.3 Set Reconciliation data structures

Cuckoo filter (CF) [18,21] is a lightweight probabilistic data
structure, which supports constant-time membership queries,
dynamically element addition, and item removals. A CF
consists of k£ buckets, each of which consists of b entities, and
each entity contains an f-bit fingerprint. CF provides two
candidate insertion positions for each element and randomly
selects one of the two empty positions for element insertion.
For an element x, if both positions are non-empty, CF
randomly selects a candidate position and kicks out the
element stored in this position to accommodate x’s fingerprint
nx. The kicked-out element would then be inserted into its
alternative candidate position. If there is still an element in this
alternative position, the kick-out process will continue, and the
process ends until the element is inserted successfully.
Otherwise, the insertion will fail when the number of kick-out
operations reaches a given threshold, MaxLoop. Here,
MaxLoop is a parameter that prevents duplicate insertion
entirely, at the cost of slowing down insertion if the table
already contains a (false positive) matching entry for the
bucket and fingerprint.

CF utilizes a technique called partial-key cuckoo hashing
[22] to derive an alternative location of an item based on its
fingerprint. Element x is associated with an f~bit fingerprint
1y = hasho(x) mod 27. For this item x, the cuckoo hashing
scheme calculates the indexes of the two candidates as
follows:

hi(x) = hash(x), D

ho(x) = hy(x) ® hash(x’s fingerprint). 2)

There are many other data structures for set reconciliation
[23], including the Counting Bloom filter (CBF) [24],
Invertible Bloom filter (IBF) [25], IBLT [17], Marked Cuckoo
Filter (MCF) [26], and Merkle tree [27]. The sender encodes
the data in a CBF, IBF, or IBLT, and the receiver eliminates
the common elements by subtracting filters. The nodes in the
Merkle tree are compared as identical pruned subtrees to
derive the different elements between the two sets. CF does
not need to support subtracting filters or pruning subtrees
operations compared to these data structures. Moreover, CF

supports adding and removing items dynamically while
achieving higher performance than others.

3 The Gauze protocol

The block synchronization process of the entire network node
can be regarded as the synchronization between multiple peers
of the sender and receiver. Existing methods either take
excessive time or require higher network bandwidth resources
to complete the block synchronization. Some methods even
require additional roundtrips in the block synchronization
process. Undoubtedly, these weaknesses further degrade the
performance and efficiency of blockchain systems. After a
comprehensive analysis and consideration, we decide to use
the Cuckoo filter to conduct the set reconciliation of the
blocks and mempools. CF has many advantages and can well
meet the requirements of block synchronization. First, CF
supports adding and removing items dynamically and provides
higher lookup performance than the others. Second, CF is
more accessible to implement than alternatives such as IBLTs
and causes lower spatial and other costs than a Bloom filter or
IBLTs. Based on these considerations, we propose Gauze. The
goal of the Gauze protocol is to reduce the network bandwidth
consumption and improve the processing performance during
the block synchronization process. In this section, we discuss
how CF can be used for synchronizing blocks and mempools
so as to reduce the amount of resultant network traffic.

3.1 Problem definition

In this paper, we define two scenarios of applying Gauze to
solve the block synchronization problem during block
propagation. The two scenarios together can cover almost all
block synchronization cases in the blockchain.

For the first scenario, we assume that the transactions in the
block are a subset of the receiver’s mempool (m transactions
in mempool and n transactions in block). As shown in Fig. 3,
all transactions in the block are contained in the receiver’s
mempool. This is the most common scenario in blockchains.
We designed Protocol 1 for this scenario, which is described
in Section 3.2.

For the second scenario, we assume that the mempool of the
receiver does not contain the entire block (m transactions in
mempool and y transactions in a block and mempool), as
shown in Fig. 4. Some transactions of the block (# transactions
in block) are not contained in the mempool owing to network
failures or other reasons (red area in Fig. 4). For this scenario,
Protocol 2 would play a vital role instead of Protocol 1.
Protocol 2 is a supplement to protocol 1, it uses two CFs to

n in block m in mempool

Fig.3 Scenario 1: the receiver’s mempool contains the entire block
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. n in block

n in block m in mempool

Fig. 4 Scenario 2: the receiver’s mempool does not contain the entire block

determine the missed transactions and transmit the missed
transactions to the receiver directly. Besides, Protocol 2 is
significantly efficient because it takes only one roundtrip to
achieve block synchronization.

The main block synchronization steps of Gauze are listed as
follows:

1) Protocol 1 is invoked to conduct the block synchroni-
zation.

2) If during the query in the receiver’s mempool, the CFg
will still not be empty after removing all discovered
transactions from the CFg, we know that Protocol 1 fails and
start Protocol 2.

3.2 Gauze protocol

We design Protocol 1 (as illustrated in Fig. 5), for the first
scenario, where the receiver’s mempool contains all
transactions in the block (Fig. 3-right). The key idea of
Protocol 1 is to use the sender’s CF to determine which
transactions of the receiver need to be packaged into the block.
Protocol 1 can solve most of the block synchronization
problems in blockchains. Protocol 1 is composed of the
following steps:

1) The sender encodes the transactions of the block as CFg
and sends it to the receiver.

2) The receiver queries the CFs received from the sender to
identify which transactions in the mempool are included in the
block. Then she adds these transactions to S| and packages
these transactions into its own block.

After these two steps, the receiver can confirm the
transactions that need to be packaged into the block. The
sender does not transmit additional content, just the CF's to the
receiver. This significantly reduces the network bandwidth

Sender Receiver
Y
]
1. inv
[,

2. getdata'
)

<
<

CF¢= CF(insert=block)

Protocol 1

3. CF
o >
4. §,=mempool txns
in CFg
block =S,

Fig. 5 An illustrative example of Protocol 1 for propagating a block that is a
subset of the mempool

Gauze: a novel approach for block synchronization in blockchain 5

Protocol 1 Gauze

—_

: Sender: The sender sends the transaction IDs as the content of an inventory
(inv) for the block to the receiver.

2: Receiver: The receiver requests the unknown block.

3: Sender: The sender creates CFs from the transaction IDs of the block (blue

area in Fig. 3-left) and sends it to the receiver.

4: Receiver: The receiver creates a candidate set S | of transaction IDs, queries

the CFy received from the sender, and adds the transactions contained in

the CFy to S| from her mempool. Based on the result of S j, she validates

the Merkle root in the block header and decodes the block.

consumption and improves the processing performance and
efficiency of the block synchronization.

3.3 Gauze enhanced protocol

Protocol 1 will not succeed if the receiver does not have all
transactions in the block. In this situation, the receiver would
invoke Protocol 2, which is illustrated in Fig. 6. Protocol 2 is
designed for the second scenario when the receiver’s mempool
does not contain all transactions in the block (Fig. 4-right).
Protocol 2 uses two CFs to confirm the lost transactions and
transmit them to the receiver. The main steps of Protocol 2 are
listed as follows:

1) The receiver encodes the transactions of the mempool as
CFp and transmits it to the sender.

2) The sender uses the CFg to query the missed transactions
of the receiver, adds the transactions to the miss_txn, and then
sends miss_txn to the receiver.

3) The receiver uses the sender’s CFs to query which
transactions in the mempool are contained in the block and
then packs those transactions with the transactions in
miss_txn into its block.

After these steps, the missed transactions in the receiver’s
mempool can be confirmed and transmitted to the receiver so
as to achieve block synchronization. Using CFs and miss_txn
transmitted from the sender, the receiver can confirm the
transactions in the block and thereafter package them into its

Receiver

mempool: m txns

CF, = CF(insert = mempool)
1. CFy
=l

Sender
- S

block: n txns J

\

<
<

miss_txn = block txns not in CF,

2. miss_txn

Protocol 2

=,

3.8,= mempooi txns in S,
and miss_txn
block =S,

Fig. 6 If Protocol 1 fails (the block is not a subset of the mempool),
Protocol 2 begins

Protocol 2 Gauze Enhanced

—_

: Receiver: The receiver creates CFg from the transaction IDs of the mempool
(blue and green areas in Fig. 4-right) and sends it to the sender.

2: Sender: The sender queries CFg and confirms the receiver’s missing
transactions (red area in Fig. 4-right) according to the transactions
contained in its block and adds them to the miss_txn.

: Sender: The sender sends miss_txn containing all transactions that are not
in CFg directly to the receiver.

4: Receiver: The receiver creates a candidate set S, of transaction IDs that

pass through CFg sent by the sender in Protocol 1. Based on the results of

S, and miss_txn, she validates the Merkle root in the block header and

decodes the block.

w
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own block. The receiver then validates the Merkle root in the
block header and decodes the block. Protocol 2 uses another
CF from the receiver to help the sender transmit the missed
transactions to the receiver. It can cover the more complicated
scenario in blockchain systems compared to Protocol 1.

3.4 Theoretical analysis

Gauze first uses Protocol 1 to realize block synchronization,
which is the most common scenario in blockchain systems.
Therefore, most peers are successfully synchronized during
this process. For the second scenario, Protocol 2 is invoked.
By exchanging the CF, the lost transaction can be identified,
and then directly transmitted to complete the block
synchronization in the subsequent transmission. The time
complexity of insertion operation with high probability is O(1)
if the load is well managed. And the time complexity of the
lookup operation is also O(1) because it does not depend on
the input size. Thus, the time complexity of Gauze is O(n),
which mainly occurs in the traversal of the transactions.

There are some parameter bounds set on CF, and the
detailed proof can be referenced in literatures [18,28]. We
introduce several vital parameters and briefly analyze them in
this subsection.

The space cost C of block synchronization If each
fingerprint is f bits and the hash table has a load factor of «,
then the amortized space cost C of block synchronization for
each item is

c=lod Ly 3)
n ae «
where ¢ is the table size, n is the number of items and e is the
number of entries.

Upper bound of the false fingerprint The upper bound of

the total probability of a false fingerprint hit is

1\ 2
1‘(1 - z—f) ~ar

which is related to the bucket size b.
Minimal fingerprint size To obtain the target decoding rate
during the block synchronization process, the false positive
rate € must be within a reasonable boundary. Therefore, the
filter must guarantee that 2b/2/ <&. Thus, the minimum

fingerprint length is approximately

f=Tlog,(2b/e)] =[log,(1/e) +1og,(2b)]. %)
Upper Bound of total synchronization cost As shown in
Egs. (3) and (5), both f and @ depend on the bucket size b.

“4)

The average total synchronization cost C of block
synchronization is bound by the following:
C <[log,(1/€) +1og,(2b)]/, (6)

where ¢ is the target false positive rate, b is the number of
entries per bucket and o (0 <@ <1) is the load factor that
increases with b. The space cost of cuckoo filters are
asymptotically 1.05log,(1/¢) when b=4 and 1/a~1.05.

1
However, Bloom filters require ﬁlog(l/s) ~ 1.441og,(1/¢e)
n

bits or more for each item, for a 44% overhead compared to
CF.

Decoding rate Given a target false positive rate &, the
overall decoding rate 4, can be calculated as follows:

Ao =1—(1—g)m), @)

where ny, 1s the number of transactions in the block, and n,,;, is
the number of transactions in the receiver’s mempool included
in the block. If the exact number of queries (x) is given, then
the decoding rate is

AU(X = x) = Cx g(l — 8)(nb_nmh_x)'

) ®)
4 Evaluation

In this section, we compare Gauze with the Compact Blocks
and Graphene methods from several aspects. The primary
purpose of our experiment is to measure the parameters of
network data exchanged by peers during the block
synchronization process. We mainly consider the local
processing latency required to complete block synchroniza-
tion. This is because improving the local processing efficiency
of peers and reducing the processing latency can improve the
efficiency of block synchronization. We describe the
experiment settings and the evaluation results of our
protocols’ performance and network cost to indicate the
methods.

4.1 Experimental settings
The main parameters of our experiments are set as follows:

a) Block size and transaction IDs In all experiments, we
mainly evaluate three different block sizes in terms of
transactions: 200, 2,000, and 10,000. Note that the average
block size of Bitcoin cash (BCH) and Ethereum (ETH) blocks
is 200, and the average size of Bitcoin (BTC) blocks is 2,000.
We set 10,000 to cope with the possible expansion of the
blockchain in the future and use this size to simulate block
synchronization in large-scale scenarios. The transaction ID of
each transaction occupies 8-bytes in our experiments.

b) Cuckoo filter A Cuckoo filter consists of k£ buckets, each
of which consists of b entities and each entity contains an f-
bits fingerprint. In our experiments, we set k£ = block size, b =
4, and f'= 8 for the Cuckoo filter because these settings were
evaluated as the best in literature [18].

¢) Performance metrics To fully compare the differences
between the Gauze, Compact Blocks and Graphene protocols,
we compare them using the following metrics:

1) Local processing latency: We evaluate the processing
performance with Local processing latency. The latency that
peers process transactions locally and completes the
synchronization process.

2) Total synchronization cost: The amount of data
transferred during the block synchronization.

3) False positive rate: Measured by querying a filter with
non-existing transactions and counting the fraction of positive
returns.

4.2 Evaluation of Gauze protocol

In this subsection, we aim to validate Protocol 1 of Gauze
designed for the first scenario. In this scenario (Fig. 3), the
transactions in the receiver’s mempool consist of all
transactions in the block (expressed as n) plus some additional
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transactions not contained in the block (expressed as m—n),

which increase along the x-axis as a multiple of the block size.
L . m—n
Here, multiple is the ratio of

, where m and n are the

number of transactions in mempr(l)ol and block, respectively,
and m —n is the number of transactions not in the block. We
change the mempool size from 0 to 5.5 times according to the
block size to evaluate the trend of the three performance
standards as the transaction volume increases. For example, if
a block holds n = 200 transactions and the multiple is 2.0. The
receiver’s mempool would consist of m =600 transactions,
200 transactions in the block, plus 2.0 x 200 = 400 additional
transactions (illustrated in Fig. 3).

Local processing latency Figure7 shows the local
processing latency of Gauze and Graphene as the mempool
size increases. The processing latency of Graphene is
approximately 10x greater than that of Gauze when the block
size is 200 and is approximately 4x and 3x than that of Gauze
when the block size is 2,000 and 10,000, respectively. As
mentioned in Section 4, a Cuckoo filter just needs to check
two locations for answering the query, so this operation is
O(1). However, Bloom filter or its variants with 2 hash
functions, requiring O(h). The cuckoo filter provides higher
lookup performance than Bloom filters and IBLTs in some
practical applications. These experiments prove that Gauze is
better than Graphene in terms of the local processing
performance, thus dealing with challenge 2.

Total synchronization cost Figure 8 shows the average
space cost of each block in bytes of Gauze compared to
Compact Blocks and Graphene, as the mempool size
increases. The results verify that Gauze is superior to graphene
and compact blocks in terms of synchronization cost. When
the block size is 200, the synchronization cost of Gauze is
only approximately one-tenth of that of compact blocks and
one-fifth of that of graphene. Moreover, when the block size is
2,000 and 10,000, the synchronization cost is approximately
one-eighth of compact blocks. In these two cases, the size of
each Gauze block is also smaller than that of the Graphene
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block. As mentioned in Section 4, the average synchronization
cost C is bound by Eq. (6) and approaches to log,(1/g), when
€ varies from 0.001% to 10%. Equation (6) shows that cuckoo
filters are asymptotically better (by a constant factor) than

1
Bloom filters, which require ™ log(1/e) = 1.441log,(1/¢) bits

or more for each item, for a 44% overhead compared to CF.
These experiments verify that Gauze could significantly
minimize the space cost required for synchronization among
replicas of widely propagated information, thus dealing with
challenge 1.

False positive rate Figure 9 shows the false positive rates of
Gauze compared to Graphene, as the mempool size increases.
Gauze does not always achieve a lower false positive rate than
Graphene. There is an inflection point in the graph of the
Graphene. This is because when the multiple is 0, the
transactions in the receiver’s mempool and the transactions in
the block are the same, and thus the number of false positive is
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Fig. 9 Average false positive rate of Gauze VS. Graphene. Each facet is a
block size: (200, 2000, and 10000 transactions)
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0. When multiple increases, the false positive rate will appear.
We can see that the changing trend of the false positive rate
for Graphene is decreasing because of the use of both BF and
IBLT data structures. The false positive rate of Gauze
increases as the mempool increases and is higher than that of
Graphene. This is because we set the fingerprint length to only
8 bits. If we want to reduce the false positive rate, we need to
increase the fingerprint length.

Figures 10—12 show the average processing latency, the
space cost and the false positive rate respectively, when the
fingerprint length f is set as 16. The average processing
latency is almost the same as the above experiment when
f =38, but the space overhead is doubled. The false positive
rate decreases to almost zero. These experiments show that if
we want higher accuracy, we can increase the length of the
fingerprint. Although this will increase some space overhead,
it hardly affects the processing efficiency.
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4.3 Evaluation of Gauze enhanced protocol
In these experiments, our main purpose is to evaluate our
Gauze Enhanced protocol (Gauze’s Protocol 2), which is
designed for the second scenario where the mempool of the
receiver does not possess all transactions in the block. The x-
axis represents the fraction of transactions in the block
contained in the receiver’s mempool. Fraction is the ratio of
transactions the block owned in the receiver’s mempool. For
example, at fraction 0.5 and block size 200, the mempool
contains 300 transactions in total, which is y =100
transactions in the block plus m—y =200 additional
transactions in the mempool (illustrated in Fig. 4). In this
subsection, we focus on the second scenario, where the
receiver does not possess the entire block (m > n) and evaluate
m = n as a particular case.

Local processing latency Figure 13 shows the cost of local
processing latency in seconds of our Gauze enhanced protocol
compared to graphene extended, as the fraction of the block
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Fig. 13 Average processing latency (s) of Gauze Enhanced VS. Graphene
Extended as the fraction of the block owned by the receiver increases
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owned by the receiver increases. As the size of the mempool
increases as a fraction of the block size, the processing latency
of Graphene Extended is approximately 10x than that of
Gauze Enhanced with a block size of 200. It is approximately
2x when the block size is 2,000. When the block size is
10,000, the Gauze Enhanced has poor performance because of
the usage of the two CFs. It takes more time to query the large
number of transactions in the mempool and insert them into
the CFs, thus increasing the overall processing latency. In
general, Gauze Enhanced is significantly better than Graphene
Extended in terms of the processing performance for the same
reasons as Protocol 1.

Total synchronization cost Figure 14 shows the average
space cost in bytes of the Gauze Enhanced blocks compared to
compact blocks and graphene extended blocks, as the fraction
of the block owned by the receiver increases. When the block
size is 200, the total synchronization cost of Gauze Enhanced
is better than that of compact blocks and graphene extended.
Moreover, when the block size is 2,000, the total
synchronization cost of compact blocks is about 3x that of
gauze enhanced, while Gauze Enhanced and Graphene
Extended are roughly the same.

When the block size is 10,000, the total synchronization cost
of Gauze Enhanced is better than Compact Blocks but slightly
inferior to Graphene Extended. The reason for that is the
number of buckets is set as the same as the block size. Gauze
Enhanced has a more negligible overhead when the block is
small. However, when the block size increases and two CFs
are used in Protocol 2, the space overhead will increase in
some cases, which is not as good as that of Graphene. The
table length of the cuckoo filter needs to be limited to an
exponential multiple of 2, which leads to the appearance of
individual inflection points in Fig. 14. Equation (6) shows that
cuckoo filters are better than Bloom filters in space cost.
These experiments verify that Gauze Enhanced could
significantly minimize the network bandwidth consumption
and space cost required for the block synchronization process.
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False positive rate Figure 15 shows the false positive rate
of Gauze Enhanced compared to Graphene Extended, as the
fraction of the block owned by the receiver increases. The
results show that Gauze Enhanced and Graphene Extended
show a relatively consistent trend in false positive rates,
approximately below 2.0%. The false positive rates decrease
as the fraction of the block owned by the receiver increases.
We set the fingerprint length to only 8 bits for the above
experiments. This means that if we want to reduce the false
positive rate, we need to increase the fingerprint length.

4.4 Experimental conclusion
From the previous experiments, we achieve the following
conclusions:

1) Gauze’s local processing latency and processing
performance thoroughly outperform that of Graphene in both
scenarios. Gauze improves the efficiency of block synchroni-
zation during the block propagation process, allowing peers to
process more transactions.

2) Gauze’s total synchronization cost is less than that of
Compact Blocks and Graphene in many scenarios. This is
extremely important for blockchains because Gauze can save a
large portion of the network bandwidth consumption and
improve the network transmission efficiency. With fewer data
being transferred during the block synchronization process,
peers can pack more transactions into blocks, thus increasing
the blockchain’s throughput and scaling the blockchain
system.

3) We set the fingerprint length f to 8 bits as the main
purpose of this paper is to ensure better performance with a
lower false positive rate. The false positive rates of Gauze are
slightly higher than that of Graphene under certain scenarios
and can be reduced by setting longer fingerprint length f.

5 Discussion

In this section, we further discuss several issues regarding the
Gauze Protocol. Several uninvolved aspects of our Gauze
Protocol warrant further discussion. We introduce them from
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two design standpoints, which also suggest avenues for future
work.

The decoding rate Since CF is a probabilistic data structure
with the possibility of false positive rate, Gauze cannot decode
the block 100% in all cases. The decoding rate of block
synchronization reduces with the increase of the number of
missed transactions in the receiver’s mempool. In our
experiments, 4.2, 4.3, Gauze’s false positive rate is maintained
at approximately 2%, so there will be a failure to decode due
to these false positives. As given by Eq. (7), the decoding rate
is relatively low with a high false positive rate. Reducing the
false positive rate can increase the decoding rate, thus
improving the success rate for block synchronization. We
have currently used the method of increasing the fingerprint
length to reduce false positive rate and improve the decoding
rate. In future work, we will improve the decoding rate
performance by adding new data structures such as a Marked
Cuckoo Filter (MCF) or using an optimized algorithm design
to find the best parameters(k, b, f).

Limitations Gauzes are employed for block synchroniza-
tion. There are trade-offs among the block size, processing
delay, number of transactions, transmission size, complexity
(in terms of network round trips), and synchronization success
rate in scenarios that the receiver missed transactions. By
contrast, the current popular alternatives, such as Compact
Blocks [18], have a predictable transmission size, fixed
transmission complexity, use a trivial algorithm. Graphene
[19] can also achieve a high success rate by using BFs and
IBLTs, but the probabilistic data structure cannot achieve
complete decoding in various scenarios. At present, Gauze
cannot decode 100% of the data, but Gauze outperforms
existing methods in terms of the average processing latency
and the total synchronization space cost in different scenarios.
Moreover, Gauze can achieve a high success rate without
requiring extra roundtrips in complex scenarios. We do not
claim that Gauze is the best solution for spreading blocks, nor
do we claim to have a general blockchain expansion solution.

6 Conclusion

In this paper, We introduce Gauze, a novel solution to set
reconciliation in block synchronization during block
propagation in blockchain systems. The Cuckoo filter is
utilized in Gauze to determine the subset of items jointly held
by two parties from a more extensive set. By exchanging CF,
our proposed Protocol 1 can determine the transactions
contained in the block existing in the receiver’s mempool for
the scenario that the transactions in the block are a subset of
the receiver’s mempool. We also provide Protocol 2 for a
more general situation where one party lacks some or all of the
transactions in the block. By exchanging CFs, transactions that
do not exist in the receiver’s mempool can be transmitted to
achieve block synchronization. The comprehensive experi-
ments indicate that our approach requires less data
transmission on the network and achieves higher processing
performance than previous approaches.
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